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Outline

• Symptoms and Common Memory Errors

• Valgrind Overview

– Memcheck

• Examples:

– Invalid Read/Write

– Invalid Free

– Memory Leaks
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Symptoms (Disasters)

• Compilation Errors

• Run-Time Errors
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Memory Errors (BUGS)

• Heap

– Free memory already freed

– Using freed memory

– Using uninitialized variables

– Using undeclared memory

– Read/Write to invalid bound

– Memory leaks

• Stacks

– Array index out of bound

– Function pointer corruption
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Valgrind Overview: Tool Suite

• Memcheck: memory error detector

• Cachegrind: cache and branch-prediction 

profiler

• Callgrind: call-graph generating cache 

profiler

• Massif: heap profiler

• Helgrind: thread error detector

valgrind [valgrind-options] your-prog [your-prog-options]
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Memcheck

• Memcheck detects memory-management problems, 

and is aimed primarily at C and C++ programs.

• All reads and writes of memory are checked, and 

calls to malloc/new/free/delete are intercepted.

valgrind --tool=memcheck ls -l
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Memcheck machinery

• Uses “V bit” for every bit of data to check validity

• Uses “A bit” for every byte of data in memory to 

detect accessibility

• Set on malloc/new and reset on free/delete



NanoCAD Lab

Example

• Successful compilation

• Successful execution

• When ran with valgrind, this 

returned errors.

• Can you guess why?

$./a.out
$
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Running Example: invalid write/read and 

free

valgrind ./a.out
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More Examples: uninitialized values

• Invalid De-allocation

--track-origins=<yes|no> [default: no]
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Memory Leaks

• --leak-check=<no|summary|yes|full> [default: summary]

--show-reachable=<yes|no> [default: no]
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Conclusion

• Common Memory Bugs:

– Invalid Read/Write

– Invalid Free

– Leaks

• Memory problems lead to:

– Performance

– Security (buffer-overflow hack)

Valgrind 3.5.0
/w/apps.icsl/puneet/tools/valgrind-3.5/bin
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References

• Valgrind Manual

– http://www.valgrind.org/docs/manual/manual.h
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