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The memory system presents many problems in computer architecture and system design. An

important challenge is worsening hardware variability that is caused by nanometer-scale manufac-

turing difficulties. Variability particularly affects memory circuits and systems – which are essen-

tial in all aspects of computing – by degrading their reliability and energy efficiency. To address

this challenge, this dissertation proposes Opportunistic Memory Systems in Presence of Hardware

Variability. It describes a suite of techniques to opportunistically exploit memory variability for

energy savings and cope with memory errors when they inevitably occur.

In Part 1, three complementary projects are described that exploit memory variability for im-

proved energy efficiency. First, ViPZonE and DPCS study how to save energy in off-chip DRAM

main memory and on-chip SRAM caches, respectively, without significantly impacting perfor-

mance or manufacturing cost. ViPZonE is a novel extension to the virtual memory subsystem in

Linux that leverages power variation-aware physical address zoning for energy savings. The kernel

intelligently allocates lower-power physical memory (when available) to tasks that access data fre-

quently to save overall energy. Meanwhile, DPCS is a simple and low-overhead method to perform

Dynamic Power/Capacity Scaling of SRAM-based caches. The key idea is that certain memory

cells fail to retain data at a given low supply voltage; when full cache capacity is not needed, the

voltage is opportunistically reduced and any failing cache blocks are disabled dynamically. The

third project in Part 1 is X-Mem: a new extensible memory characterization tool. It is used in a se-
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ries of case studies on a cloud server, including one where the potential benefits of variation-aware

DRAM latency tuning are evaluated.

Part 2 of the dissertation focuses on ways to opportunistically cope with memory errors when-

ever they occur. First, the Performability project studies the impact of corrected errors in mem-

ory on the performance of applications. The measurements and models can help improve the

availability and performance consistency of cloud server infrastructure. Second, the novel idea

of Software-Defined Error-Correcting Codes (SDECCs) is proposed. SDECC opportunistically

copes with detected-but-uncorrectable errors in main memory by combining concepts from cod-

ing theory with an architecture that allows for heuristic recovery. SDECC leverages available side

information about the contents of data in memory to essentially increase the strength of ECC with-

out introducing significant hardware overheads. Finally, a methodology is proposed to achieve

Virtualization-Free Fault Tolerance (ViFFTo) for embedded scratchpad memories. ViFFTo guards

against both hard and soft faults at minimal cost and is suitable for future IoT devices.

Together, the six projects in this dissertation comprise a complementary suite of methods for

opportunistically exploiting hardware variability for energy savings, while reducing the impact of

errors that will inevitably occur. Opportunistic Memory Systems can significantly improve the

energy efficiency and reliability of current and future computing systems. There remain several

promising directions for future work.
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CHAPTER 1

Introduction

Memories are a key bottleneck in the energy efficiency, performance, and reliability of many com-

puting systems. Hardware variability that stems from the manufacturing process and the operating

environment is a root cause of many challenges in memory system design and operation. To con-

textualize and motivate the research in this dissertation, a brief and broad overview of memory

challenges and solutions is provided in Sec. 1.1. Hardware variability in the nanoscale era is iden-

tified as a major issue for memories in Sec. 1.2. Opportunistic Memory Systems in Presence of

Hardware Variability provide a useful arsenal for combating this problem, and is described in

Sec. 1.3. The research in this dissertation complements a wide variety of existing techniques for

coping with some of the grand challenges that computing faces today and tomorrow.

1.1 Memory Challenges in Computing

The memory bottleneck fundamentally stems from the Von Neumann stored-program computing

model [15] wherein computing is broken down into distinct logic and memory components. As

computing systems scaled over the decades, there has always been a need for faster computational

units which must be able to quickly and randomly access an ever-larger amount of information.

Computer architects have responded by optimizing the logical units for maximum performance,

and the main memory for maximum information density, which naturally comes at the cost of

reduced speed [16]. In fact, memory devices and circuits need not be inherently much slower than

logic; rather, this is a natural consequence of system designs that have evolved over time, where

areal efficiency of memory cells is paramount.

The computer architecture community has strived to mitigate the logic-memory performance
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gap through the addition of several small and fast caches, which has created today’s memory hi-

erarchy [16–18]. Over the years, the native performance gap between logic and memory grew by

orders of magnitude [16, 19]; nevertheless, the memory hierarchy approach proved to be effective

at improving both performance and energy efficiency while allowing the information capacity of

computers to continue growing alongside advances in VLSI design and manufacturing technology.

For years, the memory bottleneck was kept at bay.

Unfortunately, the traditional formula for improving performance and energy efficiency of

general-purpose computers reached its limits in the early-to-mid-2000s [16, 19]. Dennard scal-

ing [20] – a technology trend where chip areal density improvements gifted performance benefits

without worsening chip power density – was no longer possible. Several non-ideal transistor ef-

fects became critical in the deep submicron regime (around the 100 nm manufacturing process

node). Transistor threshold voltages and supply voltages could no longer continue scaling down

without causing an exponential rise in leakage power [21]. Among other consequences, this caused

transistor power density to worsen with each successive technology node [16,19,22]. Making mat-

ters worse, an increasing fraction of the overall chip power budget was being consumed by static

power, primarily in the form of leakage currents [16,19,21,22]. Accompanying the power density

problems, chip interconnects became a major limitation on the complexity of logic and the cost of

data movement [16] because wire signal delay does not scale with feature size [21], and because

wire congestion limited the routability of designs [23]. These issues had a significant impact on

the design of processors, but also exacerbated the memory bottleneck: traditional large memories

require long wires (stangling access latency) and consume considerable static power (reducing the

share of power available to computation).

These challenges meant that Moore’s Law [24] would continue delivering cost improvements

in integrated circuits, but they would not be directly accompanied by performance benefits. This

was a call for significant innovation across the computing stack, from circuits all the way up to

software.

In an effort to solve these problems, in the mid-2000s the industry moved to multicore processor

architectures with somewhat simpler cores to continue performance and efficiency scaling [16,18].

Accompanying multicore processors, the memory hierarchy evolved to keep pace, with coherent
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Figure 1.1: Illustration of a typical dual-socket server memory hierarchy with shared L3 caches.

shared caches, distributed caches, standard high-bandwidth off-chip memory interfaces [25, 26],

sophisticated latency-hiding techniques [16], and non-uniform cache (NUCA) [27] and memory

(NUMA) architectures [28], among many other techniques (a typical modern memory hierarchy

is illustrated at a high level in Fig. 1.1). Meanwhile, device and process technologists worked to

continue scaling VLSI systems through a myriad of innovations for addressing power density and

leakage current, such as strained silicon [29], silicon-on-insulator (SOI) [30], high-k metal-gate

(HKMG) [31], and FinFETs [32]. The multicore approach was successful at delivering perfor-

mance and energy efficiency improvements for the past decade, but once again, the industry has

become limited by power density in logic and communication bottlenecks to the various system

memories [33].

Low power density is key to achieving the vision of both exascale computing and the Internet

of Things (IoT) [34]. The computer architecture community has understood that systems must

adopt intelligent and dynamic power-aware strategies to keep power density in check. Popular

techniques can be categorized into active management (e.g., dynamic voltage/frequency scaling,

or DVFS [35]) and idle power-down techniques (e.g., clock gating [36,37] and power gating [38]).

Generally, idle power-down techniques can save more power than active management methods,

but they usually incur time and energy penalties to transition between states and prevent any work

from being done while idle. Because modern systems often perform work in bursts with short
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idle periods, active management techniques are preferred in order to improve energy proportional-

ity [39, 40]. Memories, however, pose particular challenges for power management because they

have had poor energy proportionality [40] and increasingly consume a significant fraction of the

overall system power budget [33,41,42]. In conventional large and volatile memories, static power

often dominates simply because the memories need to retain a large amount of state. Yet memo-

ries are not as amenable to active and idle power management techniques as processors. Moreover,

off-chip DRAM memory interfaces – an example of which is illustrated in Fig. 1.2 – are standard-

ized through the Joint Electron Device Engineering Council (JEDEC), making their holistic power

management challenging to design.
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The phenomenon of dark silicon has already required large portions of a chip to be disabled

at any moment in time to rein in power density [43], even with sophisticated power management

techniques in both logic and memory. This is likely to continue, barring major breakthroughs in

fundamental device and circuit technologies.

Although dark silicon is foreboding for future performance improvements, the architecture

community has recognized that chip area remains plentiful with technology scaling, and that it can

be used for hardware accelerators via heterogeneity [33,42,44,45], specialization [33,42,46,47],

and dynamic reconfiguration [48, 49]. For instance, compute-intensive tasks commonly done in

software – such as image processing [50], compression [51], encryption [52], machine learning

[53], and artificial neural networks [46, 54] – are now often accelerated with hardware implemen-

tations. This strategy can yield dramatic performance and energy efficiency improvements [42].

Cloud computing companies such as Microsoft [48,55–57], Google [58], and Amazon [59] are all

pursuing accelerator-based datacenter architectures.

Memory systems will likely become even more of a performance and energy bottleneck in the

era of dark silicon. Hardware accelerators will likely have significantly higher memory bandwidth

demands than general-purpose processors. Moreover, latency-sensitive applications that previously

were bottlenecked by software would depend less on CPU performance and more on the accelerator

hardware and the speed of its memory access.

I believe there are three major directions for research and development in future memory sys-

tems that promise greater energy efficiency, lower costs, and manageable power density.

• A heterogeneous mix of conventional volatile and emerging non-volatile memory (NVM)

devices [60–65] is critical to save power and improve energy proportionality, especially as

memory capacities continue to grow and consume larger pieces of the system-level area and

power budgets.

• The design of 3D-integrated VLSI systems [66–69] and efficient networks-on-chip [70, 71]

promise tighter coupling of logic and memory through a significant reduction in wire length

(latency improvement) and wider interfaces (bandwidth improvement). They are also an

enabler of heterogeneous integration that is likely key to adoption of NVMs.
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(a) Performance scaling penalty from overdesign (b) Worsening variation from technology scaling

Figure 1.3: Illustrations based on ITRS data [72] from the NSF Variability Expedition that depict
worsening variability as a function of technology scaling.

• Better-than-worst-case operation of memories will be critical to efficient, high-performing,

and reliable operation in the nanoscale era, which is plagued by the problem of hardware

variability.

This last direction is the focus of research in this dissertation: Opportunistic Memory Systems in

Presence of Hardware Variability.

1.2 Hardware Variability is a Key Issue for Memory Systems

One of the biggest challenges that has arisen in the nanometer-scale manufacturing nodes is hard-

ware variability [7,73–75]. The ITRS predicted dramatic effects from variability in nanoscale tech-

nology nodes. Fig. 1.3a shows that in the presence of manufacturing and environmental operating

challenges, margining for worst-case outcomes leads to pessimistic performance (blue line) com-

pared to nominal performance scaling (yellow line). The class of underdesigned and opportunistic

(UnO) design techniques [75] can help mitigate this problem, bringing performance scaling closer

to nominal (green line) or even above it in the best case. Fig. 1.3b depicts how power variation

especially worsens as a function of technology scaling. This is primarily because static (leakage-

dominated) power has an exponential dependence on several circuit design parameters subject to
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variation. Because memories consume significant static power and are a major source of reliability

failures, addressing variability in them is especially important.

Variability manifests in two primary forms: manufacturing-based, and environment-based. The

former can be categorized into functional defects [76] and within-die, die-to-die, and wafer-to-

wafer parametric differences [73, 77]. For instance, a surface impurity on the scale of tens of

nanometers on a lithographic mask [78] can cause yield loss-inducing defects to affect all printed

wafers if steps are not taken to mitigate impurities. In another example, the delay of circuit paths

is dependent on the threshold voltage and channel dimensions of the transistors comprising each

gate [21, 22]. These parameters are directly affected by the degree of process control. Effects

such as lithographic distortions [79], random dopant fluctuation [80, 81], and line edge roughness

(LER) [82–84] can impact circuit delays, in turn affecting performance, reliability, and energy

efficiency [85]. These challenges are unlikely to ease in the future; it is perhaps inevitable that

manufacturing consistency will worsen as devices and circuit features are shrunk closer to atomic

scales.

Environmental-based variability primarily consists of fluctuations in operating conditions (i.e.,

voltage/temperature) and long-term aging effects caused by circuit usage. For instance, supply

voltage noise [86] and high temperature operation [87, 88] can affect functional correctness [89],

performance [90], and power of circuits [91], particularly memories. They can also influence the

circuit aging process [92] through mechanisms such as bias temperature instability (BTI) [93, 94],

time-dependent dielectric breakdown (TDDB) [95], hot carrier injection (HCI) [96], and electro-

migration (EM) in wires [97]. Meanwhile, nanoscale process nodes increase the susceptibility of

manufactured ICs to these environmental factors, compounding the variability problem.

Variability strongly affects memory systems through three fundamental mechanisms that ulti-

mately stem for the need for improved information density.

• Memory cells usually contain the smallest features in the entire chip. This makes them par-

ticularly susceptible to manufacturing defects and wearout through circuit aging processes.

• Memory is often the largest consumer of chip real estate. This increases the likelihood that

defects will affect memory, rather than logic, while process variations will have a greater
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Figure 1.4: Supply voltage scaling on SRAM cells under the impact of random parameter variation
causes stability to degrade. This is a result of smaller worst-case noise margins, which is the
separation between the pair of “butterfly curves” in the voltage transfer characteristic for holding
state. The sets of butterfly curves were generated with 1000 Monte Carlo simulations on a 6T
SRAM cell in a 45nm technology.

effect with respect to individual memory cells.

• By their very nature, memory cells must have multiple stable states such that information

can be reliably read and over-written. This increases their susceptibility to changes in envi-

ronmental operating conditions.

These fundamental mechanisms tend to apply regardless of the underlying memory technology,
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Figure 1.5: Cross-sectional image from ChipWorks and the Semiconductor Manufacturing and
Design Community [98] of IBM’s 32nm embedded DRAM in the POWER7+ processor. Process
variations have a visible impact on the depth of individual trench capacitors.

including stalwarts like SRAM, DRAM, and flash, as well as emerging non-volatile memories

(NVMs) like phase-change memory (PCM), spin-transfer torque RAM (STT-RAM), and resistive

RAM (ReRAM, or memristor). For example, SRAM stability is highly sensitive to the chip supply

voltage, while the magnetic tunnel junction (MTJ) in a spin-transfer-torque RAM (STT-RAM) cell

is extremely sensitive to temperature. Fig. 1.4 shows the simulated effect of process variation on

SRAM memory cells, where noise margins are degraded at low voltage, reducing their reliability at

storing information. In another example, one can directly observe the effects of process variation

on the depths of individual embedded DRAM trench capacitors in an IBM processor, as shown

by Fig. 1.5. Such variations affect the retention time of individual memory cells. It is clear that

memory reliability and energy efficiency pose a major obstacle to VLSI scaling, high-performance

computing, warehouse-scale computing, and embedded systems.

Conventional approaches to coping with memory variability focus on improving manufactur-

ing yield and parametric guard-banding for worst-case operation. Unfortunately, this approach is

increasingly ineffective. Memory fault rates have been rising and guard-banding sacrifices per-

formance and energy efficiency in most chips for ensured reliability in worst-case conditions. In
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Figure 1.6: Vision for the Underdesigned and Opportunistic (UnO) computing concept [75], where
software adapts to underlying hardware variation and by extension, heterogeneity as well. Oppor-
tunistic Memory Systems are a manifestation of adaptive architecture and system software.

recent years, researchers have studied many better-than-worst-case VLSI design concepts [99].

Much room still exists for innovation, particularly in memory devices, circuits, and systems. An

Opportunistic Memory System that adapts to underlying hardware variability – and by extension,

intentional heterogeneity – while taking application behavior into account could renew momentum

in technology scaling. The Underdesigned and Opportunistic (UnO) concept is depicted in Fig. 1.6

and is based on ideas from [75].

1.3 Opportunistic Memory Systems in Presence of Hardware Variability

The research in this dissertation opportunistically exploits (Part 1) and copes (Part 2) with the

unique outcomes that manifest as a consequence of hardware variability in memory systems.

Opportunistic Memory Systems would “nurture” individual chips by harnessing and tolerating

their natural hardware variations, so that fewer individual chips are discarded early in life, and

surviving chips can perform better and consume less power without harming their reliability and

longevity. This would help technology scaling to continue, enabling future uses for computing and

making it more sustainable. The high-level vision for Opportunistic Memory Systems is depicted
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Figure 1.7: High-level concept of Opportunistic Memory Systems proposed in this dissertation.
They exploit hardware variability and even heterogeneity to improve energy efficiency and relia-
bility while accounting for software intent and semantics.

in Fig. 1.7. The specific solutions in this dissertation aim to improve both system-level energy

efficiency and resiliency using complementary methods. Although these objectives are often con-

flicting, these projects seek to improve both simultaneously through complementary methods.

In Part 1 of this dissertation, three chapters are dedicated to novel techniques for opportunisti-

cally exploiting memory variability for lower power and higher performance.

• Chapter 2 presents a way to perform OS-level power variation-aware memory manage-

ment (ViPZonE). A modified version of the Linux kernel’s physical page allocator places

frequently-accessed application data in DRAM modules that, due to variability, consume

less power than others. Applications can then request low power at runtime using modified

Linux system calls. ViPZonE can save significant energy when running benchmarks on a

real workstation testbed; it has little impact on runtime.
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• Chapter 3 outlines a resizable cache architecture that allows for rapid and low-overhead

Dynamic Power/Capacity Scaling, known as DPCS (DPCS is analogous to processor dy-

namic voltage/frequency scaling – DVFS – but for on-chip caches.) DPCS leverages pre-

characterized fault maps of on-chip SRAM caches to save energy at runtime via a combi-

nation of supply voltage scaling and power gating of faulty cache blocks. DPCS minimally

degrades performance because it adapts dynamically as a program executes, and it has no

impact on hardware reliability. DPCS saves more overall power than several competing

approaches that achieve lower usable voltages because it has very low implementation over-

heads.

• Chapter 4 unveils X-Mem, a new extensible memory characterization tool. X-Mem su-

percedes the memory micro-benchmarking capabilities of all known prior tools. It is applied

in a series of three experimental case studies that – among other research findings relevant

to both cloud subscribers and providers – explores the efficacy of a latency variation-aware

approach that might be used to improve application performance over a population of cloud

servers. The tool can also be used by other researchers for a variety of purposes, including

the future study of memory variability and possibly even security.

In Part 2 of this dissertation, three major contributions are made that opportunistically cope

with memory errors for improved reliability at minimal cost.

• Chapter 5 studies Performability, i.e., the application-level performance impact of corrected

errors (CEs) in memory. The project is motivated by recent observations in the field: memory

errors occur quite frequently in datacenters and they degrade availability and performance

consistency. Memory errors are injected in a controlled but realistic manner on a state-of-the-

art cloud server. The application slowdown is measured and then used to derive analytical

models that can be used to reason about the severity of memory errors on cloud systems.

• Chapter 6 presents a novel class of Software-Defined Error-Correcting Codes (SDECC).

They promise to reduce the rate that systems fail from detected-but-uncorrectable errors

(DUEs) in main memory. The approach is a blend of computer architecture and coding

12



theory: it employs side information about the content of messages stored in memory to

heuristically recover from the errors. In the vast majority of cases, SDECC is able to recover

in a completely correct manner. Silent data corruption occurs in just a small fraction of the

infrequent accidental miscorrections caused by failed heuristic recovery. SDECC achieves

this without using a more powerful error-correcting code (ECC) that would add considerable

storage, energy, latency, and bandwidth overheads.

• Finally, Chapter 7 proposes ViFFTo, a holistic approach to achieving virtualization-free

fault-tolerance for embedded scratchpad memories at low-cost. It is comprised of two

complementary techniques. First, FaultLink builds embedded application software that is

custom-tailored to the variability exhibited by each individual chip on which it is deployed.

Fault maps are pre-characterized for hard defects and voltage scaling-induced failures in

on-chip memories. They are used to create binary images using a new fault-aware exten-

sion to the linker such that at run-time, the hard faults are never accessed. To deal with

memory soft faults at run-time, ViFFTo then employs Software-Defined Error-Localizing

Codes (SDELCs) that are based on novel Ultra-Lightweight Error-Localizing Codes (UL-

ELCs). UL-ELCs are conceptually between basic single-error-detecting parity and a full

single-error-correcting Hamming code. Loosely building upon the basic ideas proposed for

SDECC in Chapter 6, a novel SDELC embedded software library allows embedded systems

to recover a majority of random single-bit errors without the associated cost of a Hamming

code.

The specific projects discussed throughout this dissertation could be generalized to other sys-

tems and memory technologies. When viewed as a suite of complementary techniques, the de-

scribed research could benefit a broad domain of computing systems – from embedded edge de-

vices in the IoT to warehouse-scale computers that drive the cloud and high-performance comput-

ing – with significant energy efficiency and reliability improvements that are critically needed in

the nanoscale era.
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CHAPTER 2

ViPZonE: Saving Energy in DRAM Main Memory with Power

Variation-Aware Memory Management

Hardware variability is predicted to increase dramatically over the coming years as a consequence

of continued technology scaling. In this chapter, we apply the Underdesigned and Opportunis-

tic Computing (UnO) paradigm by exposing system-level power variability to software to improve

energy efficiency. We present ViPZonE, a memory management solution in conjunction with appli-

cation annotations that opportunistically performs memory allocations to reduce DRAM energy.

ViPZonE’s components consist of a physical address space with DIMM-aware zones, a modi-

fied page allocation routine, and a new virtual memory system call for dynamic allocations from

userspace. We implemented ViPZonE in the Linux kernel with GLIBC API support, running on a

real x86-64 testbed with significant access power variation in its DDR3 DIMMs. On our testbed,

ViPZonE can save up to 27.80% memory energy, with no more than 4.80% performance degra-

dation across a set of PARSEC benchmarks tested with respect to the baseline Linux software.

Furthermore, through a hypothetical “what-if” extension, we predict that in future non-volatile

memory systems which consume almost no idle power, ViPZonE could yield even greater benefits.

Collaborators:

• Dr. Luis A. D. Bathen, then at UC Irvine

• Prof. Nikil Dutt, UC Irvine

• Prof. Alex Nicolau, UC Irvine

• Prof. Puneet Gupta, UCLA

Source code and data are available at:
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• https://github.com/nanocad-lab?&q=vipzone

• http://nanocad.ee.ucla.edu
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2.1 Introduction

Inter-die and intra-die process variations have become significant as a result of continued tech-

nology scaling into the deep submicron region [73, 77]. The International Technology Roadmap

for Semiconductors (ITRS) predicts that over the next decade, both performance and power con-

sumption variation will increase by up to 66%, and 100%, respectively [72]. Variations can stem

from semiconductor manufacturing processes, ambient conditions, device aging, and in the case of

multi-sourced systems, vendors [5].

System design typically assumes a rigid hardware/software interface contract, hiding physi-

cal variations from higher layers of abstraction [75]. This is often accomplished through guard-

banding, a method that ensures reliable and consistent components over all operation and fab-

rication corners. However, there are many associated costs from over-design, such as chip area

and complexity, power consumption, and performance. Despite considerable hardware variability,

the rigid hardware/software contract results in software assuming strict adherence to the hardware

specifications. The overheads of guard-banding are reduced, but not eliminated, through the prac-

tice of binning, where manufacturers market parts with considerable post-manufacturing variability

as different products. For example, manufacturers have resorted to binning processors by operat-

ing frequencies to reduce the impact of inter-die variation [75]. However, even with guardbanding,

binning, and dynamic voltage and frequency scaling (DVFS), variability is inherently present in

any set of manufactured chips. Furthermore, with the emergence of multi-core technology, intra-

die variation has also become an issue. To minimize the overheads of guardbanding, recent efforts

have shown that exploiting the inherent variation in devices [100, 101] yields significant improve-

ments in overall system performance.

This has led to the notion of the Underdesigned and Opportunistic (UnO) computing paradigm

[75], depicted in Fig. 2.1. In UnO systems, design guardbands are reduced while some hardware

variations are exposed to a flexible software stack. This allows the system to tune itself to suit

the unique characteristics of its hardware that arise from process variations (part variability), aging

effects, and environmental factors such as voltage and temperature fluctuations (time variability).
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Figure 2.1: The original Underdesigned and Opportunistic (UnO) computing concept [75].

2.1.1 Related Work

There is an abundance of literature highlighting the extent of semiconductor process variability and

methods for coping with it; we cite some of the more relevant work here. Recently, there have been

several works which noted significant power variability in off-the-shelf parts. Hanson et al. [102]

found up to 10% power variation across identical Intel Pentium M processors, while Wanner et

al. [103] measured over 5x sleep power variation across various Cortex M3 processors. Hanson et

al. [102] also observed up to 2X active power variation across various DRAMs, while Gottscho et

al. [2] found up to 20% power variation in a set of 19 commodity 1 GB DDR3 DRAM modules

(DIMMs).

Most efforts dealing with variation have focused on mitigating and exploiting it in processors

[100, 101, 104, 105] or in on-chip memory [106–110]. Fewer papers have looked at variability in

off-chip, DRAM-based memory subsystems. As off-chip DRAM memory may consume as much

power as the processor in a server-class system [41], and is likely to increase for future many-core

platforms (e.g., Tilera’s TILEPro64 and Intel’s Single Chip Cloud Computer (SCC)), memory

power variations could have a significant impact on the overall system power.

Most works on main memory power management have focused on minimizing accesses to main
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memory through smart caching schemes and compiler/OS optimizations [111–115], yet none of

these methods have taken memory variability into account. Bathen et al. [116] recently proposed

the introduction of a hardware engine to virtualize on-chip and off-chip memory space to exploit

the variation in the memory subsystem. These designs require changes to existing memory hard-

ware, incurring additional design cost. As a result, designers should consider software implemen-

tations of power and variation-aware schemes whenever possible. Moreover, a variability-aware

software layer should be flexible enough to deal with the predicted increase in power variation for

current and emerging memory technologies.

2.1.2 Our Contributions

This chapter presents ViPZonE, an OS-based, pure software memory (DRAM) power variability-

aware memory management solution that was first introduced in [4]; we have extended it with a

full software implementation that is evaluated on a real hardware testbed. ViPZonE adapts to the

power variability inherent in a given set of commodity DRAM memory modules by harnessing

disjunct regions of physical address space with different power consumption. Our approach ex-

ploits variability in DDR3 memory at the DIMM modular level, but our approach could be adapted

to work at finer granularities of memory, if variability data and hardware support are available.

Our experimental results across various configurations running PARSEC [117] workloads show an

average of 27.80% memory energy savings at the cost of no more than a modest 4.80% increase in

execution time over an unmodified Linux virtual memory allocator.

The key contributions of this work are as follows:

• A detailed description and complete implementation of the ViPZonE scheme originally pro-

posed in [4], including modifications to the Linux kernel and standard C library (GLIBC).

These changes allow programmers control of power variability-aware dynamic memory al-

location.

• An analysis of DDR3 DRAM channel and rank interleaving advantages and disadvantages

using our instrumented x86-64 testbed, and the implications for variability-aware memory

systems.
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• An evaluation of power, performance, and energy of the ViPZonE implementation using a

set of PARSEC benchmarks on our testbed.

• A hypothetical evaluation of the potential benefits of ViPZonE when applied to systems with

negligible idle memory power (e.g., emerging non-volatile memory technologies).

ViPZonE is the first OS-level, pure-software, and portable solution to allow programmers to

exploit main memory power variation through memory zone partitioning.

2.1.3 Chapter Organization

This chapter is organized as follows. We start with background material discussing the DDR3

DRAM memory system architecture, memory interleaving, and the relevant basics of Linux mem-

ory management in Sec. 2.2. Next, motivating results on the actual power variation observed in

off-the-shelf DDR3 DRAM memory is presented and analyzed in Sec. 2.3. This is followed by

a detailed description of the ViPZonE software implementation in Sec. 2.4, including the target

platform and assumptions, kernel back-end, and the GLIBC front-end. In Sec. 2.5, we describe

the testbed hardware and configuration, include an analysis of the benefits and drawbacks of mem-

ory interleaving for our testbed, and compare the ViPZonE software stack with the vanilla1 code

with memory interleaving disabled. A brief “what-if” study on ViPZonE for emerging non-volatile

memories (NVMs) is covered in Sec. 2.5.4. We conclude our work and discuss opportunities for

future research in Sec. 2.6.

2.2 Background

In this section, we provide a brief background on typical memory system architecture, memory

interleaving, and vanilla Linux kernel memory management to aid readers in understanding our

contributions.
1In this work, “vanilla” refers to the baseline unmodified software implementation.
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Figure 2.2: Components in a typical DDR3 DRAM memory system.

2.2.1 Memory System Architecture

To avoid confusion, we briefly define relevant terms in the memory system. In this chapter, we use

DDR3 DRAM memory technology.

In a typical server, desktop, or notebook system, the memory controller accesses DRAM-based

main memory through one or more memory channels. Each channel may have one or more

DIMMs, which is a user-serviceable memory module. Each DIMM may have one or two ranks

which are typically on opposing sides of the module. Each rank is independently accessible by

the memory controller, and is composed of several DRAM devices, typically eight for non-ECC

modules. Inside each DRAM are multiple banks, where each bank has an independent memory
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array composed of rows and columns. A memory location is a single combination of DIMM, rank,

bank, row, and column in the main memory system, where an access is issued in parallel to all

DRAMs, in lockstep, in the selected rank. This organization is depicted in Fig. 2.2.

For example, when reading a DIMM in the DDR3 standard, a burst of data is sent over a 64-bit

wide bus for 4 cycles (with transfers occurring on both edges of the clock). During each half-cycle,

one byte is obtained from each of eight DRAMs operating in lockstep, thus composing 64 bits that

can be sent over the channel. Note that this is not “interleaving” in the sense that we use throughout

the chapter, meaning that it is not configurable or software-influenced in any way; it is hard-wired

according to the DDR3 standard.

2.2.2 Main Memory Interleaving

Since our scheme as implemented on our testbed requires channel and rank interleaving to be

disabled, we include some background material on the benefits and drawbacks of interleaving

here.

It is common practice for system designers to employ interleaved access to parallel memories

to improve memory throughput, particularly for parallel architectures, e.g. vector or SIMD ma-

chines [118]. This is done by mapping adjacent chunks (the size of which is referred to as the

stride) of addresses to different physical memory devices. Thus, when a program accesses several

memory loctions with a high degree of spatial (in the linear address space) and temporal locality,

the operations are overlapped via parallel access, yielding a speedup.

Many works have explored interleaving performance, generally in the context of vector and

array computers, but also with MIMD machines as the number of processors and memory mod-

ules scale [119, 120]. While widely used today, interleaving does not necessarily yield improved

performance. For example, the technique makes no improvement in access latency, and there is

little performance gain when peak memory bandwidth requirements or memory utilization are low

(e.g., high arithmetic intensity workloads as defined by the roofline model of computer perfor-

mance [16]).

Furthermore, interleaving may yield negligible speedup when access patterns do not exhibit
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high spatial locality (e.g., random or irregular access), and is also capable of worse performance

when several concurrent accesses have module conflicts as a result of the address stride, number

of modules, and interleaving stride [118, 121]. Researchers have come up with techniques to miti-

gate or avoid this issue, usually through introducing irregular address mappings. For example, the

Burroughs Scientific Processor used a 17-module parallel memory and argued that prime numbers

of memory modules allowed several common access patterns to perform well [122]. Other ap-

proaches suggested skewed or permutation-based interleaving layouts [123], and clever data array

organization for application-specific software routines [124].

In our testbed, interleaving prevents the exploitation of any power or performance variability

present in the memory system. When striping accesses across different devices, the system runs

all the memories at the speed of the slowest device, thus potentially sacrificing performance of

faster modules, and preventing opportunistic use of varied power consumption. Interleaving on

our testbed is also inflexible: it is statically enabled/disabled (cannot be changed during runtime),

and it could also incur power penalties from the prevention of deeper sleep modes on a per-DIMM

basis.

In this chapter, as interleaving and ViPZonE are mutually exclusive on our testbed, we provide

an evaluation of power, performance, and energy for different interleaving modes in Sec. 2.5.2. We

will discuss possible solutions to allow interleaving alongside variability-aware memory manage-

ment in Sec. 2.6.

2.2.3 Vanilla Linux Kernel Memory Management

In order to understand our ViPZonE kernel modifications, we now discuss how the vanilla Linux

kernel handles dynamic memory allocations from userspace, in a bottom-up manner. For inter-

ested readers, [125, 126] are excellent resources for understanding the Linux kernel, while [127]

provides an exceptional amount of detail on the inner workings of the Linux memory management

implementation.
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Figure 2.3: Vanilla Linux physical address space zoning for x86-64. Zone boundaries do not
necessarily fall between DIMM boundaries.

2.2.3.1 Physical Memory Zones

The physical page allocator is at the core of the Linux kernel memory management subsystem.

When presented with an allocation request for one or more pages with certain constraints, the

system tries to find the most suitable allocation in the least amount of time. The kernel may pass

through multiple stages during an allocation attempt, with greater performance penalties as it tries

harder to find suitable memory.

The page allocator relies on several important constructs, including, but not limited to: page

structures, memory zones, page freelists, and constraint bitmasks [125]. The kernel utilizes several

zones to group regions of contiguous physical memory (see Fig. 2.3), required for legacy hardware

support [125]. In direct memory access (DMA), devices talk directly with physical memory, by-

passing the CPU. However, many legacy devices can only address the lowest 16 MB2 and must be

able to receive page allocations in this region. The kernel, if configured to support DMA, needs to

reserve this space accordingly. There are also newer devices that are capable of addressing up to

4 GB of memory, and the kernel must be able to accomodate these DMA32 devices as well, albeit

with more headroom.
2In this chapter, we adhere to conventional memory notation, as opposed to networking and storage notation for

capacities. For example, we define 1 GB to be 230 bytes of memory, not 109 bytes.
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The kernel does this by representing these spaces with physically contiguous and adjacent

DMA and DMA32 memory zones, each of which tracks pages in its space independently of other

zones [125,128]. This allows for separate bookkeeping for each zone as well, such as low-memory

watermarks, buddy system page groups, performance metrics, etc. Thus, if both are supported, the

DMA zone occupies the first 16 MB of memory, while the DMA32 zone spans 16 MB to 4096

MB. This means that for 64-bit systems with less than 4 GB of memory, all of memory will be in

DMA or DMA32-capable zones.

The rest of the memory space not claimed by DMA or DMA32 is left to the “Normal” zone3.

On x86-64, this will contain all memory above DMA and DMA32. Since the kernel cannot split

allocations across multiple zones [125], each allocation must come from a single zone. Thus, each

zone maintains its own page freelists, least-recently-used lists, and other metrics for its space.

2.2.3.2 Physical Page Allocation

The kernel tries to fulfill page allocation requests in the most suitable zone first, but it can fall back

to other zones if required [125,128]. For example, a user application will typically have its memory

allocated in the normal zone. However, if memory there is low, it will try DMA32 next, and DMA

only as a last resort. The kernel can also employ other techniques if required and permitted by the

allocation constraints (if the request cannot allow I/O, filesystem use, or blocking, they may not

apply) [125, 128]. However, the reverse is not true. If a device driver needs DMA space, it must

come from the DMA zone or the allocation will fail. For this reason, the kernel does its best to

reserve these restricted spaces for these situations [125].

2.2.3.3 Handling Dynamic Virtual Memory Allocations

In Linux systems, there are two primary system calls (syscalls) used for applications’ dynamic

memory allocations. For small needs, such as growing the stack, sbrk() is used, which extends

the virtual stack space and grabs physical pages to back it as necessary [125]. sbrk() is also

used by the GLIBC implementation of malloc(), as it is quite fast and minimizes fragmentation

3The “HighMem” zone present in x86 32-bit systems is not used in the x86-64 Linux implementation.
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through the use of memory pooling [129]. For larger requests, malloc() usually resorts to the

mmap() syscall, which is better suited for bigger, longer-lived memory needs, although is slower

to allocate (mmap() also has other uses, such as shared memory, memory-mapped files, etc.). Both

syscalls merely manage the virtual memory space for a process; they do not operate on the physical

memory at all. The kernel generally only allocates physical backing pages lazily on use, rather than

at allocation time.

2.3 Motivational Results

To develop effective methods of addressing variations (especially in the software layers), it is im-

portant to understand the extent of variability in different components of computing systems and

their dependence on workload and environment. Though variability measurements through simple

silicon test structures abound (e.g., [130], [131]), variability characterization of full components

and systems have been scarce. Moreover, such measurements have been largely limited to proces-

sors (e.g., 14X variation in sleep power of embedded microprocessors [105] and 25% performance

variation in an experimental 80-core Intel processor [132]). For a large class of applications, mem-

ory power is significant (e.g., 48% of total power in [133]) which has motivated several efforts to

reduce DRAM (dynamic random access memory) power consumption (e.g., power-aware virtual

memory systems [41, 112, 134]). These designs reduced power consumption of main memory, but

they did not take into account hardware variability; instead, they assumed all DRAMs to be equally

power efficient.

In our work, an Intel Atom-based testbed was constructed, running a modified version of

Memtest86 [135] in order to control memory operations at a low level. We analyzed the write,

read, and idle power consumption of several mainstream double data rate third generation (DDR3)

dual inline memory modules (DIMMs), comprised of parts from several vendors and suppliers.
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Table 2.1: DDR3 DIMM selection used for ViPZonE motivational results

Category Quantity
Vendors 4 (V1-V4)
Suppliers 3 known (S1-S3, SU)
Capacities 1 GB (V1-V4), 2 GB (V1 only)
Models Up to 3 per vendor, 8 total (7 were 1 GB)
Total DIMMs 22 (19 were 1 GB)

2.3.1 Test Methodology

Our DIMMs were comprised of several models from four vendors (see Table 2.1), manufactured

in 2010 and 2011 (the particular process technologies are unknown). For five of the DIMMs, we

could not identify the DRAM suppliers. Most models were 1 GB4 DDR3 modules, rated for 1066

MT/s (except for the Vendor 4 models, rated for 1800 MT/s) with a specified supply voltage of

1.5 V. We also included three 2 GB specimens from Vendor 1 to see if capacity had any effect on

power consumption. The DIMMs are referred to henceforth by abbreviations such as V1S1M1 for

Vendor 1, Supplier 1, Model 1.

The test platform utilized an Intel Atom D525 CPU running at 1.80 GHz, running on a single

core. Only one DIMM was installed at a time on the motherboard, and all other hardware was

identical for all tests. No peripherals were attached to the system except for a keyboard, VGA

monitor, and a USB flash drive containing the custom test routines. An Agilent 34411A digital

multimeter sampled the voltage at 10 ksamples/s across a small 0.02 Ω resistor inserted on the

VDD line in between the DIMM and the motherboard slot, and this was used to derive the power

consumption. Ambient temperature was regulated using a thermal chamber.

Because we required fine control over all memory I/Os, we developed custom modifications

to Memtest86 v3.5b, which is typically used to diagnose memory faults [135]. The advantage of

using Memtest86 as a foundation was the lack of any other processes or virtual memory, which

granted us the flexibility to utilize memory at a low level.

We created a write function which wrote memory sequentially with a specified bit pattern, but

4To avoid confusion in terminology, we refer to the gigabyte (GB) in the binary sense, i.e., 1 GB is 230 bytes, not
109 bytes.
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Table 2.2: Testbed and measurement parameters for generating the motivating results for ViPZonE.

Parameter Value
Testbed CPU Intel Atom D525 @ 1.8 GHz
Number of CPU Cores Used 1
Cache Enabled Yes
DIMM Capacities 1 GB, (2 GB)
DIMM Operating Clock Freq. 400 MHz
Effective DDR3 Rate 800 MT/s
DIMM Supply Voltage 1.5 V
Primary Ambient Temp. 30 ◦C
Secondary Ambient Temp. -50, -30, -10, 10, 40, 50 ◦C
Primary Memory Test Software Modified Memtest86 v3.5b [135]
Custom Test Routines Seq. Write Pattern, Seq. Read, Idle
Digital Multimeter Agilent 34411A
Sampling Frequency 10 ksamples/sec
Reading Accuracy approx. 4.5 mW
Number of Samples Per Test 200000

never read it back. Similarly, a read function was created which only read memory sequentially

without writing back. Each word location in memory could be initialized with an arbitrary pattern

before the executing the read test. The bit fade test – which was originally designed to detect

bit errors over a period of DRAM inactivity – was modified to serve as an idle power test, with

minimal memory usage.5 For all tests, the cache was enabled to allow for maximum memory

bus utilization. With the cache disabled, we observed dramatically lower data throughput and

were unable to distinguish power differences between operations. As our intent was primarily to

measure power variability between different modules, we used sequential access patterns to avoid

the effects of caches and row buffers.

Each test was sampled over a 20 second interval, during which several sequential passes over

the entire memory were made. This allowed us to obtain the average power for each test over

several iterations. Each reading had an estimated accuracy of 0.06 mV [136], which corresponds

to approximately 4.5 mW assuming a constant supply voltage and resistor value. Table 2.2 sum-

marizes the important test environment parameters. For further details on the testing methodology,

refer to [3].
5Although there are different “idle” DRAM states, they are not directly controllable through software; we did not

distinguish between them.
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Figure 2.4: Measured data and operation dependence of DIMM power.

2.3.2 Test Results

2.3.2.1 Data Dependence of Power Consumption

Since DRAM power consumption is dependent on the type of operation as well as the data being

read or written [137], we conducted experiments to find any such dependencies. Note that the

background, pre-charge, and access power consumed in a DRAM should have no dependence on

the data [138]. Note that this test is similar to one performed on SRAMs in [139].

Seven tests were performed on four DIMMs, each from a different vendor, at 30◦C to explore

the basic data I/O combinations. The mean power for each test was calculated from the results of

the four DIMMs. Fig. 2.4 depicts the results for each test with respect to the idle case (“Write 0

over 0” refers to continually writing only 0s to all of memory, whereas “Write 1 over 0” indicates

that a memory full of 0s was overwritten sequentially by all 1s, and so on). Note that for the idle

case, there was negligible data dependence, so we initialized memory to contain approximately

equal amounts of 0s and 1s.

Interestingly, the power consumed in the operations was consistently ordered as seen in Fig. 2.4,

with significant differences as a function of the data being read or written. There was also a large

gap in power consumption between the reading and writing for all data inputs.

We presume that the difference between the write 0 over 0 case and the read 0 test is purely

due to the DRAM I/O and peripheral circuitry, as the data in the cell array is identical. This would
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also apply to the write 1 over 1 case and its corresponding read 1 case. In both the read 1 and write

1 over 1 cases, more power was consumed compared to the corresponding read 0 and write 0 over

0 cases. These deltas may be due to the restoration of cell values. Because a sense operation is

destructive of cell data due to charge sharing [137], cells that originally contain 1s must be restored

using additional supply current. In contrast, cells containing 0s need only be discharged.

Note that the write 0 over 1 test consumed less power than the write 0 over 0 test, whereas the

write 1 over 0 case consumed more than the write 1 over 1 case. The write 1 over 0 case likely

consumes the most power because the bit lines and cells must be fully charged from 0 to 1. In

the write 0 over 1 case, it probably uses the least power because the bit lines and cells need only

be discharged to 0. Further research and finer-grained measurement capabilities are required to

fully explain these systematic dependencies. Nevertheless, these results indicate strong data and

operation dependence in DRAM power consumption.

Because of the data dependencies in write and read operations, we decided to use memory

addresses as the data for write and read in all subsequent tests, because over the entire address

space, there are approximately equal quantities of 1s and 0s. Furthermore, memory addresses

are common data in real applications. We verified that the average write and read power using

addresses for data is approximately the same as the mean of the values for 1s and 0s as data.

2.3.2.2 Temperature Effects

To determine if temperature has any effect on memory power consumption, we tested four 1 GB

modules, one from each vendor. Each DIMM was tested at ambient temperatures from -50 ◦C to

50 ◦C.6 It is clear from Fig. 2.5 that temperature had a negligible effect on power consumption

even across a large range. We speculate that this is partially due to the area and leakage-optimized

DRAM architecture [21], but more substantially affected by modern refresh mechanisms. The

use of rolling refreshes or conservative timings may consume significant dynamic power, over-

shadowing the temperature dependent components in the background power consumption. Since

no DIMM exhibited more than 3.61% variation across a 100 ◦C range, all further tests were per-

6Testing above an ambient temperature of 50 ◦C was not practical as it caused testbed hardware failure.
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Figure 2.5: Relative temperature effects on write, read, and idle DIMM power, in a -50 ◦C to 50
◦C range.

formed at an ambient temperature of 30 ◦C.

2.3.2.3 DIMM Power Variations

A plot of write, read, and idle power consumption for all 22 DIMMs at 30 ◦C is depicted in Fig. 2.6.

The variability results are summarized in Fig. 2.7.

Variability within DIMMs of the same model (1 GB). Consider a particular model – V1S1M1

in Fig. 2.6 – of which we had the largest number (five) of specimens. While there was a maximum

of 12.29% difference between the five DIMMs, there is a visible gap between the first group of

three DIMMs and the second group of two (fourth and fifth in Fig. 2.6). This may be because

the DIMMs come from two different production batches, resulting in lot-to-lot variability. The

maximum deviations within the first group was only 1.34% for idle, and 1.47% within the second

group. This suggests that the majority of the variation in V1S1M1 was between the two batches.

Variability between models of the same vendor/supplier (1 GB). Now consider all DIMMs from

Vendor 1. We would expect that there would be more variation in Vendor 1 overall than in V1S1M1

only, and this was confirmed in the data. The maximum variation observed in Vendor 1 (1 GB) was

16.40% for the idle case. This variability may be composed of batch variability or performance

differences between models.

Variability across vendors (1 GB). In order to isolate variability as a function of vendors and to
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Figure 2.6: Write, read, and idle power for each tested DIMM at 30 ◦C.
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Figure 2.7: Max. variations in write, read, and idle power by DIMM Category at 30 ◦C.

mitigate any effects of different sample sizes, we computed the mean powers for each vendor (1

GB). Vendor 3 consumed the most write power at 1.157 W. The variations for write, read, and idle

power were 17.73%, 6.04%, and 14.65% respectively.

Overall variability amongst 1 GB DIMMs. As one may have expected, the variations across all

DIMMs were significantly higher than within a model and among vendors, with the maximum

variation occurring for write power at approximately 21.84%.

Effects of capacity on power consumption. It is clear from Fig. 2.6 that the three 2 GB DIMMs

of V1S1M1 consumed significantly more power than their 1 GB counterparts. This was expected,

as there was bound to be higher idle power with twice as many DRAMs (in two ranks instead of

one). Indeed, the maximum variation between the 2 GB and 1 GB versions was 37.91%, which

occurred for idle power, whereas write power only differed by half as much. This is because

background power is a smaller proportion of overall power when the DIMM is active.

2.3.3 Summary of Motivating Results

We analyzed the power consumption of several mainstream DDR3 DIMMs from different vendors,

suppliers, and models, and found several important trends. Firstly, we did not find any significant

temperature dependence of power consumption. Manufacturing process induced variation (i.e.,
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variation for the same model) was up to 12.29%. Among models from the same vendor, idle power

generally varied the most (up to 16.40% among Vendor 1), followed by read and write power.

However, a different trend was evident across vendors, with write power varying the most (up to

17.73%), followed by idle and read power. This pattern was dominant overall amongst all tested

1 GB DIMMs, where we observed up to 21.84% variations in write power. Lastly, we found

that a 2 GB model consumed significantly more power than its matching 1 GB version, primar-

ily due to its increased idle power (up to 37.91%). Data-dependence of power consumption was

also very pronounced, with about 30% spread within read and 25% spread within write opera-

tions. These findings serve as a motivation for variability-aware software optimizations to reduce

memory power consumption. In an arbitrary set of DIMMs, there can be considerable variation in

power use, and an adaptable system can use this to its advantage. Because we observed negligible

temperature dependence, we will not include it in our future models of DIMM power.

2.3.4 Exploiting DRAM Power Variation

We now present the power variation measured among the eight DIMMs that were specifically used

for the ViPZonE evaluation discussed later in the chapter. Fig. 2.8 depicts the results. These

power deviations arise purely from vendor implementations and manufacturing process variation.

Note that using DIMMs from different manufacturers in the same system may be common in a

situation where there are many memories, and/or when DIMMs need to be replaced over time due

to permanent faults (e.g., in datacenters). Moreover, the variability among DRAMs is expected to

increase in the future [72], especially if variation-aware voltage scaling techniques are used, such

as those proposed by [140].

In a variability-aware memory management scheme, the upper-bound on power savings is de-

termined by the extent of power variation across the memories in the system. For example, if

we assume interleaving to be disabled, the worst case for power consumption would be when the

DIMM with the highest power contains all the data that is accessed, while the rest are idle. The

best case would be where all of this data is on the lowest-power DIMM. In a case where data is

spread evenly across all DIMMs, no power variation can be exploited and the result is similar to
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Figure 2.8: Measured power variations in eight identically specified off-the-shelf DDR3 DIMMs,
using methods described earlier in Sec. 2.3.1. Letters denote different DIMM models, and numbers
indicate instances of a model.

that if interleaving were used.

In a multi-programmed system where only a portion of the physical memory is occupied, then

we can intelligently save energy. If most of the memory is occupied and accessed frequently, it

is harder to exploit the power variations, but as long as there is some non-uniformity in the way

different pages are accessed, it remains possible. We believe that the former scenario is a good

case for our study, as any system where the physical memory is fully occupied will suffer from

large performance bottlenecks due to disk swapping. When this happens, memory power and

performance are no longer a first-order concern. Thus, we believe the latter scenario to be less

interesting from the perspective of a system designer when considering power variability-aware

memory management.

2.4 Implementation

ViPZonE is composed of several different components in the software stack, depicted in Fig. 2.9,

which work together to achieve power savings in the presence of DIMM variability. We refer to the

lower OS layer as the “back-end” and the application layer along with the upper OS layer as the

“front-end”. These are described in Sec. 2.4.2 and Sec. 2.4.3, respectively. ViPZonE uses source
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Figure 2.9: ViPZonE concept with a layered architecture.

code annotations at the application level, which work together with a modified GLIBC library to

generate special memory allocation requests which indicate the expected use patterns (write/read

dominance, and high/low utilization) to the OS7. Inside the back-end Linux memory management

system, ViPZonE can make intelligent physical allocation decisions with this information to reduce

DRAM power consumption. By choosing this approach, we are able to keep overheads in the OS

to a minimum, as we place most of the burden of power-aware memory requests to the application

programmer. With our approach, no special hardware support is required beyond software-visible

power sensors or pre-determined power data that is accessible to the kernel.

7Our scheme does not currently support kernel memory allocations (e.g., kmalloc()). As the kernel space is
generally a small proportion of overall system memory footprint, and invoked by all applications, we statically place
the image and all dynamic kernel allocations in the low power zone.
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There are alternative approaches to implementing power variation-aware memory management.

One method could avoid requiring a modified GLIBC library and application-level source anno-

tations by having the kernel manage all power variation-aware decisions. However, such an ap-

proach would place the burden of smarter physical page allocations on the OS, likely resulting

in a significant performance and memory overhead. Furthermore, the kernel would be required

to continuously monitor applications’ memory accesses with hardware support from the memory

controller. Nevertheless, ViPZonE’s layered architecture means that implementing alternate mem-

ory management strategies could be done without significant changes to the existing framework.

We leave the study of these alternative methods to future work.

2.4.1 Target Platform and Assumptions

We target generic x86-64 PC and server platforms that run Linux and have access to two or more

DIMMs exhibiting some amount of power variability (ViPZonE cannot have a benefit with uniform

memory power consumption). If device-level power variation is available, then this approach could

be adapted to finer granularities, depending on the memory architecture. We make the following

assumptions:

• ViPZonE’s page allocator has prior knowledge of the approximate write and read power of

each DIMM (for an identical workload). We could detect off-chip memory power varia-

tion, obtained by one of the following methods: (1) embedded power data in each DIMM,

measured and set at fabrication time, or (2) through embedded or auxiliary power sensors

sampled during the startup procedure.

• As DIMM-to-DIMM power variability is mostly dependent on process variations, and weakly

dependent on temperature [2], there is little need for real-time monitoring of memory power

use for each module. However, if power variation changes slowly over time (e.g., due to ag-

ing and wear-out occuring over time much greater than the uptime of the system after a single

boot), we assume these changes can be detected through power sensors in each module.

• We can perform direct mapping of the address space8 (e.g., select a single DIMM for each
8Note that address space layout randomization (ASLR) is not an issue, as ViPZonE deals with physical page
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read/write request). This is achieved by disabling rank and channel interleaving on our

testbed. We verified the direct mapping of addresses to specific DIMMs. Note that the

particular division of DIMMs into ranks and channels is not a primary concern to ViPZonE;

the only requirement is that only one DIMM is accessed per address.

• Programmers have a good understanding of the memory access patterns of their applica-

tions, obtained by some means, e.g., trace-driven simulations, allowing them to decide what

dynamic memory allocations are “high utilization”, or write-dominated, etc. Of course, in

other scenarios, we do allow for annotation-independent policies.

2.4.2 Back-End: ViPZonE Implementation in the Linux Kernel

We discuss the implementation of ViPZonE in a bottom-up manner, in a similar fashion to the

background material presented earlier. Our implementation is based on the Linux 3.2 [128] and

GLIBC 2.15 [129] source for x86-64.

2.4.2.1 Enhancing Physical Memory Zoning to Exploit Power Variability

In order to support memory variability-awareness, the ViPZonE kernel must be able to distinguish

between physical regions of different power consumption. With knowledge of these power pro-

files, it constructs separate physical address zones corresponding to each region of different power

characteristics. The kernel can then serve allocation requests using the suggestions defined by the

front-end of ViPZonE (see Sec. 2.4.3).

In the ViPZonE kernel for x86-64, we have explicitly removed the Normal and DMA32 zones,

while still allowing for DMA32 allocation support. Regular “DMA-able” space is retained. Zones

are added for each physical DIMM in the system (Zone 1, Zone 2, etc.), with page ranges cor-

responding to the actual physical space on each DIMM. Allocations requesting DMA32-capable

memory are translated to using certain DIMMs that use the equivalent memory space (i.e., ad-

dresses under 4 GB). Fig. 2.10 depicts our modified memory zoning scheme for the back-end.

For example, in a system supporting DMA and DMA32, with 8 GB of memory located on four

placement only, while ASLR modifies the location of virtual pages.
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DIMMs (4x2 GB), the ViPZonE back-end would divide the memory space into zones as follows

(we assume that each DIMM can have different power consumption):

• Zone DMA: 0-16 MB, mapped to DIMM 1.

• Zone 1: 16-2048 MB, mapped to DIMM 1.

• Zone 2: 2048-4096 MB, mapped to DIMM 2.

• Zone 3: 4096-6144 MB, mapped to DIMM 3.

• Zone 4: 6144-8192 MB, mapped to DIMM 4.

2.4.2.2 Modifying the Physical Page Allocator in ViPZonE Linux x86-64

With zones set up for each DIMM, and knowledge of the relative power consumption of each

DIMM, the kernel has the essential tools it needs to make power variability-aware page allocations,

whereas the vanilla kernel makes no distinction between modular boundaries. There are many

possible physical page allocation policies that could be used in the ViPZonE framework.

The ViPZonE kernel makes a distinction between relative write and read power for each DIMM
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zone. This is done for the hypothetical case where a module that has the lowest write power may

not have the lowest read power, etc. Furthermore, it allows for future applicability to non-volatile

memories, such as the MTJ-based family (MRAM, STT-RAM, MeRAM) with large differences in

read and write power and energy [65].

The default policy that we implemented is Low-Power-First. The policy is currently config-

urable at kernel compile-time, but could be changed to work on-the-fly if policies need to be

changed at runtime. In this policy, for high-utilization allocations, the kernel tries to get the lowest

read or write power zone available. For low-utilization requests, the kernel still tries to fulfill it in a

low read or write power zone, as long as some free space is reserved for high-utilization requests.

Allocations requiring DMA32-compatible space are restricted to zones less than 4 GB, but other-

wise follow the same utilization-priority rules. Finally, legacy DMA requests (less than 16 MB)

always are granted in Zone DMA. The Low-Power-First policy is depicted in Fig. 2.11.

For example, in a system with four DIMMs, each with 2 GB of space, the ViPZonE kernel

would make allocation decisions as follows:

• Request for DMA-capable space: Grant in Zone DMA.

• Request for DMA32-capable space (superset of DMA): Restrict possibilities to Zone 1 or

Zone 2. If indicated utilization is low, choose the lower write (if indicated) or read (if

indicated, or default) power zone, as long as at least THRESHOLD free space is available

(generally, we choose THRESHOLD to be approximately 20% of DIMM capacity). If indicated

utilization is high, always choose the lower power (write/read) zone if possible. If neither

zone has enough free space, the kernel uses the vanilla page reclamation mechanisms or can

default to Zone DMA as a last resort.

• Request for Normal space: Grant in any zone, with the order determined in the same fashion

as the above case for DMA32, without the 4 GB address restriction. Zone DMA is only used

as a last resort.

Alternatively, more sophisticated policies could use a variety of tricks. For example, a kernel

which tracks page accesses might employ page migration to promote highly utilized pages to low-
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power space while demoting infrequently used pages to high power space. However, this would

need to be carefully considered, as the performance and power costs of tracking and migrating

pages might outweigh the benefits from exploiting power variation. We leave the study of these

policies to future work.

2.4.3 Front-End: User API and System Call

The other major component of our ViPZonE implementation is the front-end, in the form of upper

layer OS functionality in conjunction with annotations to application code. The front-end allows

the programmer to provide hints regarding intended use for memory allocations, so that the kernel

can prioritize low power zones for frequently written or read pages. The GNU standard C library

(GLIBC) was used to implement our power variation enhanced allocation functions as part of the

standard library (source code available at [141]). We briefly describe the methods and their use.

We added two new features to the applications’ API, described in Table 2.3, allowing the pro-

grammer to indicate to the virtual memory manager the intended usage. We implemented a new

GLIBC function, vip malloc(), as a new call to enable backwards compatibility with all non-

ViPZonE applications requiring the use of vanilla malloc(). vip malloc() is essentially a wrap-

per for a new syscall, vip mmap(), that serves as the hook into the ViPZonE kernel. While a

pure wrapper for a syscall is not ideal due to performance and fragmentation reasons, we found it

sufficient to evaluate our scheme. vip malloc() can be improved further to implement advanced

allocation algorithms, such as those in various C libraries’ malloc() routines.

Because low power memory space is likely to be precious, memory should be released to the

OS as soon as possible when an application no longer needs it. As a result, we preferred the use

of the mmap() syscall over sbrk(), which has the heap grow contiguously. With sbrk(), it is

often the case that memory is not really freed (i.e., usable by the OS). For this reason, a ViPZonE

version of the sbrk() syscall was not implemented. This also keeps the vip malloc() code as

simple as possible for evaluation. We do not expect that it would have a major effect on power or

performance.

vip malloc() can be used as a drop-in replacement for malloc() in application code, given
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Table 2.3: ViPZonE application programming interface (API)

Function Parameter Type Description
void* vip malloc() bytes size t Request size

vip flags size t Bitmap flag used by ViPZonE
back-end page allocator

void* vip mmap() addr void * Address to be mapped,
(syscall) typically NULL (best effort)

len size t Size to be allocated, in bytes
prot int Std. mmap() protection flags

bitwise ORed with vip flags

flags int Std. mmap() flags
fd int Std. mmap() file descriptor
pgoff off t Std. mmap() page offset

the ViPZonE GLIBC is available. If the target system is not running a ViPZonE-capable kernel,

vip malloc() defaults to calling the vanilla malloc(). Custom versions of free() and the

munmap() syscall are not necessary to work with the variability-aware memory manager.

The Linux 3.2 mmap() code was used as a template for the development of vip mmap(). Fur-

thermore, the kernel includes ViPZonE helper functions that allow it to pass down the flags from the

upper layers in the software stack down to the lower levels, from custom do vip mmap pgoff(),

vip mmap region() to the modified physical page allocator ( alloc pages nodemask()). For

this purpose, we reserved two unused bits in vip mmap()’s prot field to contain the vip flags

passed down from the user.

Table 2.4 shows the sample set of flags supported by vip malloc(), passed down to the ViP-

ZonE back-end kernel to allocate pages from the preferred zone according to the mechanism de-

scribed earlier in Sec. 2.4.2. The flags ( VIP TYP READ, VIP TYP WRITE) tell the allocator that

the expected workload is heavily read or write intensive, respectively9. If no flags are specified,

the defaults of VIP TYP READ and VIP UTIL LOW are used. We decided to support these flags

(only two bits) rather than using a different metric (e.g., measured utilization), since keeping track

of page utilization would require higher storage and logic overheads.

An application could use the ViPZonE API to reduce memory power consumption by intel-

9It is left to the developer to determine what constitutes read or write dominance depending on the semantics of
the code. In our implementation, this did not matter, as DIMMs with high write power also had high read power, etc.
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Table 2.4: Supported flags that may be provided by the application programmer to the ViPZonE
API

Parameter Flag Meaning
Dominant Access Type VIP TYP WRITE The memory space will have

more writes than reads
VIP TYP READ The memory space will have

more reads than writes
Relative Utilization VIP LOW UTIL Low utilization

(low power space when plentiful)
VIP HI UTIL High utilization

(low power space)

ligently using the flags. For example, if a piece of code will use a dynamically-allocated array

for heavy read utilization (e.g., an input for matrix multiplication), then it can request memory as

follows:

retval = vip_malloc(arraySize*elementSize,

_VIP_TYP_READ | _VIP_HI_UTIL);

Alternatively, the application could use the syscall directly:

retval = vip_mmap(NULL, arraySize*elementSize,

PROT_READ | PROT_WRITE | _VIP_TYP_READ | _VIP_HI_UTIL,

MAP_PRIVATE | MAP_ANONYMOUS, -1, 0);

For each vip mmap call, the kernel tries to either expand an existing VM area that will suit the

set of flags, or create a new area. When the kernel handles a request for physical pages, it checks

the associated VM area, if applicable, and can use the ViPZonE flags passed from user-space to

make an informed allocation.

As shown by this example, the necessary programming changes to exploit our variability-aware

memory allocation scheme are minimal, provided the application developer has some knowledge

about the application’s memory access behavior.
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Table 2.5: Common parameters among ViPZonE testbed configurations

Parameter Value
CPU Intel Core i7-3820 (Sandy Bridge-E)
CPU supporting features All enabled (default)
Motherboard Gigabyte X79-UD5 (socket LGA2011)
Linux kernel version 3.2.1
BIOS version F8
GLIBC version (baseline) 2.15
Storage SanDisk SDSSDX120GG2 120 GB SSD (SATA 6 Gbps)
DAQ NI USB-6215
No. DIMMs 2
DIMM power sample rate 1 kHz per DIMM
No. memory channels 2
Data logging Second machine
DIMM capacity 2 GB each
Base core voltage 1.265 V
DDR3 data rate 1333 MT/s
DRAM voltage 1.5 V

2.5 Evaluation

In this section, we demonstrate that ViPZonE is capable of reducing total memory power consump-

tion with negligible performance overheads, thus yielding energy savings for a given benchmark

compared to vanilla Linux running on the same hardware. We start with an overview of our testbed

and measurement hardware and configurations in Sec. 2.5.1. A comparison of the four combina-

tions of memory interleaving modes is in Sec. 2.5.2 to quantify the advantages and disadvantages

of disabling interleaving to allow variability-aware memory management. In Sec. 2.5.3 we com-

pare the power, performance, and energy of ViPZonE software with respect to vanilla Linux as a

baseline, using three alternate testbed configurations.

2.5.1 Testbed Setup

We constructed an x86-64 platform that would allow us fine control over hardware configuration

for our purposes. Table 2.5 lists the important hardware components and configuration parame-

ters used in all subsequent evaluations. The motherboard BIOS allowed us to enable and disable
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Figure 2.12: Testbed photo showing our DAQ mounted on the reverse of the chassis for DIMM
power measurement.

Table 2.6: Two ViPZonE testbed configurations with different CPU performance

Parameter Value Parameter Value
Fast2 Config

No. enabled cores 4 TurboBoost Enabled
Nominal core clock 3.6 GHz HyperThreading Enabled

No. of PARSEC threads 8
Slow2 Config

No. enabled cores 2 TurboBoost Disabled
Base core clock 1.8 GHz HyperThreading Disabled

No. of PARSEC threads 1

channel and rank interleaving independently, as well as adjust all voltages, clock speeds, memory

latencies, etc. if necessary. Memory power was measured on a per-DIMM basis using an external

data acquisition (DAQ) unit, as shown by the testbed photo in Fig. 2.12. Data was streamed to a

laptop for post-processing.

Table 2.6 lists two different CPU and memory configurations that share the same parameters
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from Table 2.5. Unless otherwise specified in the tables, all minor BIOS parameters were left at

default values. In the Fast2 configuration, two DIMMs populated the motherboard with up to

50% active total power variation (DIMMs b1 and c1 as depicted in Fig. 2.8 and measured in the

same way as described earlier in our motivating results from Sec. 2.3. In the Slow2 configuration,

the memory was set identically but the CPU was underclocked to 1.8 GHz, with only two cores

enabled, while Intel TurboBoost and HyperThreading were disabled. None of these configurations

specify anything about the channel and rank interleaving modes, which is evaluated in Sec. 2.5.2.

Our testbed configurations were chosen to represent two flavors of systems, those which may be

CPU-bound and those which may be memory-bound in performance.

We used eight benchmarks from the PARSEC suite [117] that are representative of modern

parallel computing: blackscholes, bodytrack, canneal, facesim, fluidanimate, freqmine,

raytrace, and swaptions.

2.5.2 Interleaving Analysis

Since disabling interleaving is required for ViPZonE functionality and exploitation of memory

variability in our testbed environment, we measured the average memory power, execution time,

and total memory energy for different PARSEC benchmarks under both testbed configurations.

The available combinations of interleaving were:

• Cint On, Rint On. Channel interleaving and rank interleaving are enabled.

• Cint On, Rint Off. Channel interleaving is enabled, while rank interleaving is disabled.

• Cint Off, Rint On. Channel interleaving is disabled, while rank interleaving is enabled.

• Cint Off, Rint Off. Channel interleaving and rank interleaving are disabled.

47



48

0	
  
1	
  
2	
  
3	
  
4	
  

bla
ck
sch
ole
s	
  

bo
dy
tra
ck
	
  

can
ne
al	
  

fac
esi
m	
  

8lu
ida
nim
ate
	
  

fre
qm
ine
	
  

ray
tra
ce	
  

sw
ap
tio
ns
	
  

Av
g	
  
M
em

	
  P
ow

er
	
  (W

)	
  

CInt	
  On,	
  RInt	
  On	
   CInt	
  On,	
  RInt	
  Off	
   CInt	
  Off,	
  RInt	
  On	
   CInt	
  Off,	
  RInt	
  Off	
  

(a) Fast2 Memory Power

0	
  
0.5	
  
1	
  

1.5	
  
2	
  

bla
ck
sch
ole
s	
  

bo
dy
tra
ck
	
  

can
ne
al	
  

fac
esi
m	
  

8lu
ida
nim
ate
	
  

fre
qm
ine
	
  

ray
tra
ce	
  

sw
ap
tio
ns
	
  

Av
g	
  
M
em

	
  P
ow

er
	
  (W

)	
  

CInt	
  On,	
  RInt	
  On	
   CInt	
  On,	
  RInt	
  Off	
   CInt	
  Off,	
  RInt	
  On	
   CInt	
  Off,	
  RInt	
  Off	
  

(b) Slow2 Memory Power

0	
  
100	
  
200	
  
300	
  
400	
  

bla
ck
sch
ole
s	
  

bo
dy
tra
ck
	
  

can
ne
al	
  

fac
esi
m	
  

8lu
ida
nim
ate
	
  

fre
qm
ine
	
  

ray
tra
ce	
  

sw
ap
tio
ns
	
  

Ex
ec
ut
io
n	
  
Ti
m
e	
  
(s
)	
  

CInt	
  On,	
  RInt	
  On	
   CInt	
  On,	
  RInt	
  Off	
   CInt	
  Off,	
  RInt	
  On	
   CInt	
  Off,	
  RInt	
  Off	
  

(c) Fast2 Runtime

0	
  
500	
  
1000	
  
1500	
  

bla
ck
sch
ole
s	
  

bo
dy
tra
ck
	
  

can
ne
al	
  

fac
esi
m	
  

6lu
ida
nim
ate
	
  

fre
qm
ine
	
  

ray
tra
ce	
  

sw
ap
tio
ns
	
  

Ex
ec
ut
io
n	
  
Ti
m
e	
  
(s
)	
  

CInt	
  On,	
  RInt	
  On	
   CInt	
  On,	
  RInt	
  Off	
   CInt	
  Off,	
  RInt	
  On	
   CInt	
  Off,	
  RInt	
  Off	
  

(d) Slow2 Runtime

0	
  
200	
  
400	
  
600	
  

bla
ck
sch
ole
s	
  

bo
dy
tra
ck
	
  

can
ne
al	
  

fac
esi
m	
  

7lu
ida
nim
ate
	
  

fre
qm
ine
	
  

ray
tra
ce	
  

sw
ap
tio
ns
	
  

To
t	
  M

em
	
  E
ne
rg
y	
  
(J
)	
  

CInt	
  On,	
  RInt	
  On	
   CInt	
  On,	
  RInt	
  Off	
   CInt	
  Off,	
  RInt	
  On	
   CInt	
  Off,	
  RInt	
  Off	
  

(e) Fast2 Memory Energy

0	
  
500	
  
1000	
  
1500	
  
2000	
  

bla
ck
sch
ole
s	
  

bo
dy
tra
ck
	
  

can
ne
al	
  

fac
esi
m	
  

7lu
ida
nim
ate
	
  

fre
qm
ine
	
  

ray
tra
ce	
  

sw
ap
tio
ns
	
  

To
t	
  M

em
	
  E
ne
rg
y	
  
(J
)	
  

CInt	
  On,	
  RInt	
  On	
   CInt	
  On,	
  RInt	
  Off	
   CInt	
  Off,	
  RInt	
  On	
   CInt	
  Off,	
  RInt	
  Off	
  

(f) Slow2 Memory Energy

Figure 2.13: Evaluation of channel and rank interleaving for both testbed configurations on vanilla Linux.



In the high-end CPU configuration, Fast2 (results in Figs. 2.13a, 2.13c, 2.13e), the CPU

was set for maximum performance, with PARSEC running with eight threads to stress the mem-

ory system. For benchmarks with high memory utilization, such as canneal, facesim, and

fluidanimate, we found that turning off channel interleaving generally reduced power consump-

tion (Fig. 2.13a), while total memory energy increased or decreased depending on the application

(Fig. 2.13e) due to degradation in performance from lower main memory throughput (Fig. 2.13c).

Rank interleaving had less impact on power or performance, which suggests that the main through-

put bottleneck is the effective bus width rather than the devices. Conversely, for workloads with

lower main memory utilization, there was negligible difference in power, performance, and energy.

This confirms our intuition that the benefits of interleaving are in the improvement of peak mem-

ory throughput, which is only a bottleneck for certain workloads where the CPU is sufficiently fast

and/or application memory utilization is high.

In the slower CPU setup, Slow2 (results in Figs. 2.13b, 2.13d, 2.13f), running only a single

workload thread, interleaving generally had little effect on memory power, runtime, and memory

energy, because the processor/application were unable to stress the memory system. In these cases,

interleaving could be disabled with no detrimental effect to performance. Note that power savings

of disabling interleaving could be higher if the memory controller used effective power manage-

ment on individual idle DIMMs, as opposed to global DIMM power management. A related work

on power aware page allocation [111] also required interleaving to be disabled in order to employ

effective DIMM power management. As interleaving remains an issue for general DIMM-level

power management schemes, further investigation into the inherent tradeoffs and potential solu-

tions is an open research direction.
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(c) Fast2 Runtime
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(d) Slow2 Runtime
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(e) Fast2 Memory Energy
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Figure 2.14: ViPZonE vs. vanilla and interleaved (Cint On, Rint On) vanilla Linux.



2.5.3 ViPZonE Analysis

In the evaluation of ViPZonE software, channel and rank interleaving were always disabled, as

it was a prerequisite for functionality. The PARSEC benchmarks were not explicitly annotated

(modified) for use with the ViPZonE front-end, although we have tested the full software stack for

correct functionality. Instead, we emulated the effects of using all low-power allocation requests by

using the default Low Power First physical page allocation policy described in Sec. 2.4.2.2. ViP-

ZonE was benchmarked with two system configurations, namely Fast2 (Fig. 2.14a, 2.14c, 2.14e)

and Slow2 (Fig. 2.14b, 2.14d, 2.14f). By using the two-DIMM configurations, we could better

exploit memory power variability by including only the highest and lowest power two DIMMs

from Fig. 2.8. Because we cannot harness idle power variability in our scheme, additional inactive

DIMMs merely act as a “parasitic” effect on total memory power savings; with more DIMMs in

the system, a greater proportion of total memory power/energy is consumed by idle DIMMs.

While ViPZonE does not explicitly deal with idle power management like other related works,

it could be supplemented with orthogonal access coalescing methods which exploit deep low-

power DRAM states. From the address mapping perspective, the nature of ViPZonE’s zone pref-

erences already implicitly allow more DIMMs to enter low-power (or, potentially off) modes by

grouping allocations to a subset of the memory.

The results from the Fast2 configuration indicate that ViPZonE can save up to 27.80% to-

tal memory energy for the facesim benchmark with respect to the vanilla software, also with

interleaving disabled. Intuitively, our results make sense: benchmarks with higher memory utiliza-

tion can better exploit active power variability between DIMMs. For this reason, lower-utilization

benchmarks such as blackscholes gain no benefit from ViPZonE, just as they see no benefit from

interleaving (refer to Sec. 2.5.2). With the slower CPU configuration, Figs. 2.14b, 2.14f indicate

that there is a reduced benefit in power and energy from ViPZonE, for the same reasons. The

reduced CPU speed, results in less stress being placed on the memory system, resulting in lower

average utilization and a higher proportion of total memory power being from idleness.

It may initially surprise the reader to note that in some cases, vanilla interleaved roughly

matches ViPZonE on the energy metric. This is due to the performance advantage of interleaving.
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Because we currently have no way to combine ViPZonE with interleaving (although we propose

possible solutions in Sec. 2.6), we use vanilla without interleaving as the primary baseline for

comparison with ViPZonE. In other words, our primary baseline is on equal hardware terms with

ViPZonE. The direct comparison with vanilla interleaved was included for fairness, as it merits

discussion on whether a variation-aware scheme should be used over a conventional interleaved

memory given the current state of DRAM memory organization. Nevertheless, we believe there is

significant potential for further work on power variation-aware memory management, especially if

there is a solution to allow interleaving simultaneously.

In all cases, ViPZonE running with channel and rank interleaving disabled achieved lower

memory energy than the baseline vanilla software, with or without channel and rank interleaving.

2.5.4 What-If: Expected Benefits With Non-Volatile Memories Exhibiting Ultra-Low Idle

Power

From the results of the ViPZonE comparison on our testbed, we speculate that the benefits of our

scheme could be significantly greater with emerging non-volatile memory (NVM) technologies,

such as STT-RAM, PCM, etc. We expect that there are two primary characteristics of NVMs that

would make ViPZonE more beneficial: (1) extremely low idle power, thus eliminating its afore-

mentioned parasitic effect on access power variability-aware solutions, and (2) potentially higher

process variability with novel devices, leading to higher power variability that can be opportunis-

tically exploited.

Thus, we present the results with the idle power component removed10. While this by no means

an accurate representation of the realities of non-volatile memories, such as asymmetric write

and read power/performance and potential architectural optimizations, this is meant to illustrate

how active power variability can be better exploited without the parasitic idle power. The idle

power was approximately 1.41 W for the two DIMMs used in the Fast2 and Slow2 configurations,

specifically DIMMs b1 and c1 from Fig. 2.8. As can been seen in Fig. 2.15a and Fig. 2.15b,

the overall memory energy benefits could increase dramatically, up to 50.69% for the canneal

10No performance figures are presented, as we did not actually run the system with real non-volatile memories.
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(a) Fast2 Memory Energy, idle energy removed
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(b) Slow2 Memory Energy, idle energy removed

Figure 2.15: ViPZonE vs. Vanilla Linux, “what-if” evaluation for potential benefits with NVMs
(CInt Off, Rint Off).

benchmark. Although these numbers do not realistically represent the results with actual NVMs,

as they were derived from our DRAM modules, they present a case for variability-aware solutions

for future memories with low idle power and higher power variation.

2.5.5 Summary of Results

Table 2.7 summarizes the results from the evaluation of ViPZonE, as well as the theoretical “what-

if” study for potential application to NVM-based systems. We expect that with emerging NVMs,

the lack of a significant idle power component will result in ViPZonE getting significant energy

savings for workloads with a variety of utilizations, even as the number of modules in the system

increase. Thus, using variability-aware memory allocation instead of interleaving would likely be

a promising option for future systems.
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Table 2.7: Summary of ViPZonE results, with respect to vanilla software with channel and rank
interleaving disabled

Metric Value (Benchmark)
Max memory power savings, Fast2 config 25.13% (facesim)
Max memory power savings, Slow2 config 11.79% (canneal)
Max execution time overhead, Fast2 config 4.80% (canneal)
Max execution time overhead, Slow2 config 1.16% (canneal)
Max memory energy savings, Fast2 config 27.80% (facesim)
Max memory energy savings, Slow2 config 10.77% (canneal)
Max memory energy savings, Fast2 config 46.55% (facesim)
estimated, “NVM” (no idle power)
Max memory energy savings, Slow2 config 50.69% (canneal)
estimated, “NVM” (no idle power)

2.6 Discussion and Conclusion

In this work, we implemented and evaluated ViPZonE, a system-level energy-saving scheme that

exploits the power variability present in a set of DDR3 DRAM memory modules. ViPZonE is

implemented for Linux x86-64 systems, and includes modified physical page allocation routines

within the kernel, as well as a new system call. User code can reduce system energy use by using

a new variant of malloc(), only requiring the ViPZonE kernel and C standard library support.

Our experimental results, obtained using an actual hardware testbed, demonstrates up to 27.80%

energy savings with no more than 4.80% performance degradation for certain PARSEC workloads

compared to standard Linux software. A brief “what-if” study suggested that our approach could

yield greatly improved benefits using emerging non-volatile memory technology that consume no

idle power, notwithstanding potentially higher power variability compared to DRAMs. As our

approach requires that no channel or rank interleaving be used, we also included a comparison of

four different interleaving configurations on our testbed to evaluate the impact of interleaving on

realistic workloads.

The lack of interleaving support in the current implementation of ViPZonE is its primary draw-

back. It is a general problem facing DIMM-level power management schemes, and we believe

finding good tradeoffs remains an open research question. We do not claim that ViPZonE is the

best solution for all applications and systems. Rather, we think that it is an interesting demonstra-
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tion of a novel memory management concept in a realistic setting, and motivates further research

in this space.

There are several opportunities for further research with ViPZonE. First, given the ability to

co-design hardware and software, it might be possible to combine the benefits of interleaving for

performance while exploiting power variation for energy savings. We can imagine a few ways this

could be done. One solution would use a modified memory controller that interleaves different

groups of DIMMs independently. This compromise would allow for performance and potential

energy savings somewhere between the current interleaving vs. ViPZonE scenario, but would still

be a static design-time or boot-time decision. This could be useful in systems that already have

clustered memory, such as non-uniform memory access (NUMA) architectures.

Alternatively, hypothetical systems with disparate memory device technologies side-by-side

(e.g., a hybrid DRAM-PCM memory as in [142]) may discourage interleaving across device types

due to different access power, latency, read/write asymmetry, and data volatility. In this case,

interleaving could still be used within each cluster of homogeneous memory technology, and each

such cluster could be used as a single zone for ViPZonE. The result would be ViPZonE becoming

heterogeneity-aware as a generalization of variability-awareness.

A more radical idea which may allow the full benefits of interleaving alongside ViPZonE would

likely require a re-design of the DIMM organization to allow individual DIMMs, where each rank

is multi-ported, to occupy multiple channels. However, the major issue we forsee with this is a

much higher memory cost due to the multiplied pin requirements.

Aside from enabling interleaving alongside variation-aware memory management, ViPZonE

could potentially be improved on the software side. Adding compiler support could take some

of the burden off the programmer while expanding the scope to include static program data.

Variability-aware page migration schemes might yield further improvements in energy efficiency

by augmenting our static allocation-time hints. Our approach could likely be complemented by

several other power-aware methods mentioned in Sec. 2.1.1. A simulation study of ViPZonE with

detailed models of non-volatile memories could give a better idea of the benefits in the future,

where power and delay variation are likely to be higher and there is negligible idle power.
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We believe ViPZonE makes an effective case for further research into the Underdesigned and

Opportunistic computing paradigm [75] with the goal of improving energy efficiency of systems,

while lowering design cost, improving yield, and recovering lost performance due to conventional

guardbanding techniques.
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CHAPTER 3

DPCS: Saving Energy in SRAM Caches with Dynamic

Power/Capacity Scaling

Fault-tolerant voltage-scalable (FTVS) SRAM cache architectures are a promising approach to

improve energy efficiency of memories in presence of nanoscale process variation. Complex FTVS

schemes are commonly proposed to achieve very low minimum supply voltages, but these can

suffer from high overheads and thus do not always offer the best power/capacity tradeoffs. We

observe on our 45nm test chips that the “fault inclusion property” can enable lightweight fault

maps that support multiple run-time supply voltages.

Based on this observation, we propose a simple and low-overhead FTVS cache architecture

for power/capacity scaling. Our mechanism combines multi-level voltage scaling with optional

architectural support for power gating of blocks as they become faulty at low voltages. A static

(SPCS) policy sets the run-time cache VDD once such that a only a few cache blocks are may be

faulty in order to minimize the impact on performance. We describe a static (SPCS) policy and two

alternate dynamic power/capacity scaling (DPCS) policies that opportunistically reduce the cache

voltage even further for energy savings.

This architecture achieves lower static power for all effective cache capacities than a recent

more complex FTVS scheme. This is due to significantly lower overheads, despite the inability

of our approach to match the min-VDD of the competing work at a fixed target yield. Over a set

of SPEC CPU2006 benchmarks on two system configurations, the average total cache (system)

energy saved by SPCS is 62% (22%), while the two DPCS policies achieve roughly similar energy

reduction, around 79% (26%). On average, the DPCS approaches incur 2.24% performance and

6% area penalties.
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3.1 Introduction

Moore’s Law has been the primary driver behind the phenomenal advances in computing capability

of the past several decades. Technology scaling has now reached the nanoscale era, where the

smallest integrated circuit features are only a couple orders of magnitude larger than individual

atoms. In this regime, increased leakage power and overall power density has ended ideal Dennard

scaling, leading to the rise of “dark silicon” [43].

Owing to the extreme manufacturing control requirements imposed by nanoscale technology,

the effects of process variation on reliability, yield, power consumption, and performance is a prin-

cipal challenge [75] and is partly responsible for the end of Dennard scaling. The typical solution

is to leave design margins for the worst-case manufacturing outcomes and operating conditions.

However, these methods naturally incur significant overheads.

Memory structures are especially sensitive to variability. This is because memories typically

use the smallest transistors and feature dense layouts, comprise a significant fraction of chip area,

and are sensitive to voltage and temperature noise. Memories are also major consumers of system

power, are not very energy proportional [39, 40], and are frequent points of failure in the field

[143, 144]. It is clear that the design of the memory hierarchy needs to be reconsidered with the

challenges brought about in the nanoscale era.

One way to reduce the power consumption of memory is to reduce the supply voltage (VDD).

Static power, dominated by subthreshold leakage current, is a major consumer of power in memo-

ries [145] and has an exponential dependence on supply voltage [22]. Since leakage often consti-

tutes a major fraction of total system power in nanoscale processes [146], even a minor reduction

in memory supply voltage could have a significant impact on total chip power consumption.

Unfortunately, voltage-scaled SRAMs are susceptible to faulty behavior. Variability in SRAM

cell noise margins, mostly due to the impact of random dopant fluctuation on threshold voltages,

results in an exponential increase in probability of cell failure as the supply voltage is lowered

[147]. This has motivated research on fault-tolerant voltage-scalable (FTVS) SRAM caches for

energy-efficient and reliable operation.
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Many clever FTVS SRAM cache architectures use complex fault tolerance methods to lower

min-VDD while meeting manufacturing yield objectives. Unfortunately, these approaches are

limited by a manifestation of Amdahl’s Law [148] for power savings. Large and flexible fault maps

combined with intricate redundancy mechanisms cost considerable power, area, and performance.

It is important that designers account for these overheads, as they ultimately limit the scalability of

such approaches. In this chapter, we make several contributions:

• The SRAM memories on our custom 45nm SOI embedded systems on chip are character-

ized. We observe the Fault Inclusion Property: particular bit cells that fail at a given supply

voltage will still be faulty at all lower voltages.

• A new Static Power vs. Effective Capacity metric is proposed for FTVS memory archi-

tectures, which is a good indicator of run-time power/performance scalability and overall

energy efficiency.

• A simple and low-overhead multi-VDD fault tolerance mechanism combines voltage scaling

of the data array SRAM cells with optional power gating of faulty data blocks at low voltage.

• We propose static (SPCS) and dynamic (DPCS) Power/Capacity Scaling, two variants of a

novel FTVS scheme that significantly reduces overall cache and system energy with minimal

performance and area overheads.

• SPCS and DPCS achieve lower static power at all scaled cache capacities than a more com-

plex FTVS cache architecture [149] as well as per-cache way power gating.

This chapter is organized as follows. In Sec. 3.2, we summarize related work and differentiate

our contributions. In Sec. 3.3 the Fault Inclusion Property is demonstrated experimentally on a set

of test chips. We make the case for the Static Power vs. Effective Capacity metric in Sec. 3.4 and

then introduce the Power/Capacity Scaling architecture in Sec. 3.5. Sec. 3.6 presents the evaluation

methodology, Sec. 3.7 presents the analytical results, and Sec. 3.8 describes the simulation results.

The chapter is concluded in Sec. 3.9.
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3.2 Related Work

There is a rich body of literature in circuit, architecture, and error correction coding techniques for

FTVS deep-submicron memories. A summary of related work is provided here, with emphasis on

architectural solutions. The reader may refer to [150] for a more complete survey of architectural

techniques for improving cache power efficiency.

3.2.1 Leakage Reduction

Two of the best-known architectural approaches are those generally based on Gated-VDD [151,

152] and Drowsy Cache [145, 153] approaches. The former dynamically resizes the instruction

cache by turning off blocks which are not used by the application, exploiting variability in cache

utilization within and across applications. The latter utilizes the alternative approach of voltage

scaling idle cache lines, which yields good static power savings without losing memory state.

Neither approach improves dynamic power nor accounts for the impact of process variation on

noise margin-based faults, which are greatly exacerbated at low voltage [146, 147]. This issue

particularly limits the mechanism of Flautner et al. [145].

3.2.2 Fault Tolerance

In the fault-tolerance area, works targeting cache yield and/or min-VDD improvement include error

correction codes (ECC) and architectural methods [154–163], none of which explicitly address

energy savings as an objective. A variety of low-voltage SRAM cells that improve read stability

and/or writability have also been proposed, e.g. 8T [164] and 10T [165], but they have high area

overheads compared to a 6T design.

Schemes that use fault-tolerance to achieve lower voltage primarily for cache power savings

include Hussain et al. [166], Wilkerson et al. [167], Abella et al. [168], Sasan et al. [109], two

very similar approaches from Ansari et al. [169] and BanaiyanMofrad et al. [149], and several

others [170–174]. All of these approaches try to reduce the minimum operable cache VDD with

yield constraints by employing relatively sophisticated fault tolerance mechanisms, such as address
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remapping, block and set-level replication, etc. They are also similar in that they either reduce the

effective cache capacity by disabling faulty regions as VDD is reduced (e.g., FFT-Cache [149]), or

boost VDD in “weak” regions as necessary to maintain capacity (e.g., Sasan et al. [170]). Han et

al. [172] and Kim and Guthaus [175] both utilize multiple memory supply voltages. Ghasemi et al.

[176] proposed a last-level cache with heterogeneous cell sizes for more graceful voltage/capacity

tradeoffs. Finally, variation-aware non-uniform cache access (NUCA) architectures have been

proposed [177, 178]. Hijaz et al.’s approach [178] mixes capacity tradeoffs with latency penalties

of error correction.

There are two recent papers that contain some similarities to the concepts in this chapter, yet

were developed concurrently and independently of ours [179, 180]. Mohammad et al. [179] dis-

cuss power/capacity tradeoffs in FTVS caches and a similar architectural mechanism, primarily

focusing on yield improvement and quality/power tradeoffs. Ferreron et al. [180] focuses on

system-level impacts of block disabling techniques in a chip-multiprocessor with shared caches

with parallel workloads.

3.2.3 Memory Power/Performance Scaling

With energy proportionality becoming a topic of interest in the past several years [39, 40], there

have been several works that target main memory. Fan et al. [181] studied the coordination of

processor DVFS and memory low power modes. In MemScale [182], the authors were some of the

first to propose dynamic memory frequency scaling as an active low-power mode. Independently

of MemScale, David et al. [183] also proposed memory DVFS. MemScale was succeeded by

CoScale [184], which coordinated DVFS in the CPU and memory to deliver significantly improved

system-level energy proportionality.

3.2.4 Novelty of This Work

Our approach is different from the related works as follows. The circuit mechanisms are similar

to those of Gated-VDD [151] and Drowsy Cache [145], but are combined with fault tolerance to

allow lower voltage operation using 6T SRAM cells, although the proposed scheme can also be
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used with any other cell design. To the best of our knowledge, our scheme is the first to use voltage

scaling on data bit cells only, along with optional power gating blocks as they become faulty for

additional energy savings. Due to architecture, floorplanning, and layout considerations imposed

by per-block power gating, we also discuss the advantages and disadvantages of this feature. Our

approach emphasizes simplicity to get good energy savings using low overhead multi-VDD fault

maps that can be used for static (SPCS) or dynamic (DPCS) power/capacity scaling. SPCS and

DPCS both achieve dynamic and static energy savings, as VDD is not boosted for accesses.

The work in this chapter could be combined with other innovations. Although soft errors are

not currently handled, this scheme can be supplemented with ECC. Circuit-level approaches to

coping with aging are orthogonal to this work and could be incorporated as well. Our insights

could be combined with those of Mohammad et al. [179] and Ferreron et al. [180] to enable knobs

for dynamic power/capacity/quality scaling. Although not explored in this chapter, we believe

that DPCS can also be used to improve system-level energy proportionality by coordinating with

existing CPU and main memory DVFS approaches. We leave these possibilities to future work.

3.3 The SRAM Fault Inclusion Property

Once the noise margin of a memory cell collapses at low voltage, continuing to reduce voltage

further will not restore its functionality. We refer to this behavior as the Fault Inclusion Property:

any faults that occur at a given supply voltage will strictly be a subset of those at all lower voltages.

Put more formally:

Let fi(v) =

1, if memory cell i is faulty at supply voltage v

0, otherwise.

where 1≤ i≤ n, and n is the number of bit cells in the memory.

Fault Inclusion Property: fi(v)≥ fi(u) for v≤ u.

Let the fault map F(v) = ( f1(v), f2(v), . . . , fi(v), . . . , fn(v))

be a length-nbit-vector. Then w[F(v)]≥ w[F(u)]

for v≤ u, where w[·] denotes the Hamming weight.

(3.1)
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(a) “Red Cooper” 45nm SOI test chip and board

(b) Faults at 550 mV

(c) Faults at 500 mV

(d) Faults at 525 mV

(e) Faults at 475 mV

Figure 3.1: Graphical depiction of faulty byte locations – represented as vertical orange rectangles
– that illustrate the fault inclusion property. Results are from a 45nm SOI test chip SRAM bank.
Similar trends were observed on our other test chips.

No prior work on FTVS SRAM cache architectures appears to take advantage of this property.

With typical existing approaches, there is no way to operate the memory at additional intermediate

voltage levels without including extra fault maps for each run-time voltage level. A key insight in

this work is that complete fault map duplication for each run-time supply voltage is unnecessary.

To verify the above formulation, tests were performed on four ARM Cortex M3-based “Red

Cooper” test chips manufactured in a commercial 45nm SOI technology [185,186] in collaboration

with colleagues in the NSF Variability Expedition. Each test chip had two 8 kB SRAM scratchpad

banks and no off-chip RAM. A board-level mbed LPC1768 microcontroller accessed the SRAM

and controlled all chip voltage domains through JTAG. The board and a test chip are shown in

Fig. 3.1a.

With each test chip’s CPU disabled, March Simple-Static (SS) tests [187] were run on both

banks using the mbed to characterize the nature of faults as the array VDD was reduced. For each

SRAM bank on each chip, a test suite was repeated five times. In each run, VDD scaled down one

step from nominal 1 V in 25 mV increments. For each voltage level, faulty SRAM locations were

logged at byte granularity.1 No distinction was made between different underlying physical causes

of failure (read stability, writability, retention failure, inter-cell interference, etc.). As dynamic

1Due to run-time and storage limitations of our mbed-based testing, we manually verified the fault inclusion prop-
erty at the bit-level, while recording fault maps at the byte-level.
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failures are not the focus of this study, the test chip was operated at a 20 MHz clock to minimize

the chance of delay faults occurring in the SRAM periphery logic. This is because the test chip

uses a single voltage rail for the memory cells and periphery.

As expected, faults caused by voltage scaling obeyed the fault inclusion property. This trend

is depicted graphically in Figs. 3.1b, 3.1d, 3.1c, and 3.1e for one of the test chips. Faulty byte

locations were consistent in each unique SRAM bank at each voltage level. The patterns could

be verified with repeated testing after compensating for noise, indicating that the faults were not

caused by soft errors or permanent defects, but rather caused by variability in cell noise margins.

These results suggested the use of a compact fault map such that multiple VDDs can be efficiently

supported.

3.4 A Case for the “Static Power vs. Effective Capacity” Metric

As previously mentioned, related works in FTVS cache architecture commonly use min-VDD as a

primary metric of evaluation. While supply voltage is a very important control knob for power, it

is only one factor that determines the static and dynamic energy consumption of a cache memory.

Most FTVS schemes, including ours, require a portion of the memory to operate at full VDD or

otherwise be resilient for guaranteed correctness.

3.4.1 Amdahl’s Law Applied to Fault-Tolerant Voltage-Scalable Caches

When evaluating power reduction from voltage scaling, it is important to consider the proportion of

cache components operating at high VDD. This is due to a manifestation of Amdahl’s Law [148]

when interpreted for power and energy. Note the following relationship, which is similar to the

traditional version of Amdahl’s Law for speedup [16], but for power reduction instead via fault-

tolerant (FT) voltage scaling (VS).

PowerReductionFTVS, overall =
1

1−Frac.VS +Frac.FT overhead +
Frac.VS

PowerReductionVS

(3.2)

Note the additional Frac.FT overhead term in the denominator, which accounts for the additional
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fault tolerance logic needed to scale voltage to the desired min-VDD on part of the the memory

(Frac.VS). In fact, this modified formulation of Amdahl’s Law also holds more generally whenever

constant overheads are incurred for speedup or power reduction. This interpretation of Amdahl’s

Law might be overlooked when trying to achieve a lower min-VDD using complex fault tolerance

schemes. Thus, supply voltage alone should not receive too much emphasis in FTVS techniques.

For example, consider two competing FTVS approaches, Scheme 1 and Scheme 2, where only

the data array voltage can be scaled. Both Scheme 1 and Scheme 2 have the same cache size, block

size, associativity, etc. Assume method Scheme 2’s total tag array power overhead is 20% of the

nominal data array power (full VDD) due to a large and complex fault map, and Scheme 1’s tag

power overhead is 5%, thanks to a smaller and simpler fault map. The baseline cache has a tag

array power overhead of only 3% because it has no fault map.

Let the data array voltage be scaled independently for Scheme 1 and Scheme 2 such that

Scheme 2’s voltage is lower than Scheme 1’s due to better fault tolerance. Suppose the data array

leakage power in Scheme 1 is now 30% of its nominal value, and the data array leakage power in

Scheme 2 is now 20% of its nominal value. Scheme 2 will save 61.1% of static power against the

baseline cache, while Scheme 1 will save 66.0%, despite operating at a higher data array voltage.

3.4.2 Problems With Yield Metric

Another common metric is memory yield in terms of functional reliability, performance, power,

etc. Often, the min-VDD is determined for a particular cache configuration based on expected

fault probabilities, the particular fault tolerance mechanism, and a desired target yield such as 99%.

While one can claim that a particular scheme is functional within the design envelope, definitions of

functionality vary considerably. For example, one cache achitecture may be considered functional

if it simply operates in a “correct” manner, regardless of power consumption. Another architecture

may define the cache to be functional only if at least 50% of blocks are non-faulty. Thus, in

general, min-VDD/yield should not be overemphasized. The min-VDD metric can be more useful

for caches that are on the same voltage domain as the processor core. However, in the future,

as indicated by industry trends such as Intel’s fine-grain voltage regulation (FIVR) design in its
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Haswell architecture [188], this is likely not to be the case.

3.4.3 Proposed Metric

We believe that a new metric, Static Power vs. Effective Capacity, should be used to guide the

design of FTVS cache architectures in addition to the other metrics. This metric accounts for the

supply voltage and the efficacy and overheads of the particular fault tolerance or capacity reduction

mechanism (e.g., power gating).

Simple FTVS schemes can fare similarly or even better than complex ones in terms of power,

performance, and/or area, all with less design and verification effort. This is because the overall

failure rate rises sharply in a small voltage range as shown earlier in Fig. 3.1. The complexity

required for tolerating such a high memory failure rate may not be worth the small array power

savings from an incrementally lower voltage.

With this metric, we focus on static power to allow for analytical evaluation. This is a reason-

able simplification in the case of large memories where static power constitutes a large fraction of

memory energy. We apply this metric during our evaluation in Sec. 3.7.

Note that static power vs. effective capacity is not necessarily a good metric for choosing the

capacity of a cache at design-time and nominal voltage. Nor does the metric imply that smaller

caches are more efficient in general. Rather, this metric is meant to capture the run-time scalability

of the cache power and performance while operating below its designed maximum capacity. This is

useful because the full cache capacity may not be needed at all times to deliver good performance,

and hence, its capacity can be temporarily reduced to lower power and improve energy efficiency.

3.5 Power/Capacity Scaling Architecture

Our scheme has two main components: the architectural mechanism, described in Sec. 3.5.1, and

the policy. We propose a static policy (SPCS) and two different dynamic policies (DPCS Policy 1

and DPCS Policy 2), described in Secs. 3.5.2, 3.5.3.1, and 3.5.3.2, respectively. All three policies

share the same underlying hardware mechanism.
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3.5.1 Mechanism

Industry trends point towards finer-grain voltage and frequency domains in future chips. For exam-

ple, Intel has introduced fine-grain voltage regulation (FIVR) that is partly on-chip and on-package

with its Haswell architecture [188]. This allows for many voltage domains on the chip on the level

of per-core, per-L3 cache, etc. Thus, it is reasonable that future chips could support separate

voltage rails for each level of cache in order to further decouple logic Vmin from memory Vmin,

especially if architectures can exploit this feature.

The power/capacity scaling mechanism primarily consists of a lightweight fault map and a cir-

cuit for globally adjusting the VDD of the data cells. The data array periphery, metadata (Valid,

Dirty, Tag, etc.) array cells, metadata array periphery, and the processor core are all on a separate

voltage domain running at nominal VDD, where they are assumed to be never faulty. Data and

metadata arrays otherwise use identical cell designs. Voltage is not boosted for data access, grant-

ing both dynamic and static energy savings. To bridge the voltage domains of the data array with

its periphery, the final stage of the row decoder is also used as a downward level-shifting gate to

drive the wordline. Similarly, column write drivers also are downward level-shifting, while sense

amplifiers used in read operations restore voltage levels to the full nominal VDD swing. This cir-

cuit approach is validated by a very recent SoC design from Samsung [189], which independently

arrived at the decision to employ a dual-rail design to decouple logic and bitcell supply voltage.

Overall access time may be affected by up to 10% in the worst case at low voltage, as found

later in Sec. 3.6.3. This is because the impact of reduced cell voltage is only one part of the overall

cache access time, and near-threshold operation is avoided. Note that voltage boosting during

cell access could be utilized to allow even lower array voltages than used in this chapter, as the

proposed design is limited by SRAM read stability.
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Figure 3.2: Power/Capacity Scaling cache architecture concept with optional power gating of faulty blocks. If this feature is omitted by
the designer, the Faulty bit SRAM cell does not drive a Gated-VDD transistor for the data block and the cache has relaxed floorplan
and layout constraints.



If the number of voltage domains remains constrained, a version of the architecture with a

single voltage rail for the core and all peripheries and a shared voltage rail for all cache data arrays

is also feasible. However, this can restrict DPCS capabilities for energy savings by coupling cache

voltages together while limiting voltage scaling policies. The overall architecture is depicted in

Fig. 3.2.

3.5.1.1 Fault Map

The low-overhead fault map includes two fields for each data block that are maintained in the

corresponding nearby metadata subarray in addition to the conventional bits (Valid, Dirty, Tag,

etc.), as shown in Fig. 3.2. The first entry is a single Faulty bit, which indicates whether the

corresponding data block is presently faulty. Blocks marked as Faulty can never contain valid or

dirty data and are unavailable for reading and writing. The second field consists of several fault

map (FM) bits, which encode the lowest non-faulty VDD for the data block. For V allowed data

VDD levels, K = dlog2(V + 1)e FM bits are needed to encode the allowed VDD levels (assuming

the fault inclusion property). Fig. 3.2 depicts the V = 3 configuration for a small 4-way cache,

requiring one Faulty and two FM bits per block.

3.5.1.2 Power Gating of Faulty Blocks

Power gating transistors can be used to attain additional power savings for faulty data blocks that

occur at reduced voltage. Blocks may span one or more subarray rows. When a block’s Faulty bit

is set in the metadata array, a downward level-shifting inverter power gates the block’s data portion.

We assume that the power gating implementation is the gated-PMOS configuration from [151],

chosen because it has no impact on cell read performance, negligible area overhead [151,152], and

good energy savings. A power-gated block at low VDD is modeled as having zero leakage power.

This is a reasonable assumption because the block would likely be power gated at a low voltage

that caused it to be faulty in the first place. We verified the functional feasibility of this mechanism

via SPICE simulations.

Designers might choose to omit power gating of faulty blocks for two major reasons. First, if

70



power gating is used, the metadata subarrays should be directly adjacent to their corresponding data

subarrays as shown by Fig. 3.2. This is so the Faulty bit can control the power gate mechanism

and the row decoder can be shared between subarrays, although the latter benefit is not explicitly

modeled. However, this constrains the cache floorplan.

Second, by allowing for per-block power gating, both power rails must be routed in the word-

line direction. Unfortunately, this is not a common approach in industry, where a thin-cell SRAM

cell is preferred for above-threshold operation (e.g., as seen by layouts in [94, 190]). However,

others have used wordline-oriented rails successfully in a variety of low-voltage design scenar-

ios [152, 165, 191–193]. Nevertheless, there are other important factors to consider when deciding

on power rail orientation.

Without advocating for either approach, we believe that fine-grain power gating of faulty blocks

could be viewed as an additional benefit from wordline-oriented rails. Without loss of generality,

in the rest of the chapter we assume the presence of per-block power gating, except in Secs. 3.7.2

and 3.8.2, where we directly compare the two approaches.

3.5.1.3 Transitioning Data Array Voltage

It is the responsibility of the power/capacity scaling policy, implemented in the cache controller,

to ensure the Faulty and Valid bits are set correctly for the current data array VDD. After all

blocks’ Faulty bits are properly set for the target voltage, the data array VDD transition can

occur. The controller must compare each block’s FM bits with an enumerated code for the intended

VDD level. Eqn. 3.3 captures this logical relationship for all V . We assume that V = 3 levels are

allowed throughout this chapter, corresponding to K = 2 FM bits. Note that our fault map approach

scales well for more intermediate voltage levels if needed.

Blocki.Faulty= TRUE iff (VDDdata, global[K−1:0]≤ Blocki.FM[K−1:0]) (3.3)

The procedure to scale array VDD is described by Alg. 1. A voltage transition has a delay

penalty to update the Faulty bits and then set the voltage. The cache controller must read out

the entire fault map set-by-set, with each way in parallel. Next, it compares the FM bits for the
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Algorithm 1 Voltage transition procedure for the DPCS architecture.
//Inputs: NextV DD (integer index), VoltageTransitionPenalty (integer, in cycles)
//Outputs: SRAM data array supply voltage scaled corresponding to NextV DD after delay of
VoltageTransitionPenalty clock cycles
Halt cache accesses (by buffering or stalling)
for Each Set in CacheSets do

for Each Assoc Block in Set do
//Each loop iteration in parallel
Read metadata bits for Block
if NextV DD[1:0] ≤ Block.FM[1:0] then

if Block.Valid and Block.Dirty then
Write back Block

end if
Invalidate Block
Block.Faulty← TRUE

else
if Block.Faulty then

Block.Faulty← FALSE
end if

end if
end for

end for
CurrV DD← NextV DD
Scale cache data array SRAM cells to voltage corresponding to CurrV DD

set with the target array VDD bits. Finally, it writes back the correct Faulty bits for each block in

the set. We assume that it takes two cycles to do this for each set. After all Faulty bits are up-

dated, the voltage regulator can adjust the data array VDD, which takes VoltageRegulatorDelay

clock cycles. The total VoltageTransitionPenalty in Alg. 1 is then equal to 2 ∗ NumSets+

VoltageRegulatorDelay clock cycles. Note that VoltageTransitionPenalty in Alg. 1 does

not include the time to write back any cache blocks. The performance and energy impact of any

such writebacks are captured accurately in the gem5 cache model and simulation framework lever-

aged in Sec. 3.8.

3.5.1.4 Cache Operation In Presence of Faulty Blocks

Since some blocks may be faulty at any given supply voltage, the cache controller must consult the

fault information during an access. Neither a hit nor a block fill are allowed to occur on a block
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that is marked as Faulty. Thus, all blocks that are currently Faulty must be marked as not Valid

and not Dirty, and their Tag bits should be zeroed. When fulfilling a cache miss, the traditional

LRU scheme is applied on each set, with the special condition that any blocks marked as Faulty

are omitted from LRU consideration. This can change the effective associativity on each set.

3.5.1.5 3C+F: Compulsory, Capacity, Conflict, and Faulty Misses

Cache misses can be categorized into three buckets, commonly known as the “3 Cs”: compulsory,

capacity, and conflict misses [16].2 Note that in practice, it is not feasible to classify misses in this

fashion at run-time, as the full access history for all referenced data must be maintained.

When disabling faulty blocks, it is not clear how resulting misses should be classified. One

pitfall would simply attribute misses caused by faulty blocks as capacity misses. However, faulty

blocks also reduce local associativity. Moreover, consider blocks that are only temporarily faulty

during execution with DPCS. An evicted block from a faulty set might be referenced later, causing

a miss, even though the set may no longer contain faulty blocks.

Thus, a fourth category of misses can be defined for theoretical purposes. A faulty miss is one

that occurs because the referenced data was evicted or replaced earlier from a set containing faulty

blocks. To be considered a faulty miss, the reference should otherwise have hit in a cache where

faulty blocks never previously occurred in the set. Note that disabling faulty blocks in the L1 cache

can affect miss behavior in the L2 cache. For simplicity, we ignore inter-cache dependencies in the

3C+F classification.

3.5.1.6 Variation-Aware Selection of Allowed Runtime Voltage Levels

The proposed mechanism requires that each set must have at least one non-faulty block at all

allowed voltages, as there is no set-wise data redundancy. This is the constraint that limits the

min-VDD.3 Higher associativity and/or smaller block sizes naturally result in lower min-VDD as

shown later in Sec. 3.8.1, but they incur other design tradeoffs. Nevertheless, as demonstrated

2In this work, for simplicity, we do not consider multiprocessor machines, so the “4th C” for compulsory misses is
not included.

3If uncacheable blocks are permitted, then the voltage can be lowered further.
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later in the evaluation, a good power/capacity tradeoff can be achieved even for 4-way caches with

blocks of 64 bytes.

The allowed run-time voltage levels for the SPCS and DPCS policies may be decided at design-

time by margining for yield, at test-time to opportunistically remove some yield constraints, or

at run-time, which can also account for aging effects. However, the design-time approach falls

short of the other two, as it cannot exploit the individualized outcome of each chip. The test-time

approach might considerably increase manufacturing cost. In this work, run-time choice of VDD

levels is used (opposed to the design-time choice from our prior work [9]). This eliminates yield

margins by customizing the desired voltage levels based on the manifested fault patterns on each

SRAM array. Note that voltage margins may still be left for noise resilience.

3.5.1.7 Populating and Maintaining Fault Maps with BIST

To populate the cache fault maps, one can use any standard built-in self-test (BIST) routine that

can detect faults with minimum granularity of a single block (e.g., the march tests from Sec. 3.3).

The BIST routine can then apply the fault inclusion property to compress the representation of the

fault maps by only encoding the minimum non-faulty voltage for each block.

A drawback of fault map approaches in general is the BIST run-time and storage overhead.

The proposed approach incurs longer testing time than typical single-voltage solutions. The overall

testing time is O(N ∗V ), where N is the size of the cache, and V is the number of run-time voltage

levels. However, the actual run-time complexity is likely less than this, as fewer blocks must be

tested at successively lower voltages due to the fault inclusion property.

One approach is to run BIST at every system startup, which requires no permanent fault map

storage and allows aging effects such as bias temperature instability (BTI) to be considered. Partic-

ular data patterns stored in the SRAM cells are not expected to have a major impact on aging caused

by BTI. This is because data tends to only briefly “live” in the cache and is assumed to be random

across many workloads and over time. If data dependence does result in a noticeable impact on

aging, the DPCS architecture can compensate with more frequent fault map characterizations.

Note that the fault inclusion property is still valid under aging conditions that affect threshold
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voltage (such as BTI or hot carrier injection). This is because static noise margins are strongly

dependent on threshold voltages and decrease monotonically with VDD [147].

If testing time is an issue, the impact could be partly mitigated by proceeding concurrently with

other system startup procedures, e.g., DRAM fault testing and initialization of peripheral devices.

If the system is rarely or never power cycled, then BIST can be run periodically during run-time

using a temporary way-disabling approach resembling that in [162]. Owing to the relatively low

frequency and duration of such testing, the impact of BIST on overall system performance is

expected to be small.

If on-chip or off-chip non-volatile memory is available, the low-overhead fault maps could be

characterized at test-time or first power-up and stored permanently (similar to online self-test meth-

ods from Li et al. [194]). This has the advantage of eliminating run-time BIST and its associated

performance overheads, but forgoes any compensation for aging aside from design guardbanding.

Idle low-power states are another consideration for the fault map design. In the event of a

complete core shutdown without state retention, the fault maps must be: (1) maintained in the tag

arrays, costing idle power; (2) written to non-volatile storage; or (3) sacrificed, in which case BIST

must be run again when the core is brought online. In the first case, tag array static power can limit

the effectiveness of long-term core shutdowns. In the latter two cases, there is a significant energy

and performance cost to shut down a core for a short duration. We leave the coordination of DPCS

and CPU/memory power states to future work.

3.5.2 Static Policy: SPCS

In the static policy, the lowest VDD level is used on a per-chip basis that has at least 99% effective

capacity (also subject to the yield constraint described in Sec. 3.5.1.6). This is set once for the

entire system run-time. The only performance overhead to this policy is due to any additional

misses that may be caused by the few faulty blocks.

The primary benefit of using SPCS is that voltage guardbands could easily be reduced to suit

the unique manufactured outcome of each cache, while only minor modifications to the cache

controller and/or software layers are needed. Power can be reduced with negligible performance
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impact. Because the SRAM cell and block failure rates rise exponentially as the supply voltage is

lowered, additional voltage reduction beyond the 99% capacity point brings more power savings,

but potentially a significant loss in performance. This phenomenon is described in more detail dur-

ing the analytical evaluation in Sec. 3.7, and is one reason why more sophisticated fault tolerance

methods get diminishing improvements from voltage scaling.

3.5.3 Dynamic Policies: DPCS

A basic guiding principle behind cache operation is that programs tend to access data with spatial

and temporal locality. If a program accesses a large working set of data in a short period of

time, then large caches are likely to improve performance. Conversely, if a smaller working set

is accessed during an equal length of time, then the cache capacity is less important. Note that in

both cases, it is important that data is reused for the cache to be effective.

For these reasons, the static power/capacity scaling (SPCS) policy described in Sec. 3.5.2 can

be too conservative. This is because the full cache capacity may be overkill for a given application

in a particular phase of execution. The primary motivation to consider a dynamic power/capacity

scaling (DPCS) policy over SPCS is to exploit these situations when the whole cache is unneces-

sary to deliver acceptable performance.

The proposed DPCS policies described next in Secs. 3.5.3.1 and 3.5.3.2 are only two possibil-

ities among many. In both cases, we emphasize simple policies that can be easily implemented.

3.5.3.1 DPCS Policy 1: Access Diversity-Based

This DPCS policy (described by Alg. 2) tries to balance energy efficiency with performance by

using spatial locality as the primary guiding principle. At the end of every time interval, if the

fraction of available cache capacity that was touched falls below some fixed LowThreshold (LT),

the DPCS policy reduces voltage and sacrifices cache capacity for the next interval. Conversely, if

the cache pressure is high, then DPCS boosts voltage for the next interval and re-enables previously

faulty blocks, which increases the capacity once again.

This policy benefits workloads that are relatively localized over discrete time intervals (small
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Algorithm 2 DPCS Policy 1 (access diversity-based).
//Inputs: CyclesPerInterval (integer, in cycles), HighT hreshold (HT : high policy threshold,
arbitrary units), LowT hreshold (LT : low policy threshold, arbitrary units)
if ClockCycleNum mod CyclesPerInterval == 0 then

Compute IntervalBlockTouchedRate as fraction of blocks that were touched at least once
during previous interval

Compute IntervalCapacityRate as fraction of full cache capacity that was available during
previous interval

if IntervalBlockTouchedRate≥ HT ∗ IntervalCapacityRate then
DPCSTransition(min(CurrV DD+1, SPCS V DD))

else
if IntervalBlockTouchedRate≤ LT ∗ IntervalCapacityRate then

DPCSTransition(max(CurrV DD−1, 1))
end if

end if
end if

working sets), or those workloads that access memory infrequently. In both cases, the cache ca-

pacity sacrifice can yield significant energy savings with little visible performance impact at the

system level.

However, the downside of this policy is that it is oblivious to the actual impact of faulty blocks.

For example, a piece of code may frequently access a region of memory that maps to only a few

cache sets, which may happen to contain some faulty blocks. As a result, miss rates and average

access time will dramatically increase, hampering performance. The policy is incapable of reacting

to this scenario, as it might only see 5% of the available cache capacity being used for this piece

of code. It will not transition to a higher VDD, even though the decreased capacity on a few select

sets matters a great deal.

3.5.3.2 Dynamic Policy 2: Access Time-Based

In contrast to DPCS Policy 1, this policy (described by Alg. 3) tries to trade off energy efficiency

and performance using relative average access time as the main metric. The policy is similar to

that of Sec. 3.5.3.1, but it uses different performance counters to guide DPCS transitions.

The benefit of this policy is that it focuses on the “actual” cache performance as measured by

average access time. Thus, the real impact of faulty blocks is captured. Revisiting the example
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Algorithm 3 DPCS Policy 2 (access time-based).
//Inputs: CyclesPerInterval (integer, in cycles), HitLatency (integer, in cycles) HighT hreshold
(HT : high policy threshold, arbitrary units), LowT hreshold (LT : low policy threshold, arbitrary
units)
if ClockCycleNum mod CyclesPerInterval == 0 then

Compute AverageAccessTime during previous interval
if AverageAccessTime≥ HT ∗HitLatency then

DPCSTransition(min(CurrV DD+1, SPCS V DD))
else

if AverageAccessTime≤ LT ∗HitLatency then
DPCSTransition(max(CurrV DD−1, 1))

end if
end if

end if

from Sec. 3.5.3.1, this approach will scale up VDD to relieve the performance bottleneck. Fur-

thermore, because this policy does its best to bound access time, it may be easier to estimate the

impact of DPCS on system-level application performance.

However, this policy also has a significant drawback. Cache miss rates are strongly dependent

on application behavior. Miss rates and average access time might increase simply due to the

application referencing a previously unused data structure, causing compulsive misses. In such a

case, the access time-based policy will increase the supply voltage in order to reduce the miss rate,

but it would have little to no effect on performance. Thus, neither policy is superior in all cases.

3.6 Modeling and Evaluation Methodology

We assessed SPCS and DPCS using a combination of analytical and simulation-based evaluations.

The overall framework is depicted in Fig. 3.3. We now describe the models and procedures used

in the evaluation.

3.6.1 Modeling Cache Fault Behavior

Probabilistic failure models were used to analytically compare power/capacity tradeoffs, predict

yield, and guide the generation of random fault map instances for the simulation part of our eval-
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Figure 3.3: Modeling and evaluation framework. Circled numbers indicate the order of tasks
performed.

uations. Eqn. 3.4 summarizes the essential fault models, where p f (v) is the probability of cell

failure (BER) at supply voltage v.

p f s(v) = 1− (1− p f (v))k is Pr[faulty subblock of length k bits].

p f b(v) = 1− (1− p f s(v))m is Pr[faulty block of length m subblocks].

p f t(v) = p f b(v)a is Pr[completely faulty set of associativity a].

pyield(v) = (1− p f t(v))s is the yield of an a-way DPCS cache with s sets.

(3.4)

For our yield comparisons with SECDED and DECTED ECC, we assumed each method main-

tained ECC at the subblock level, which is significantly stronger than conventional block-level

application. The number of ECC bits n− k required per subblock of length k bits with total sub-

block codeword of length n bits, as well as ECC yield, is given by Eqn. 3.5:
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Table 3.1: System and cache configurations for DPCS evaluations. Some parameters only pertain
to the architectural simulations.

Parameter Config. A Config. B
Clock Freq. 2 GHz 3 GHz
L1$ Size, Assoc., Hit Lat. 64 KB by 4, 2 cycles 256 KB by 8, 4 cycles
L2$ Size, Assoc., Hit Lat. 2 MB by 8, 8 cycles 8 MB by 16, 16 cycles
L1 Interval (cycles) 61,200 122,400
L2 Interval (cycles) 859,200 1,838,400
L1 VoltageTransitionPenalty (cycles) 2 * No. Sets + 100 2 * No. Sets + 200
L2 VoltageTransitionPenalty (cycles) 2 * No. Sets + 400 2 * No. Sets + 2000
L1 DPCS Policy 1 Threshold Low, High (A.U.) 0.75, 0.85 0.75, 0.85
L2 DPCS Policy 1 Threshold Low, High (A.U.) 0.05, 0.15 0.05, 0.15
L1 DPCS Policy 2 Threshold Low, High (A.U.) 1.10, 1.30 1.10, 1.30
L2 DPCS Policy 2 Threshold Low, High (A.U.) 1.10, 1.30 1.10, 1.30

nSECDED− k = log2(nSECDED)+1

nDECTED− k = log2(nDECTED)+2

pyield,SECDED = Pr[All subblocks have ≤ 1 faulty bit].

pyield,DECTED = Pr[All subblocks have ≤ 2 faulty bits].

(3.5)

3.6.2 System and Cache Configurations

The proposed mechanism as well as the SPCS and DPCS policies were evaluated for two system

configurations: Config. A and Config. B. These are described by Table 3.1. Each system config-

uration had a split L1 cache and an L2 cache. SPCS and DPCS policies were only applied to the

L1D and L2 caches. The same policy was used at both levels. The policies’ decisions were not

coordinated between cache levels.

3.6.3 Technology Parameters and Modeling Cache Architecture

To maintain relevance to the test chip experiments from Sec. 3.3, MOSFET saturation and leakage

current were drawn from the corresponding industrial 45nm SOI technology library. All other

parameters are based on ITRS data. Bit error rates (BER) were computed using models from

Wang et al. [147] and are shown in Fig. 3.4a. Since the proposed architectural mechanism allows
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for SRAM access at reduced voltage, we adopted read stability for the BER calculations, which

was the worst case for static noise margin (SNM). Otherwise, we did not distinguish between

causes of cell failure.

We calculated delay, static power, dynamic energy per access, and area of the modified and

baseline cache architectures using CACTI 6.5 [195]. CACTI generated the optimal design for the

nominal VDD of 1 V using the energy-delay product as the metric. We modified CACTI to re-

evaluate the energy and delay as the data array VDD was scaled down without re-optimizing the

design. The L2 cache used slower and less leaky transistors than the L1 cache to keep power in

check.

Our CACTI results indicated that as long as the data array VDD is above near-threshold levels,

reducing the data cell VDD impacts the total cache access time by approximately 10% in the worst

case of four cache configurations at min-VDD. This performance impact is modeled as a 1-cycle

hit time penalty when the cache operates at the lowest DPCS voltage level in our simulations. This

is based on a conservative assumption that the cache access critical path dictates overall cycle time.

3.6.4 Simulation Approach

To simulate the baseline (no VDD scaling and no faulty blocks), SPCS, DPCS Policy 1, and DPCS

Policy 2 caches, we carefully modified the cache architecture in the gem5 [196] framework to

implement SPCS and DPCS in detail as well as instrument it for cache, CPU, and DRAM power

and energy. These used simple first-order energy models, with constants for static power and

dynamic energy/operation. This enabled the overall energy impact of extra CPU stall cycles and

DRAM accesses to be captured in addition to the direct cache energy savings from SPCS and

DPCS.
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Table 3.2: Common parameters used in all gem5 simulations for DPCS evaluations.

Parameter Value Parameter Value
ISA Alpha Simulation Mode Syscall Emulation
CPU Model Detailed (OoO) Block Replacement Policy LRU
Number of Cores 1 Cache Configuration L1 (Split), L2
Number of Memory Channels 1 Cache Block Size 64 B
Memory Model DDR3-1600 x64 Physical Memory Size 2048 MB
Fast-forward 2 billion instructions Simulate 2 billion instructions
Benchmark Compile Optimizations Base Input First reference
Full VDD (Baseline) 1 V Number of Data VDDs, Added Bits/Block. 3, 3



We used 16 SPEC CPU2006 benchmarks cross-compiled for the Alpha ISA using base-level

optimization using gcc. The benchmarks were fast-forwarded for two billion instructions, then

simulated in maximum detail for two billion instructions using the first SPEC reference data in-

puts. We modeled a single-core system to run the single-threaded benchmarks. The gem5 settings

common to all system configurations are summarized in Table 3.2.

For each of the non-baseline policies, 16 SPEC benchmarks, and 2 system configurations,

gem5 was run five times for five unique fault map inputs. Thus, in total, we performed 512 gem5

simulations to provide some insight on the impact of manifested process variations.

3.6.4.1 Fault Map Generation and Selection of Runtime VDDs

For accurate simulation in the presence of faulty blocks at low voltage, probabilistic power/capac-

ity scaling data based on CACTI results were input to a MATLAB model that generated 10,000

random fault map instances for each cache configuration. A script chose five fault maps corre-

sponding to each quintile in the distribution as sorted by the min-VDD of each cache instance.

For each of these five selected fault map instances, three run-time VDDs were selected based on

the criteria described earlier in Sec. 3.5.1.6. The total static power of each cache instance was

then computed based on the number of power-gated faulty blocks. The particular locations of

faulty blocks were assumed to not matter, because eventually all blocks will be referenced roughly

uniformly [197].

The SPCS voltage for each fault map was minimized such that the capacity was at least 99%.

The lower DPCS voltage was set such that capacity was at least 75% and no set was totally faulty

(recall that we require each set to have at least one non-faulty block at all voltages). In practice,

out of 40,000 total generated fault map instances, the lower DPCS voltage was always limited by

the latter constraint.

3.6.4.2 Parameter Selection for DPCS Policies

The DPCS policy parameters were set to reasonable values to reduce the huge design space,

based on our analysis of policy behaviors on different workloads (examples are given later in
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Sec. 3.8.2.3). We assumed that the VoltageRegulatorDelay to scale the data array VDD is

enough to minimize noise-induced SRAM errors and allow for a stable transition. For each cache

configuration, the Interval parameter was set to be roughly VoltageTransitionPenalty×100

in clock cycles. This is done so that the worst-case system-level performance impact of DPCS tran-

sitions would be bounded to 1% of overall run-time. Our choices of Interval are not guaranteed

to be optimal across all applications, but they do provide some guarantees on the high-level per-

formance impact of DPCS.

DPCS HighThreshold (HT) and LowThreshold (LT) for both policies were set to provide suf-

ficient hysteresis, avoiding voltage level oscillation for workloads in general over different phases

of execution. For DPCS Policy 1 (access diversity-based), the thresholds were set such that mild

cache utilization (as measured by the working set size over an Interval [198]) would result in

a voltage reduction. For DPCS Policy 2 (access time-based), we ensured that the cache average

access time would not suffer too greatly in relation to its hit time.

The choice of policy parameters might be chosen in other ways, e.g., by leveraging other tech-

niques for detecting phases of execution [199, 200]. The DPCS policy parameters could also be

dynamically adjusted by online monitoring of workload behaviors and/or OS-based management.

We leave these possibilities to future work, where we aim to adapt DPCS to the context of multi-

core systems.

3.7 Analytical Results

In this section, results pertaining to yield, static power vs. effective capacity, and area overheads

are discussed without the use of architectural simulation.

3.7.1 Fault Probabilities and Yield
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Using the derived static power from our technology data integrated into CACTI as well as

the analytical fault models from Sec. 3.6.1, we were able to compare our proposed mechanism

analytically with alternative approaches. The results for L1 Config. A and L2 Config. B are

shown in Fig. 3.4. Similar trends are observed for the L1 Config. B and L2 Config. A caches,

whose results are not shown for brevity. For yield vs. design-time fixed VDD, we compare with

SECDED/DECTED ECC and FFT-Cache [149], which is a recent FTVS approach achieving one

of the lowest min-VDDs. For FFT-Cache and both ECC schemes, fault tolerance is applied at the

subblock level of eight bytes (where the full block size is 64 bytes) for additional resilience. For

the static power vs. effective capacity metric described in Sec. 3.4, we compare with FFT-Cache

and a generic way-granularity (associativity reduction) power gating scheme.

The probability of faulty bits (BER) is shown in Fig. 3.4a, while the probabilities of faulty

subblocks, blocks, sets, and DPCS yield are depicted in Figs. 3.4b and 3.4c. It is clear that in

the region of 500 to 600 mV, a steep dropoff in yield is encountered. This is due to exponential

fault rates at the bit level which becomes critical in this region. This trend agrees with our test chip

measurements in Sec. 3.3 which showed that SRAM failures experience “avalanche-like” behavior.

In Figs. 3.4d and 3.4e, the yield of DPCS is compared with alternative approaches. Although

our approach does not achieve the best min-VDD for constant yield, it did better than SECDED

in all cache configurations, even though ECC is applied at 8-byte subblock granularity. In the

L1 Config. A configuration, DECTED achieves moderately better min-VDD than our mechanism

due to low associativity, which impacts yield of our approach. The 16-way set associativity of

L2 Config. B results in lower min-VDD than both ECC schemes and nearly matches FFT-Cache.

Note that DECTED typically incurs high area, power, and performance overheads to achieve the

yields shown [157], [160]. Furthermore, SECDED/DECTED may be overkill for sparse voltage-

induced faults, and as voltage is reduced, tolerating bit cell failures reduces the ability of these

ECC schemes to tolerate soft errors. Nevertheless, these ECC schemes could be combined with

our approach to handle both voltage-induced faults as well as transient soft errors. We leave this

to future work.
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3.7.2 Static Power vs. Effective Capacity

Despite some yield weaknesses for low-associativity cache configurations, the proposed mecha-

nism still achieves lower total static power at all voltages compared to FFT-Cache [149]. This is

due to the lower overheads of DPCS’ fault tolerance compared to the complex approach of FFT-

Cache. The difference arises from a significantly smaller fault map with only three extra bits per

64-byte block. In contrast, FFT-Cache needs two entire fault maps for each of the lower VDDs,

compounding its existing high overheads and extra necessary logic on the critical path.

Furthermore, under certain floorplan and layout conditions described earlier in Sec. 3.5.1.2,

our approach can power gate blocks as they become faulty at low voltage, providing additional

power reduction at low capacities compared to pure voltage-scaling. This result is depicted in

Fig. 3.5a along with a hypothetical version of FFT-Cache with power gating of lost capacity (gray

dashed line). If the power gating circuitry described in Sec. 3.5.1.2 is omitted, then power savings

will be moderately worse at capacities less than 100%, as shown by Fig. 3.5a. However, overall

area overheads would decrease by roughly 2%, as described below in Sec. 3.7.3. This simpler

architecture may be better for SPCS, where power gating logic is only used for up to 1% of blocks

that are allowed to be faulty. While the per-block power gating feature is useful for an improved

power vs. capacity curve, it is not absolutely essential to DPCS. This makes our architecture

compelling even for traditional thin-cell SRAM layouts with almost no modifications to the macro

floorplan.

Although our approach achieves lower power than FFT-Cache, it also has a lower effective

capacity at all voltage levels than FFT-Cache due to a much simpler but weaker fault tolerance

mechanism, as shown by Fig. 3.5b. This reaffirms the better yield of FFT-Cache. These results

clearly illustrate a tradeoff in power and capacity at each voltage level between the two approaches.

In the end, the superior power savings of the proposed approach make up for the capacity deficit

with respect to FFT-Cache, as depicted by Fig. 3.5c. Moreover, our approach with power gating of

faulty blocks does better than generic associativity reduction via per-way power gating at all cache

capacities. This is unlike FFT-Cache, which does worse than power gating below 50% cache

capacity because of its high overheads. We found that for the L1 Config. A cache, our mechanism
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(a) Static power vs. VDD (b) VDD vs. effective capacity

(c) Static power vs. effective capacity comparison

Figure 3.5: Analytical power/capacity results for the L1 Config. A cache with and without power
gating of faulty blocks. Similar normalized trends were observed for the other three cache config-
urations.

achieves 31.1% lower static power than FFT-Cache at the same 99% effective capacity. In addition,

as cache capacity is scaled down with power, the gap increases in favor of our approach.

3.7.3 Area Overhead

Our CACTI results indicate that from the fault map alone, our area overheads compared to a

baseline cache lacking fault tolerance do not exceed 4% in the worst case of all configurations. The

additional area overheads from the power gating transistor [151] plus small inverter are estimated

to be no more than 2%. The DPCS policy implementation is assumed to have negligible area

overhead, due to its simplicity and that it could be implemented in software, as the cache controller
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typically includes the necessary performance counters. Furthermore, the fault map comparison

logic is only a few gates per cache way. Thus, we estimated the total area overhead to be up to

6% among all tested cache configurations. These area overheads are a significant improvement

compared to the reported overheads of other FTVS schemes such as 10T SRAM cells (66%),

ZerehCache (16%), Wilkerson et al. (15%), Ansari et al. (14%), and FFT-Cache (13%) [149].

3.8 Simulation Results

In this section, we discuss aggregate energy savings and performance overheads across a portion

of the SPEC CPU2006 benchmark suite on both system configurations for several different fault

map instances.

3.8.1 Fault Map Distributions

Using the fault models described in Sec. 3.6.1 and the methodology from Sec. 3.6.4.1, we generated

10,000 complete fault map instances for each of the four cache configurations, i.e., L1-A, L2-A,

L1-B, and L2-B. Each fault map contained the min-VDD for each cache block at a resolution of 10

mV. Fig. 3.6a depicts the aggregate faulty block distribution across all 40,000 randomly generated

fault maps.

Fig. 3.6b depicts the histogram of the minimum global VDD that can be used across a cache

instance. For the baseline case, any faulty block at a given voltage will limit the overall min-VDD.

Clearly, the long tail from Fig. 3.6a hampers the traditional design approach (these numbers agree

with our 45nm process guidelines for min-VDD as well). In the baseline caches, as nominal cache

capacity increases, so does the min-VDD, regardless of associativity.

However, the cache min-VDD distributions for the proposed architecture follow a very different

trend, as indicated by Fig. 3.6b. Unlike traditional caches, the benefits of increased associativity

outweigh increased nominal capacity for reducing VDD. This is because the voltage scalability of

our approach is only limited by the constraint that no set may be totally faulty (recall that the min-

VDD requirement for our approach from Sec. 3.5.1.6 and Sec. 3.6.1). As associativity increases,
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Figure 3.6: Manifested distribution of min-VDD at the block and cache granularities.

the likelihood of any set being completely faulty rapidly decreases.

Thus, our simple fault tolerance scheme exhibits good scalability as cache memories increase

in size and associativity. Moreover, the variance in min-VDD across many cache instances is

significantly less than conventionally designed caches, meaning that even design-time choice of

VDD can be done with narrower guardbands while maintaining high yield.
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3.8.2 Architectural Simulation

We now discuss the impact of SPCS and DPCS on energy and performance. All the depicted

results include the architectural design choice to power gate faulty blocks. We also conducted the

same set of experiments without per-block power gating; the results are not shown for brevity. For

the worst-case fault maps at the lowest voltages, the total cache static energy difference between

the two approaches did not exceed 5%. At the system level, the overall energy gap between the

two design choices was less than 1%. Henceforth, we only discuss the architecture with the power

gating feature included.

3.8.2.1 Breakdown of Energy Savings

Both SPCS and DPCS deliver static and dynamic power savings due to low voltage operation

even during cache accesses. The breakdown of total system energy is depicted in Fig. 3.7 for the

baseline, SPCS, DPCS Policy 1 (P1), and DPCS Policy 2 (P2) caches using the mean of five unique

faultmap runs. The variations in energy breakdowns across benchmarks in total baseline and SPCS

energy are due to workload dependences, i.e., the extent to which they are CPU or memory-bound.
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(a) Config. A, CPU power was normalized to 50% and DRAM energy to 15% of total average baseline energy

(b) Config. B, CPU dynamic power was scaled up by 3x, and static power by 5x compared to Config. A in accordance with 50% higher clock
frequency. DRAM energy was unchanged

Figure 3.7: Breakdown of averaged total system energy for baseline, SPCS, and DPCS policies P1 and P2, all normalized to the
respective benchmarks’ baseline system total energy. Note that because DPCS has little impact on overall runtime and DRAM accesses,
the relative energy breakdown across CPU and DRAM can be re-normalized to other systems in a straightforward manner.



SPCS achieved good and consistent energy savings across all benchmarks, achieving an aver-

age of 62% total cache and 22% total system energy savings with respect to the baseline in both

Configs. A and B. This is because cache efficacy is not significantly impacted at the 99% capacity

point, and no voltage transitions occur to other power/capacity points.

Energy savings were almost always better for both DPCS policies P1 and P2 compared to SPCS

and the baseline. This was in line with our expectations, as both policies never go above the SPCS

voltage level because little performance would be gained. However, note that DPCS has some

system-level energy overhead due to extra time spent in DPCS transitions and potentially more

cache misses and CPU stall cycles compared to SPCS or baseline. For example, reduced power

and capacity in L1 due to DPCS can cause more L2 accesses, resulting in a tradeoff between L1

static power and L2 dynamic energy.

In nearly all cases, the access diversity-based DPCS Policy 1 (P1 in Fig. 3.7) achieved equal

or slightly lower total cache energy than the access time-based DPCS Policy 2 (P2). On average,

P1 reduced total cache (system) energy by 78% (27%) compared to baseline on Config. A, and by

80% (26%), on Config. B. On average across all benchmarks and configurations, P2 saved nearly

identical system-level energy as P1. However, in some benchmarks, such as perlbench on Config.

A or lbm on Config. B, the gap between policies was noticeable.

Discrepancies in energy savings between DPCS Policy 1 and DPCS Policy 2 could be explained

by a combination of threshold parameters and the method of inferring performance impact at low

voltage. For example, the cache capacity utilization measured by DPCS Policy 1 loosely relates

to performance through working set analysis. In contrast, DPCS Policy 2 measures performance

more directly through average access time. However, owing to the huge design space already

presented, we do not have the resources to exhaustively test other policy threshold parameters. We

leave static and dynamic policy optimization to future work.

Regardless of differences in policies, SPCS and DPCS demonstrate reduced total cache and

system energy overall with little impact on the CPU or DRAM. As we will see in the next section,

this can be attributed to low performance overheads while still reducing static cache power and

some dynamic access energy.
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Figure 3.8: Average performance degradation of SPCS and DPCS policies P1 and P2. Error bars
indicate the range of performance impact across the five quintile fault maps.

3.8.2.2 Performance Overheads

The energy savings presented above come at a mild performance cost as measured by execution

time. Fig. 3.8 depicts the average performance penalty for SPCS, DPCS Policy 1, and DPCS Policy

2 for each benchmark with respect to the baseline system.

Across all benchmarks on Config. A, the slowdown of SPCS is only 0.32± 0.06% with respect

to baseline. For Config. B, the slowdown is 0.50 ± 0.02%. This shows that a 1% loss of cache

capacity has a negligible impact on performance. Thus, even with the worst case fault maps, the

per-chip SPCS approach is effective at achieving energy savings with very little overhead. Thanks

to the low variance in min-VDD with SPCS (see Sec. 3.8.1), an aggressive design-time choice of

SRAM VDD (as opposed to our run-time approach) could also result in negligible performance

impact while maintaining high yield and good energy savings.

Fig. 3.8 also shows how DPCS performance degrades compared to SPCS. On average, the

access time-based DPCS Policy 2 (0.77% to 1.76%) does equal or better than the access diversity-

based DPCS Policy 1 (0.94% to 2.24%) on Config. A. This small performance advantage of P2

holds for Config. B. For both SPCS and DPCS, higher cache associativity improves performance

consistency in addition to min-VDD across a variety of fault maps.

Interestingly, the per-benchmark performance of both policies appears to be dependent on the

system configuration. For example, in Config. A, P1 does poorly on bwaves and is also very

sensitive to fault map variation. In contrast, lbm performed very consistently for SPCS, P1, and P2

under Config. A, but suffered relatively more under P1 for Config. B. We believe these sensitivities

are due to a combination of different CPU frequencies, cache hit times, and possibly fault map

instances.
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(a) gobmk, DPCS Policy 1, L1 Config. A. Each Interval corresponds to
61,200 cycles at 2 GHz

(b) bzip2, DPCS Policy 2, L2 Config. B. Each Interval corresponds to
1,838,400 cycles at 3 GHz

Figure 3.9: Selected snippets of DPCS traces in mid-execution using median fault map instances.

3.8.2.3 DPCS Policy Behavior

Finally, we illustrate some characteristics of each DPCS policy by examining short snippets of their

behavior during execution. Fig. 3.9 shows two trace fragments for different workloads, system

configurations, cache levels, and DPCS policies.

For most of the execution trace depicted in Fig. 3.9a, the cache capacity is roughly 80%. This

indicates that DPCS is in the lowest voltage mode. DPCS Policy 1 does not boost voltage unless

the working set size exceeds 90% of the available capacity. This occurs several times around
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Interval 150. The cache occupancy then increases rapidly, indicating that some performance

was probably recovered. However, higher miss rates and average access times do not necessarily

cause high block touch rates. This can be seen around Interval 210, where the miss rate jumps to

approximately 60%, but only 65% of the nominal capacity is referenced at that time. In this case,

a DPCS boost would probably not help performance noticeably.

A very different trend is shown in Fig. 3.9b. Since the cache is relatively large compared to

the needs of the application, the working set size always remains below 20% of nominal capacity.

However, note that the application regularly has a miss rate of up to 40%. DPCS Policy 2 adapts

by transitioning to a higher cache capacity in an attempt to recover performance. However, the

downside is that such an action is not guaranteed to affect the miss rate or recover performance.

3.9 Conclusion

In this work, we proposed static (SPCS) and dynamic (DPCS) power/capacity scaling, a novel

fault-tolerant, voltage-scalable (FTVS) SRAM architecture for energy-efficient operation. Our

proposed mechanism and policies leverage several important observations. First, using our 45nm

SOI test chips, we observed the fault inclusion property, which states that any block that fails at

some supply voltage will also be faulty at all lower voltages. To the best of our knowledge, no

other FTVS approaches exploit this behavior. This allows for efficient fault map representation

for multiple run-time cache VDD levels. Our approach also has the benefit of a simple and low-

overhead implementation, which allows the caches to achieve better power/capacity tradeoffs than

some competing approaches that primarily focus on achieving low min-VDD at fixed yield.

We believe that DPCS has the potential to complement conventional dynamic voltage/fre-

quency scaling (DVFS) for improved system-level energy proportionality. The application of

DPCS in a real system would bring interesting challenges and opportunities to the software stack.

Our future work seeks to develop coordinated DVFS and DPCS policies at the system level, taking

into account heterogeneous system architectures, multi-core processors, cache coherence, aging

effects, and implications for power management of other system components. This approach to

variation-aware design could also be extended to allow for approximate computing.
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CHAPTER 4

X-Mem: A New Extensible Memory Characterization Tool used

for Case Studies on Memory Performance Variability

Effective use of the memory hierarchy is crucial to cloud computing. Platform memory subsys-

tems must be carefully provisioned and configured to minimize overall cost and energy for cloud

providers. For cloud subscribers, the diversity of available platforms complicates comparisons and

the optimization of performance. To address these needs, we present X-Mem, a new eXtensible

open-source software tool that characterizes the Memory hierarchy for cloud computing.

X-Mem is designed to be modular, portable, and extensible while surpassing most capabilities

of existing utilities. The tool directly measures a number of statistics for throughput, (un)loaded

latency, and power for each level of cache and DRAM through flexible stimuli. Its features include

multi-threading, awareness of non-uniform memory architecture, and support for different page

sizes. X-Mem can exercise memory using many combinations of load/store width, access pattern,

and working set size per thread. The accessibility and extensibility of our tool also facilitates future

research. It is written in C++ and currently runs on GNU/Linux and Windows for both x86-64 and

ARM. x86-64 is also supported for Mac OS.

We demonstrate the utility of X-Mem through a series of experimental case studies using state-

of-the-art platforms. The tool is used to: (i) infer details of cache organization, main memory

performance, and DRAM power, (ii) compare general performance aspects of the memory hier-

archy across a variety of real and virtual platforms spanning different cloud providers, instruction

sets, and operating systems, and (iii) explore the efficacy of tuning certain DRAM parameters for

performance with a focus on determining whether DRAM variability can and should be exploited

for application performance.
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Our results show how cloud subscribers could choose a preferred target platform and better

optimize their applications even if the hardware/software stack is opaque. Cloud providers could

use X-Mem to fine-tune system configurations and to verify machine performance envelopes before

deployment. We envision novel ways that researchers could extend X-Mem for purposes such as

the characterization of emerging memory architectures.

Collaborators:

• Dr. Mohammed Shoaib, Microsoft Research

• Dr. Sriram Govindan, Microsoft

• Dr. Bikash Sharma, Microsoft

• Prof. Puneet Gupta, UCLA

Source code and data are available at:

• https://nanocad-lab.github.io/X-Mem/

• https://github.com/Microsoft/X-Mem

• https://github.com/nanocad-lab/X-Mem

• https://github.com/nanocad-lab?&q=xmem

• http://nanocad.ee.ucla.edu
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4.1 Introduction

By 2016, over 80% of enterprises are expected to adopt cloud computing [201, 202] because of its

economic advantages. Cloud providers seek to minimize capital (CapEx) and operational (OpEx)

expenses while satisfying a service-level agreement. Cloud subscribers want to extract maximum

performance from their resources. These complementary objectives influence the entire hardware/-

software stack.

The needs of cloud providers and subscribers particularly pressure the memory subsystem.

From the provider’s perspective, memory procurement costs dominate CapEx, with 128 GiB of

DRAM costing as much as $2000 per server [203]. In OpEx, up to 30 percent of total server power

is consumed by memory [39,40,204]. To reduce these costs, providers must be able to thoroughly

explore the memory design and configuration envelope for each class of applications.

For subscribers, application performance is dependent on the properties of the memory hi-

erarchy, from CPU caches to DRAM [205]. With a wide range of cloud platforms, subscribers

need to quickly and easily evaluate general performance aspects of the memory subsystem. They

also may require more detailed attributes for a chosen platform – whose designs are increasingly

heterogeneous with typically opaque implementations – to optimize their application code. More-

over, making the memory hierarchy more transparent is part of the long-term solution [19] to the

well-known “memory wall” problem that causes system performance to scale poorly.

Thus, careful characterization of the memory hierarchy is crucial for both the cloud provider

and the subscriber to maximize the performance/cost ratio. However, existing memory characteri-

zation tools fail to meet the following four functional requirements driven by cloud platforms.

(A) Access pattern diversity. Cloud applications span many domains. They express a broad

spectrum of computational behaviors, and access memory in a mix of structured and random pat-

terns. These patterns exhibit a variety of read-write ratios, spatio-temporal localities, and working-

set sizes. Replication of these memory access patterns using controlled micro-benchmarks facili-

tates the study of their performance. This can be used by cloud providers to create cost-effective

hardware configurations for different classes of applications, and by subscribers to optimize their

applications.
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(B) Platform variability. Cloud servers are built from a mix of instruction set architectures

(ISAs, e.g., x86-64 [206, 207] and ARM [208, 209]), machine organizations (e.g., memory model

and cache configuration), and technology standards (e.g., DDR, PCIe, NVMe, etc.). They also

include unique hardware capabilities, such as extended ISAs that feature vectorized loads and

stores. Platforms also span a variety of software stacks and operating systems (OSes, e.g., Linux

and Windows [206,207]). The interfaces and semantics of OS-level memory management features

such as large pages and non-uniform memory access (NUMA) also vary. In order to objectively

cross-evaluate competing platforms and help optimize an application for a particular platform, a

memory characterization tool should support as many permutations of these features as possible.

(C) Metric flexibility. Both the subscriber’s application-defined performance and the provider’s

costs depend on memory performance and power. These can be described using statistical distri-

butions of several different metrics. For example, the distribution of DRAM loaded latency might

be correlated with the distribution of search query latency in a heavily loaded server. Meanwhile,

both the peak and average main memory power consumption are important metrics to the cloud

provider, as they impact both CapEx and OpEx respectively. Memory power could also impact

application performance indirectly due to a system-level power cap [210]. However, most charac-

terization tools do not expose these flexible statistics or integrate memory power measurement.

(D) Tool extensibility. Cloud platforms have changed considerably over the last decade and

will continue to evolve in the future. Emerging non-volatile memories (NVMs), such as phase-

change memory (PCM), spin-transfer torque RAM (STT-RAM), and resistive RAM (RRAM)

[211, 212] introduce new capabilities and challenges that will require special consideration. The

metrics of interest may also change with future applications and cloud management techniques.

Unfortunately, most existing characterization tools are not easily extensible, hampering their use-

fulness in these scenarios.

To address these four key requirements for both providers and subscribers of cloud services,

we present X-Mem: an open-source, cross-platform, and eXtensible Memory characterization soft-

ware tool written in C++. Through a flexible benchmarking framework with multiple degrees of

freedom, it can reveal non-trivial relationships between application behavior and attributes of the

underlying system. This can provide crucial inputs to optimize cost and performance for both
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cloud providers and subscribers. X-Mem thus helps providers to intelligently provision cloud

servers (e.g., what memory type to buy – when is lower-latency DRAM worth the opportunity

cost of higher-bandwidth memory?) and operate them (e.g., what are the optimal DRAM run-time

settings for different latency or throughput-sensitive applications?). It also allows subscribers to

determine the optimal cloud provider and virtual machine (VM) combination for their workloads.

X-Mem can help guide development of future provider server platforms by exposing many relevant

aspects of the complex memory hierarchy.

We demonstrate X-Mem’s utility by experimentally evaluating several aspects of seven differ-

ent hardware/software platforms. They span x86-64/ARM, Windows/Linux, (micro)servers/desktop,

and physical/virtual machines. We show how to uncover organizational details of the cache hierar-

chy, discuss the joint impact of NUMA and page size on performance for different OSes, quantify

the energy proportionality of server DRAM, and contrast memory hierarchy performance across

platforms. We also evaluate the effects of different DDR3 DRAM configurations on memory

throughput and (un)loaded latency.

Crucially for research on Opportunistic Memory Systems, X-Mem can be used to explore the

performance and power benefits of variation-aware DRAM. In contrast to recent literature [213],

we use X-Mem to find that DRAM timing optimizations have a significant benefit only when the

memory is lightly loaded. This is an important result for those that wish to exploit variability in

DRAM latency for improved performance per dollar by tuning DRAM timings for different cloud

applications.

This chapter includes the following contributions:

• A description of the design philosophy and implementation details of X-Mem, that promotes

the understanding of its functionality and facilitates rapid modifications by the research com-

munity.

• Case Study 1: A characterization of memory hierarchy performance, that demonstrates how

cloud subscribers can optimize applications for the memory organization of a particular plat-

form.
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• Case Study 2: A comparison of memory hierarchies across seven different platforms, that

shows how cloud subscribers can select the appropriate platform for their application.

• Case Study 3: An evaluation of system configurations on main memory performance, that

helps cloud providers provision and fine-tune their systems for different applications.

X-Mem source code, binaries, user manuals, programmer documentation, selected datasets,

and various scripts are available online. The tool is being actively maintained and extended for

ongoing research needs; the contents of this chapter are based on “v2.2.3” of the tool.1

This chapter is organized as follows: in Sec. 4.2, we present related work and explain how

our work advances the state-of-the-art. It is followed by a description of the design and imple-

mentation of X-Mem in Sec. 4.4. In Sec. 4.5, we describe our experimental setup, describe the

hardware/software platforms of interest, and validate X-Mem. We use the tool to evaluate several

systems of interest in three case studies in Sec. 4.6. Sec. 4.7 concludes the chapter.

4.2 Related Work

In this section, we summarize the pertinent literature on characterization and optimization of cloud

platforms and memory systems. We then review current memory benchmarking tools and highlight

how X-Mem extends the state-of-the-art.

Several studies have evaluated the performance of cloud-hosted applications [214–216]. Ferd-

man et al. [217] and Kozyrakis et al. [218] derived infrastructure-level insights by analyzing cloud-

scale workloads. CloudCmp [219] contrasted the performance and cost of different providers’

platforms. Blem et al. [220] explored differences in CPU energy and performance as a function of

the instruction set itself. However, none of these cloud studies focused on memory.

With a broad scope that includes the cloud, there have been many studies that optimize mem-

ory systems. Memory-aware policies for dynamic voltage/frequency scaling (DVFS) of CPUs have

been suggested [221, 222]. Many techniques for improving DRAM energy efficiency via schedul-

1Recently, we have added preliminary support for Intel Xeon Phi many-core co-processors, as well as Mac OS on
x86-64, but neither are considered or evaluated further in this chapter.
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ing and alternative hardware organizations [112, 223–225] have been explored. After Barroso and

Hölzle described the problem of memory energy proportionality [39,40], other researchers recom-

mended using DVFS for the memory bus as a solution [182–184, 226, 227]. Recently, researchers

have taken a different angle, studying how to improve memory and cache energy by opportunistic

exploitation of hardware manufacturing variations [1, 2, 8].

With regard to hardware variability, two studies are of particular interest. Chandrasekar et

al. [228] described a novel procedure to optimize DDR3 timing parameters for DRAM modules.

However, they did not discuss the application-level benefits of their approach. Adaptive-Latency

DRAM (AL-DRAM) [213] explored this idea further, evaluating it using a suite of benchmarks

on a real system. However, the authors did not study the impact of variation-aware tuning on the

memory performance itself. Without this low-level insight, it is unclear why applications bene-

fit. We briefly revisit this question at the end of our third case study; our observations appear to

contradict the conclusions in AL-DRAM [213].
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Table 4.1: High-level feature comparison of X-Mem with other memory benchmarking tools. m indicates partial feature support. No
existing tool provides the same breadth of capability as X-Mem.

(A) (B) (C) (D)
Tool Thru- Lat. Loaded Multi- NUMA Lrg. Power Cache & Native Native x86 x86-64 ARM Vector Open Lang. Acc. Patt. Platf. Metric Tool

put Lat. Thrd. Pages Mem. Linux Win. Inst. Src. Divers. Var. Flex. Extens.
STREAM v5.10 [229] X m m X X m m X C, FORTRAN
STREAM2 v0.1 [230] X m m X X m m X FORTRAN

lmbench3 [231] X X X m X X m m X C
TinyMemBench v0.3.9 [232] X X X X X X m m X X C

mlc v2.3 [233] X X X X X X X X X X X
X-Mem v2.2.3 [234, 235] X X X X X X X X X X X X X X X C++ X X X X



Several existing micro-benchmark suites are available to quantify memory system performance.

They include STREAM [229,236,237], STREAM2 [230], lmbench3 [231], TinyMemBench [232],

and mlc [233]. We surveyed their capabilities that relate to the cloud-specific needs described ear-

lier in Sec. 4.1, namely: (A) access pattern diversity; (B) platform variability; (C) metric flexibility;

and (D) tool extensibility. A high-level comparison of these tools’ features is shown in Table 4.1.

Intel’s Memory Latency Checker (mlc) [233] is the closest tool to X-Mem in terms of feature

support, but like the others, does not address these four important requirements.

Some relevant studies used custom micro-benchmarks to study certain aspects of cache and

memory performance [238–241]. Murphy et al. [242] proposed idealized analytical models to

examine application sensitivity to memory bandwidth and latency in order to better address system

bottlenecks. However, none of these works have described or released a tool suitable for use by

others.

X-Mem generally surpasses the capabilities of prior tools while being usable by the broader

community. To the best of our knowledge, no previous work has created or used a memory charac-

terization tool with the same breadth of features as X-Mem. The studies conducted in this chapter

would have been cumbersome if not impossible to achieve without a tool like X-Mem. With the

versatility, portability, extensibility, and simple UI provided by X-Mem, it is easy to automate the

collection and post-processing of hundreds of thousands of different memory hierarchy measure-

ments on machines deployed in the field. As we will demonstrate in the two case studies later on

in this chapter, this flexibility grants researchers and engineers considerable visibility into archi-

tectural subtleties and can also reveal opportunities for cloud server provisioning, run-time man-

agement, and application code optimization. We believe that our tool will make characterization

and evaluation studies easier to conduct in the future, while opening new avenues for exploration

through its versatility, portability, and extensibility.

4.3 Background

In this section, we describe the basics of a typical memory hierarchy in a modern non-uniform

memory access (NUMA) server as well as double data rate (DDR) DRAM operation.
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Figure 4.1: Typical server memory hierarchy with NUMA (repeat of Fig. 1.1).

4.3.1 Non-Uniform Memory Access (NUMA)

In most high-end machines typically deployed as enterprise workstations or as servers in the dat-

acenter, multiple processor packages (nodes) are used to achieve higher core counts and off-chip

main memory DRAM capacity. Although shared and globally addressable by all CPUs, the main

memory is physically partitioned between the processor sockets, resulting in non-uniform memory

access (NUMA) latency and throughput from each node.

A typical server with two identical NUMA nodes is depicted in Fig. 4.1.2 In this cache-coherent

example system, each processor core has private L1 data and instruction caches, as well as a unified

private L2 cache. A single L3 cache and a portion of system main memory is shared by all cores on

the node. For inter-socket cache coherence traffic and remote memory accesses, data crosses the

backplane interconnect depicted at the top of the figure. This interconnect is the primary source of

NUMA latency and throughput effects.

Because the performance impact of remote memory accesses can be significant, modern OSes

provide software mechanisms that allow applications to provide hints for memory allocation and

thread scheduling. However, applications that do not leverage these special NUMA APIs could

2The depicted architecture is generally similar to that of our experimental Server platform that will be described
later in Sec. 4.5, except with only four cores per socket instead of 12, and an L3 bus instead of a ring-based intercon-
nect.
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degrade performance for themselves as well as other processes by generating unnecessary inter-

socket traffic. In symmetric multiprocessing (SMP) NUMA systems, performance is theoretically

independent of the exact CPU and memory node used. In our first case study in Sec. 4.6.1, we will

show using X-Mem that this is not always true in realistic settings.

4.3.2 DDRx DRAM Operation

In a typical server DDR3 memory system [25], each processor package has from one to four

channels (buses), each 64-bits wide for data and independently managed by integrated memory

controllers. Each channel is typically populated with one or two DIMM(s), each of which can have

several ranks. A rank is an independent group of DRAM chips operating in lockstep that share

common address, command, clock, and rank (chip) select signals. DRAM chips in a rank group

their data pins together to interface with the 64-bit wide memory channel, which may be shared

with other independent ranks. In systems that support error correcting codes (ECC), the bus is

widened to 72 bits, of which eight bits are used for parity and stored on extra dedicated DRAM

chips in each rank.

An individual DRAM chip is organized into several independent addressable banks. The banks

share the DRAM’s data I/O pins which are connected to the channel. Thus, while the banks can

serve requests concurrently, only one bank may be transferring data on the channel I/O on any

given clock cycle. Finally, each bank consists of a logical memory array, which is addressed

by rows and columns. Thus, a physical memory address can be mapped to a unique location by

channel, rank, bank, row, and column. The smallest addressable unit of memory is a byte.

A typical DDR3 DRAM system is depicted in Fig. 4.2. In this illustration, there are four

channels of DDR3 DRAM with ECC. Each channel is composed of four DIMMs with one rank

per DIMM. The DRAMs have a x8 pin configuration and each consist of four independent banks

that operate in lockstep across the rank. The ninth parity DRAM used for ECC in each rank is not

shown.

To read or write from a location in DRAM, the memory controller must first open (or activate

with an ACT command) the designated row within a bank, which loads the data into a row buffer
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Figure 4.2: Anatomy of a typical DDR3 DRAM memory subsystem (repeat of Fig. 1.2).

within the bank. All banks on a chip share the same I/O. READ and WRITE commands can then be

performed on the data in the row buffer. To access a different row in the bank, the currently open

row must be closed (or precharged with a PRE command), as only one row may be open at a time

per bank.

The JEDEC DDRx standards – e.g., DDR3 [25] – have many timing constraints between var-

ious DRAM commands to ensure correct operation. Of these constraints, several are particularly

important to access scheduling in DDR3: nCAS, nRCD, nRP, and nRAS. These parameters are ex-

plained in Table 4.2.3 The parameters in Table 4.2 represent integer multiples of the DDRx clock

3Other commonly referred parameters are nRD, nWR, refresh rates, etc., which are not considered in this chapter.
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Table 4.2: DDR3 timing parameters that will be evaluated in this chapter

DRAM Timing Parameter Description
nCAS Column Access Strobe. Internal DRAM delay between a

READ to an open row and data available at I/O pins.
nRCD RAS to CAS Delay. Required delay between an ACT

command and the first READ or WRITE to the open
row.

nRP RAS Precharge. Required delay between a PRE command
and the next ACT command to a different row.

nRAS Row Access Strobe. Required row cycle time. Minimum
time between successive ACT or PRE commands in a bank.
Must be at least nRCD+nRP.

period, as indicated by the prefix “n.” Note that the DDRx clock frequency is half the data transfer

rate, as data is transferred across the channel on both edges of the clock. Due to the complexity of

the memory system, one cannot directly determine the impact of these timings on overall perfor-

mance of the memory hierarchy and applications running on the CPU. We use X-Mem in our third

case study in Sec. 4.6.3 to quantify the effect of different timing parameters for a mix of DDR3

channel frequencies.

4.4 X-Mem: Design and Implementation

We now discuss the important design decisions and implementation details behind X-Mem. These

are organized according to the four functional requirements for cloud platforms described in the

introduction. The tool extensibility aspect is divided among subsections for access pattern diversity

(Sec. 4.4.1), platform variability (Sec. 4.4.2), and metric flexibility (Sec. 4.4.3). Fig. 4.3 depicts

the high-level software organization that will be referred throughout the section.4

4.4.1 Access Pattern Diversity

The diversity of access patterns supported by X-Mem is important for characterizing and designing

cloud systems. Even without writing custom extensions, users can often stimulate memory using a

4All specific features listed in this section are current as of X-Mem version 2.2.3.
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/hardware abstractions. Its modular design enables simple prototyping of extended capabilities
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specific access pattern that resembles an important phase of application behavior. This can enable

cloud subscribers to better optimize their code for the memory organization of their target plat-

form. Cloud providers can use such functionality to evaluate candidate memory configurations for

different classes of applications. Computer architects could even use X-Mem to evaluate memory

system optimizations early in the design or prototyping phases without running a full application.

At a high level, the user input causes a set of unique memory Benchmarks to be constructed
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by a global BenchmarkManager. The manager object generally allocates a large contiguous array

on each NUMA node using a specified page size, and carves up the space as needed for each

Benchmark. Benchmarks are run one at a time, where each is multi-threaded. There are two

types of Benchmark: ThroughputBenchmark and LatencyBenchmark. Benchmarks can employ

LoadWorker threads that measure memory throughput, and LatencyWorker threads to measure

either loaded or unloaded latency, depending on whether other LoadWorker threads are running

concurrently. Both workers types are descended from the MemoryWorker class.

To ensure consistency of results, each benchmark must be primed before execution. To avoid

OS interference, MemoryWorkers lock themselves to designated logical CPU cores and elevate

their thread scheduling priority. The workers then prime their tests by running them several times

before an official timed pass. This helps to accomplish three things: (i) the instruction cache is

warmed up with the core benchmark code; (ii) the data cache(s) are warmed up with (part of) the

working set; and (iii) the CPU is stressed sufficiently enough that it is likely in a high-performance

state when the benchmark begins (e.g., maximum voltage/frequency setting).

Each Benchmark gives its MemoryWorkers a pointer to an appropriate benchmark kernel func-

tion and a corresponding dummy benchmark kernel function. The dummy is used to quantify

the overheads associated with the non-memory access parts of the benchmark kernel function,

which may include the function call and sparse branch instructions. During a benchmark, each

MemoryWorker repeatedly executes its benchmark kernel function until the cumulative elapsed

time reaches a target raw duration, Traw, which is configurable at compile-time and defaults to 250

ms. The number of iterations of the benchmark kernel function is recorded; the dummy benchmark

kernel function is repeated for same number of times. The execution time for the dummy kernel

Tdummy is subtracted from Traw to obtain the worker’s final adjusted time, Tadjusted.

Each benchmark kernel accesses exactly 4 KiB of memory before returning. This allows the

function caller to measure the throughput/latency distribution of the memory access pattern over

many chained iterations, regardless of the thread’s working set size, which might vary from KiBs

to GiBs. The decision to use 4 KiB per function call is a compromise between precision, accuracy,

flexibility, and overhead. It provides sufficiently fine granularity to benchmark small L1 caches and

avoids crossing typical page boundaries. At the same time, it is large enough to keep the function
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overhead low and to be accurately captured with high resolution timers.

X-Mem’s low-level benchmark kernel functions include many different memory access pat-

terns. Each of these global kernel functions implements a unique combination of the following: (i)

type, currently pure-load or pure-store; (ii) structure, which currently include sequential, strided,

and purely random addressing; and (iii) chunk size, which is the access width for a single memory

instruction. X-Mem presently supports strides in both forward and reverse directions, with lengths

of ±{1,2,4,8,16} chunk multiples. We currently include four chunk sizes in the standard release

of X-Mem as of v2.3: 32, 64, 128, and 256 bits wide. Unsupported chunk sizes for each platform

are disabled.

The random access benchmark kernel functions (used by the LatencyWorker as well as some

LoadWorkers) were implemented as a pointer-chasing scheme that creates a chain of dependent

reads to random addresses. This forces only one memory request to be outstanding at a time,

ensuring that the average access latency can be accurately measured over many chased pointers.

In this work, the chain is constructed by initializing a contiguous array of pointers to all point at

themselves and then randomly shuffling the array. An alternative technique is to construct a random

Hamiltonian Cycle of pointers. Both techniques are O(N), but the random shuffle approach ran

much faster on our machines. However, with the random shuffle method, a series of pointers may

occasionally form a small cycle that “traps” the kernel function, effectively shrinking the intended

working set size. This can cause incorrect results but can be mitigated by using multiple iterations

or by using the Hamiltonian Cycle technique instead. Nevertheless, in most cases, the latency

measurements generated using the two methods are indistinguishable.

The number of unique micro-benchmarks is many times greater than the 88 currently-included

benchmark kernel functions would suggest. For instance, the user may specify the number of

worker threads for each micro-benchmark. Each thread can have a different memory region work-

ing set size and kernel benchmark function. These working set regions can be allocated in a

NUMA-aware fashion with configurable page size and adjustable alignment. It is also possible for

groups of worker threads to use overlapped memory regions.

Although X-Mem currently implements a diverse set of memory access patterns, the tool may
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see uses beyond the case studies presented in this chapter. Thus, we designed the tool to allow for

the addition of new access patterns with minimal modifications by abstracting core memory access

functionality in the individual benchmark kernel functions. We believe this is a key requirement for

cloud providers that host diverse third-party applications and also for the subscribed application

developers. Rich functionality can be added by merely writing a few extra specialized bench-

mark kernel functions. To leverage these, developers can lightly modify existing derivations of the

Benchmark and MemoryWorker classes to use their new kernels, or write their own derived classes.

A simple extension might support wider vector memory instructions such as AVX-512 [243]. This

could be done with a new 512-bit chunk size option and copying and modifying the existing 256-bit

benchmark kernels to use the wider instructions and registers. In another example, the standard X-

Mem release includes a third derived Benchmark type: the DelayInjectedLatencyBenchmark.

This class implements a special version of the multi-threaded loaded LatencyBenchmark, where

the LoadWorker use slightly modified benchmark kernel functions with nop instructions inter-

spersed between memory access instructions. This has proven useful for characterizing main

memory latency when subjected to a wide range of load traffic.

More radical extensions are also possible with relatively little effort. Specialized access pat-

terns for benchmarking translation-lookaside buffer (TLB) performance or measuring inter-cache

communication latency with variable load interference can be built on top of the existing code-

base. For security research, a small benchmark kernel can be added that performs Rowhammer-

like DRAM attacks [244, 245]. A memory power “virus” might be written to test server power

capping techniques. Benchmarks for characterizing data dependence of memory power [2] and

performance could be crafted.

4.4.2 Platform Variability

To help cloud subscribers gain insight on various platforms, we designed X-Mem to support dif-

ferent combinations of hardware and software. X-Mem currently runs on many cloud-relevant

platforms that span different ISAs, hardware features, and OSes. Currently supported architectures

include x86, x86-64 with optional AVX extensions, ARMv7-A with optional NEON extensions,
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and ARMv8 (64-bit). GNU/Linux and Windows are currently supported on each architecture.5

X-Mem abstracts OS and hardware-specific interfaces and semantics wherever possible. Two

classic C/C++ language features were used to achieve this: (i) typedef is used to abstract ISA-

specific datatypes for vector-based wide memory access, and (ii) pre-processor macros that guard

OS or architecture-specific code. In addition to language features, X-Mem wraps OS APIs. For

example, generic functions are used to pin worker threads to logical cores and to elevate thread

priority. However, X-Mem cannot control the semantics of these OS services. Whenever they can-

not be controlled, the tool is clear to the user and programmer about possible sources of deviation

in reported results.

Each benchmark kernel function and its dummy had to be carefully hand-crafted to stimulate

memory in a “correct” manner for characterization on each platform. This helps ensure that mea-

sured results can be compared fairly as possible. Whenever possible, the implementations of the

benchmark kernel functions use several tricks to defeat compiler optimizations in the important

sections of code without resorting to un-portable inline assembly. Two examples include manual

loop unrolling to control branching overheads, and the use of the volatile keyword to keep the

compiler from pruning away “meaningless” memory reads and writes that are critical to benchmark

correctness.

The execution time for an unrolled loop of benchmark kernels is measured using X-Mem’s

start timer() and stop timer() functions. Internally, these functions use a high-resolution

timer, whose implementation is specified at compile-time as an OS-based or hardware-based timer.

OS timers are implemented essentially with POSIX clock gettime() and CLOCK MONOTONIC or

Windows’ QueryPerformanceCounter(). Hardware timers are less portable, even for the same

ISA, but they enable finer-grain timing for very short routines. On Intel systems, the Time Stamp

Counter (TSC) register is sampled using the special rdtsc and rdtscp partial serializing instruc-

tions along with the cpuid fully-serializing instruction [246].6 Our testing has shown that for the

default Traw = 250ms benchmark duration, there is no measurable difference between hardware
5We were able to compile, but not link X-Mem for Windows/ARM combinations due to a lack of library support

for desktop ARM applications.
6Benchmark workers are always pinned to a single core, and timer values are never directly compared across

workers, so users can choose TSC in their Intel-targeted X-Mem builds if needed.
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and OS timers in X-Mem. OS timers are used by default to aid portability, although this option

and Traw can be easily changed at compile time.

The tool generates results as fairly as possible to allow for “apples-to-apples” comparisons of

memory systems. We use Python-based SCons [247] to simplify the build process and maximize

portability. On GNU/Linux builds, we verified that the g++ compiler generates the intended code

on each platform by disassembling and inspecting the X-Mem executables. On Windows builds,

the Visual C++ compiler cannot generate AVX instructions for our variables that were intentionally

tagged with the volatile keyword. On the other hand, it also does not support inline assembly

code for an x86-64 target. Thus, on Windows/x86-64/AVX-specific builds, we were forced to

implement all SIMD-based benchmark kernels by hand in the assembler. Nevertheless, compiled

code and our manual implementations were nearly identical. We also verified the equivalence of

benchmark results experimentally.

Ports to other OSes and architectures are possible with relatively straightforward extensions to

X-Mem’s source code and build toolchain, thanks to its heavy use of abstractions. Many platform-

specific features can be enabled or disabled at compile time through the use of included preproces-

sor switches.

4.4.3 Metric Flexibility

X-Mem can measure performance and power of the memory hierarchy, where a number of statis-

tics can be recorded for each of X-Mem’s diverse access patterns. X-Mem currently reports on

several application-visible performance categories such as unloaded latency (no background traf-

fic), loaded latency (variable controlled background traffic) and aggregate throughput. It can also

sample memory power during stimulated performance benchmarking. Measurements can be made

for each level of the memory hierarchy, from CPU caches all the way to main memory.

X-Mem’s metric flexibility is useful to both cloud subscribers and providers in quantifying

subtle hardware characteristics. For example, a programmer working on a search application could

find that the distribution of DRAM loaded latency is strongly correlated with the distribution of

query latency. Such an insight would not be possible to achieve with only the arithmetic mean
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of memory latency. Specifically for cloud providers, average power can be used for optimizing

performance per Watt, and peak power can be used for power provisioning purposes [210].

With regard to performance benchmarking, X-Mem actively stimulates memory and measures

the real behavior of the hierarchy as could be seen by an application running on the CPU. The

metrics capture the overall impact of the underlying platform architecture and associated config-

uration settings on performance, but low-level secondary effects are not disaggregated. This is

distinct from a passive performance counter-based approach, which is better suited to breaking

down individual performance components, but often cannot make end-to-end measurements. We

believe the active stimulation method used by X-Mem is a more useful measurement approach for

the cloud usage model, which is concerned primarily about ground truth memory hierarchy per-

formance from the application’s point of view. It also has the benefit of being much more flexible

and portable than approaches that rely on model-specific performance counters.

Each user-visible benchmark iteration is composed of many passes. For each iteration, X-

Mem maintains the arithmetic mean of the relevant metrics. If the benchmark is run for more

than one iteration, these extra samples track the metric’s distribution over time. We consider this a

useful feature for evaluating interference effects, as concurrent execution of other applications on

the platform can influence the measurement of unloaded latency. In the absence of interference,

by the central limit theorem, we expect the per-iteration results to approach a normal distribution.

However, if there time-varying interference, the distribution can shift. For example, a second

application can begin accessing DRAM heavily halfway through an X-Mem benchmark, which

might add noise to X-Mem’s active measurement of DRAM latency. The transient effects of this

interference can be captured up to the resolution of a single benchmark iteration. This is on the

order of 10s to 100s of milliseconds. The tool can be easily modified to trade off sampling accuracy

for higher iteration sampling rates by adjusting Traw at compile time.

Performance metrics are captured as follows. Memory throughput is reported in MiB/s by

accumulating the results from all LoadWorker instances that execute concurrently. The unloaded

latency metric is reported in ns/access without any other MemoryWorkers executing. For loaded

latency, results are reported in ns/access from the LatencyWorker given a concurrent load stimulus

driven by LoadWorkers and reported in MiB/s.
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With regard to power metrics, average and peak numbers are indirectly measured for each

benchmark iteration (sample). To achieve this, X-Mem provides the virtual PowerReader class

as an interface that needs to be implemented for each a specific system. PowerReader executes a

low-overhead background thread that regularly polls the power consumption of the memory during

benchmark execution at a fixed sampling rate. The implementation of the PowerReader interface

is left as an extended feature, as power instrumentation varies widely between systems and end-user

needs often differ. By default, X-Mem includes the WindowsDRAMPowerReader extension, which

leverages a generic software power meter exposed by the OS. On our Server platform evaluated

later in the chapter, this meter relies on architecture-dependent Intel RAPL features to expose total

DRAM power per socket. However, the underlying implementation of the OS meter is independent

of X-Mem’s PowerReader functionality. One could also implement PowerReader by using a

dedicated hardware multimeter for each DIMM [1,2], improving measurement accuracy, precision,

and granularity.

X-Mem can be easily extended to add new metrics of interest. For example, STT-RAM can

have data-dependent energy consumption. It might be characterized in a novel way by using new

data-based benchmark kernels along with data-aware power book-keeping. Systems with PCM

could have their endurance and wear-leveling mechanisms [248] tested with a specialized load

generator. Active data integrity testing may require new reliability metric extensions as well. Thus,

our tool is flexible enough to suit specific needs of cloud providers and subscribers.

4.4.4 UI and Benchmark Management

In this section, we describe X-Mem’s command-line user interface (UI) to demonstrate how the

various described features integrate together at run-time.

Upon starting the process, X-Mem prints basic build information to command-line output, such

as the version number, build date, target OS, and target architecture. Using OS-specific APIs, it

then queries some necessary information from the run-time environment, such as the page size(s)

and the number of physical and logical cores. The BenchmarkManager works together with a

Configurator object to translate user inputs into a set of unique Benchmark objects to run in
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Table 4.3: X-Mem UI options for v2.2.3. † indicates a repeatable option with argument. * indicates
a default case.

Option Args. Description
-a or ---all Use all benchmark kernels.
-c or ---chunk size† 32, 64*, Memory access width for load kernels.

128, 256
-e or ---extension† 0, 1, ... Run extended mode with given index.
-f or ---output file FILE.csv Dump benchmark results to a CSV file.
-h or ---help Print X-Mem usage and exit.
-i or ---base test index 0*, 1, ... Base of enumeration for benchmarks.
-j or ---num worker threads 1*, 2, ... Total number of threads to use.
-l or ---latency* Run (un)loaded latency benchmarks.
-n or ---iterations 1*, 2, ... Number of iterations per benchmark.
-r or ---random access Use random-access load kernels.
-s or ---sequential access Use seq. or strided-access load kernels.
-t or ---throughput* Run throughput benchmarks.
-u or ---ignore numa Only test NUMA node 0.
-v or ---verbose Enable verbose standard output.
-w or ---working set size 4*, 8, ... Per-thread array size in KiB.
-L or ---large pages Use OS-defined large pages.
-R or ---reads* Use read accesses for load kernels.
-W or ---writes* Use write accesses for load kernels.
-S or ---stride size† ±1*, 2, 4, Stride length in multiples of chunk size.

8, 16 Only applies to load kernels with -s.

sequence. A brief synopsis of each available option as of X-Mem v2.2.3 is shown in Table 4.3. For

options with arguments, they may be specified in any of the following forms (using three iterations

per benchmark as an example): -n3, -n 3, or ---iterations=3. If the ---verbose output

mode is set, extra build and run-time information is printed to standard output along with other

information such as the compile-time options (some of which are OS or architecture-specific). The

user’s interpreted options are also displayed.

Based on the selected user options, X-Mem’s BenchmarkManager object builds potentially

many Benchmark objects, each of which represents a single measurement scenario with a set of

unique parameters. For example, for the “-t -R -W -r -s -S1 -S-4 -c64 -c256” command-
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line options, X-Mem would build and run a separate ThroughputBenchmark object for all possible

combinations of CPU NUMA node, memory NUMA node, read and write-based kernels, random-

access patterns, forward and reverse access in strides of 1 and −4, and access granularities (chunk

sizes) of 64 and 256 bits.

For all constructed Benchmarks, the number of threads, working set size per thread, and page

size are fixed based on the command-line parameters. In the above example, for each Benchmark,

four identical load-generating threads (-j4) would each stress 64 MiB (-w65536) of unshared

contiguous memory, allocated as large pages, using a single combination of the other parameters.

On most systems, this would measure aggregate main memory throughput performance. Thus, to

characterize the entire memory hierarchy with maximum degrees of freedom, X-Mem would need

to be executed several times in sequence, sweeping the input parameters for the number of worker

threads (-j), working set size per thread (-w), and page size (-L).

After each Benchmark completes, it displays the final results to standard output (with extra

detail if the -v option was used) and writes its results to a new row in the optional CSV file. If the

Benchmark results have any obvious inaccuracies, then a warning will be printed.

X-Mem’s Configurator parses user inputs via the helpful third-party and open-source OptionParser

class [249]. The OptionParser is ideally designed for rapid extensions to X-Mem’s command-

line interface, facilitating radical modifications to our tool without disrupting much of the existing

functionality. We also provide by default the -e option to allow users to run more specialized

modes.

4.5 Experimental Platforms and Tool Validation

We describe the experimental platforms used in the rest of the chapter and validate our tool. We

picked seven systems to highlight the applicability of X-Mem to various platforms that may be

used in the cloud.

The details of each system are shown in the top half of Table 4.4. The systems span different

ISAs (x86-64 and ARMv7), OSes (Windows and GNU/Linux), power budgets (wimpy and brawny
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systems), and virtualization (bare metal and VM). These platforms are: a Desktop workstation;

a many-core rack-mountable cloud Server; a low-power x86 Microserver; an ARM PandaBoard

ES [250]; an Azure cloud VM (AzureVM) [206]; an Amazon EC2 cloud VM (AmazonVM) [207];

and a Scaleway bare metal ARM cloud microserver (ARMServer) [208]. On Intel-based platforms,

HyperThreading (SMT) and TurboBoost (DVFS) were disabled in the BIOS to obtain consistent

results across multiple runs of X-Mem. We also tested the unloaded and loaded latency of the

Server with main memory ECC disabled. This had no observable effect on performance, sug-

gesting that the hardware ECC module is not actually bypassed in the memory controller when

disabled. In the rest of the chapter, the presented Server results all have ECC enabled.
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Table 4.4: Top: platforms used for X-Mem validation and case studies. Bottom: main memory configurations for the Desktop and Server
platforms, where * indicates our default setting.

System Name ISA CPU No. Cores CPU Freq. L1 Cache ($) L2$ L3$ $ Blk. Process OS NUMA ECC
Desktop x86-64 Intel Core i7-3820 4 3.6 GHz*, split, private, private, shared, 64 B 32 nm Linux

w/ AVX (Sandy Bridge-E) 1.2 GHz 32 KiB, 8-way 256 KiB, 8-way 10 MiB, 20-way
Server x86-64 Dual Intel Xeon 12 2.4 GHz split, private, private, shared, 64 B 22 nm Win. X X

w/ AVX2 E5-2600 v3 series per CPU 32 KiB, 8-way 256 KiB, 8-way 30 MiB, 20-way
(Haswell-EP)

Microserver x86-64 Intel Atom S1240 2 1.6 GHz split, private, private, - 64 B 32nm Win. X
(Centerton) 24 KiB 6-way data, 512 KiB, 8-way

32 KiB 8-way inst.
PandaBoard (ES) ARMv7-A TI OMAP 4460 2 1.2 GHz split, private, shared, - 32 B 45 nm Linux

w/ NEON (ARM Cortex-A9) 32 KiB, 4-way 1 MiB
AzureVM x86-64 AMD Opteron 4 2.1 GHz split, private, private, shared, 64 B 45 nm Linux X

4171 HE 64 KiB, 2-way 512 KiB, 16-way 6 MiB, 48-way
AmazonVM x86-64 Intel Xeon E5-2666 v3 4 2.9 GHz split, private, private, shared, 64 B 22 nm Linux X

w/ AVX2 (Haswell-EP) 32 KiB, 8-way 256 KiB, 8-way 25 MiB, 20-way
ARMServer ARMv7-A Marvell Armada 370 4 1.2 GHz split, private, private, - 32 B unk. Linux unk.

(ARM Cortex-A9) 32 KiB, 4/8-way (I/D) 256 KiB, 4-way

System Config. Name Memory No. DPC RPD DIMM Chan. nCAS - clk nRCD - clk nRP - clk nRAS - clk
Name Type Channels Capacity MT/s (tCAS - ns) (tRCD - ns) (tRP - ns) (tRAS - ns)

Desktop* 1333 MT/s, Nominal Timings 4C DDR3 U 4 2 2 2 GiB 1333 9 (13.5 ns) 9 (13.5 ns) 11 (16.5 ns) 24 (36.0 ns)
Desktop 1333 MT/s, ≈33% Slower Timings 4C DDR3 U 4 2 2 2 GiB 1333 12 (18.0 ns) 12 (18.0 ns) 15 (22.5 ns) 32 (48.0 ns)
Desktop 800 MT/s, Nominal Timings 4C DDR3 U 4 2 2 2 GiB 800 7 (17.5 ns) 7 (17.5 ns) 8 (20.0 ns) 16 (40.0 ns)
Desktop 800 MT/s, ≈33% Slower Timings 4C DDR3 U 4 2 2 2 GiB 800 10 (25.0 ns) 10 (25.0 ns) 11 (27.5 ns) 22 (55.0 ns)
Desktop 1333 MT/s, Nominal Timings 1C DDR3 U 1 2 2 2 GiB 1333 9 (13.5 ns) 9 (13.5 ns) 11 (16.5 ns) 24 (36.0 ns)
Desktop 1333 MT/s, ≈33% Slower Timings 1C DDR3 U 1 2 2 2 GiB 1333 12 (18.0 ns) 12 (18.0 ns) 15 (22.5 ns) 32 (48.0 ns)
Desktop 800 MT/s, Nominal Timings 1C DDR3 U 1 2 2 2 GiB 800 7 (17.5 ns) 7 (17.5 ns) 8 (20.0 ns) 16 (40.0 ns)
Desktop 800 MT/s, ≈33% Slower Timings 1C DDR3 U 1 2 2 2 GiB 800 10 (25.0 ns) 10 (25.0 ns) 11 (27.5 ns) 22 (55.0 ns)
Server* 1333 MT/s, Nominal Timings DDR3 R 4 per CPU 1 2 16 GiB 1333 9 (13.5 ns) 9 (13.5 ns) 9 (13.5 ns) 24 (36.0 ns)
Server 1333 MT/s, ≈33% Slower Timings DDR3 R 4 per CPU 1 2 16 GiB 1333 12 (18.0 ns) 12 (18.0 ns) 12 (18.0 ns) 32 (48.0 ns)
Server 1600 MT/s, Nominal Timings DDR3 R 4 per CPU 1 2 16 GiB 1600 11 (13.75 ns) 11 (13.75 ns) 11 (13.75 ns) 29 (36.25 ns)
Server 1600 MT/s, ≈33% Slower Timings DDR3 R 4 per CPU 1 2 16 GiB 1600 15 (18.75 ns) 15 (18.75 ns) 15 (18.75 ns) 38 (47.5 ns)
Server 1867 MT/s, Nominal Timings DDR3 R 4 per CPU 1 2 16 GiB 1867 13 (13.92 ns) 13 (13.92 ns) 13 (13.92 ns) 34 (36.42 ns)
Server 1867 MT/s, ≈33% Slower Timings DDR3 R 4 per CPU 1 2 16 GiB 1867 18 (19.28 ns) 18 (19.28 ns) 18 (19.28 ns) 46 (49.27 ns)



Table 4.5: Tested X-Mem build combinations. A checkmark X indicates full build/test, while a
circle m represents incomplete build/test due to lack of platform support (for instance, we built
X-Mem for 32-bit x86 and tested it on x86-64 processors due to a lack of native 32-bit Intel
processors).

ISA OS Built Tested OS Built Tested
g++ 4.8 VC++ 2013

x86 Ubuntu 14.04 X m Win 8.1/Server 2012 X m

x86-64 Ubuntu 14.04 X X Win 8.1/Server 2012 X X
x86-64 w/ AVX Ubuntu 14.04 X X Win 8.1/Server 2012 X X

ARMv7 Ubuntu 14.04 X X Win 8.1/Server 2012 m

ARMv7 w/ NEON Ubuntu 14.04 X m Win 8.1/Server 2012 m

ARMv8 (64-bit) Ubuntu 14.04 X Win 8.1/Server 2012

The bottom half of Table 4.4 describes the main memory configurations used for the Desktop

and Server that will be used for Case Study 3. They are used to illustrate the impact of tuning

various main memory parameters on performance. The primary memory knobs of interest include

the number of (interleaved) channels, the channel data rate, and four primary DDR3 DRAM timing

parameters: tCAS, tRCD, tRP, and tRAS [25]. In the Desktop and Server, the physically populated

DIMMs were not changed across configurations or experiments. All memory parameters were

changed via automated BIOS updates and system reboots.

The X-Mem tool was built and tested with a variety of OSes and hardware platforms, as shown

by Table 4.5. These include x86 (32-bit), x86-64 (AMD64) with/without AVX SIMD extensions,

and ARMv7-A with/without NEON SIMD extensions using g++ 4.8 on Ubuntu 14.04 LTS. The

x86-family targets were also built with Visual C++ 2013 on Windows 8.1. We could compile but

not link the ARMv7-A family targets for Windows on ARM due to lack of support for desktop CLI

applications. The ARMv8 target was built for Linux, but was not tested due to lack of a suitable

platform. On all working builds, X-Mem was tested extensively for each of the platforms listed in

Table 4.4.

We validated X-Mem against a variety of tools on several platforms where applicable. For in-

stance, we compare against Intel’s Memory Latency Checker (MLC) v2.3 [233] for loaded DRAM

latency which is only supported on Intel platforms. We choose MLC because it is a tool that has the

most overlap in capabilities (see Table 4.1). To the best of our knowledge, it is the only tool which

can perform a similar type of loaded latency measurement as X-Mem. We use our Desktop with
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configuration 1333 MT/s, Nominal Timings 4C* at 3.6 GHz, running both Linux and Windows.

The MLC validation results are shown in Fig. 4.4, which shows the average total main memory

latency versus the aggregate read-based memory load. We find close agreement in these results as

well as other closely-matched tests that are not depicted.7

However, MLC is less portable, because it relies on Intel’s proprietary hardware performance

counters that may not be available in other systems. Therefore, as a consequence of relying on

performance counters – unlike X-Mem – MLC does not necessarily capture the true application-

visible performance.

We also validate X-Mem’s measurements of aggregate DRAM throughput and loaded latency

using Intel’s Performance Counter Monitor (PCM) v2.8 [251]. We use our Desktop with configu-

ration 1333 MT/s, Nominal Timings 4C* at 3.6 GHz. PCM indirectly calculated the average main

memory throughput based on hardware model-specific registers (MSRs). For all tested read-based

throughput benchmarks, the results agreed with PCM to within a fraction of a percent. For write-

based throughput benchmarks, X-Mem again closely matched PCM’s reported raw write through-

put. In these cases, while PCM also reported raw read throughput (generated by cache-line fills,

prefetches, etc.), X-Mem abstracts these secondary effects by reporting just the application-visible

7X-Mem for Windows used large pages as DRAM latency suffered considerably with normal page sizes on all of
our Windows platforms.
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throughput metrics (as described earlier in Sec. 4.4.3.

4.6 Case Study Evaluations

In this section, we leverage X-Mem’s four key features – diverse access patterns, platform vari-

ability, flexible metrics, and tool extensibility – to present a trio of experimental case studies. The

first two cover uses of X-Mem for cloud subscribers, while the last case study addresses cloud

providers. We conducted an exhaustive sweep of all X-Mem micro-benchmark scenarios for each

of our experimental platforms and observed many interesting details. However, for brevity, we

present only a few key insights.

We begin in Case Study 1 with a quantitative exposure of cache organization details using the

Desktop. Then we study the joint effects of page size and NUMA on DRAM performance and

evaluate the energy proportionality of DRAM using our Server platform. Case Study 2 directly

compares the cache hierarchies and main memory performance trends of all seven platforms that

we consider. Finally, in Case Study 3, we evaluate the impact of tuning memory parameters on

application-visible performance primarily using the Desktop.

4.6.1 Case Study 1: Characterization of the Memory Hierarchy for Cloud Subscribers

Cloud subscribers would benefit from understanding the memory hierarchy of their platform. X-

Mem facilitates this by mapping the memory performance with respect to application parameters

such as number of threads, working set size, access patterns/granularity, and OS memory manage-

ment policies. This procedure can reveal the underlying cache and memory hardware organization,

allowing the programmer to exploit it.

We propose an intuitive visualization technique, the memory landscape, that depicts the aggre-

gate memory throughput or latency as a surface plot over working set size per thread, number of

threads, and chunk size. Fig. 4.5a shows the throughput landscape using a forward sequential read

access pattern on the Desktop workstation. We make several observations. (i) Throughput falls off

with increasing working set size (x axis), leaving a clear demarcation of cache/DRAM boundaries
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(labeled at the top of the figure). (ii) L1 and L2 throughput scales linearly with the number of

threads (y axis). This confirms that the smaller caches are private to each core. In contrast, the

sharing of the L3 cache among cores is illustrated by the outline of the “foothills” next to the flat

DRAM “plain.” (iii) DRAM performance scales linearly with number of threads and chunk size

(Y-axis). We believe this is due to more efficient miss handling for wide load instructions. (iv)

Although not depicted for brevity, using X-Mem’s unloaded latency measurement capability, we

found that both the L1D and L3 caches appear to have fixed access times in clock cycles (4 and

38 cycles, respectively) regardless of CPU frequency (ranging from nominal 3.6 GHz down to 1.2

GHz). In contrast, an L2 cache hit takes a variable number of CPU clock cycles as frequency is

scaled. Such visualization enables programmers to reason about the general memory performance

of their target cloud platform.

Another important consideration for programmers is the cache configuration, which could be

hidden by the provider. We focus on the L1 data cache (L1D) of the Sandy Bridge-based Desktop

as an example. Using X-Mem with a single thread and a working set size of just 4 KiB, we swept

the chunk size and stride length (as a multiple of load chunk size). The results are shown in

Fig. 4.5b.

We present three observations from the figure. (i) Observing the drops in throughput as a func-

tion of chunk and stride reveals the cache block/line size (64 B). The L1 block size can be inferred

to be 64 B based on the dramatic drops in throughput at that stride length (red, black, and blue

curves). This inference matches the Desktop’s known block size from Table 4.4. At this stride

length, subsequent loads access different blocks in adjacent cache sets. We believe that the loss

of performance is due to bank conflicts between adjacent sets. (ii) AVX 256-bit reads using the

vmovdqa instruction perform no better than the 128-bit version for normal sequential accesses.

Unlike the other chunk sizes, the 256-bit accesses maintain their performance as stride length in-

creases. This suggests that a cache port is just 128 bits wide, and 256-bit accesses are simply

split into two µ-ops. This observation is confirmed by a report on Sandy Bridge’s implementation

details [252]. (iii) L1D bandwidth can only be saturated using vectorized loads. Thus, for work-

loads that are already cache-friendly, further performance gains might be achieved through explicit

SIMD memory-access optimization. X-Mem enables similar observations in the absence of public
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Figure 4.6: X-Mem reveals how significant main memory performance asymmetry may arise from
the interaction of NUMA and page size. Results shown are for the Windows Server with configu-
ration 1333 MT/s, Nominal Timings*.

information on the micro-architecture.

In addition to the hardware factors described thus far, OS memory management affects per-

formance. To study this, we use a dual-socket NUMA Server platform running Windows that is

typical of a cutting-edge cloud deployment. Fig. 4.6 shows the interaction of NUMA and page size

on the loaded latency trend of main memory.

We present three observations from the figure. (i) The cross-socket QPI link forms a perfor-

mance bottleneck for both memory latency and bandwidth. The latency curves stay flat until the

load approaches the peak theoretical bandwidth, where queuing and contention begin to dominate

delay, resulting in a latency wall. Remote access (triangles) incurs a latency penalty compared to

local access (circles) even when there is no bandwidth starvation. This is due to the extra network

hops required to reach remote memory. (ii) Large 2 MiB pages (pink points) reduce latency over-

all compared to regular-sized 4 KiB pages (black and gray points) due to reduced thrashing of the

TLBs. (iii) For regular-sized pages, the two NUMA nodes have asymmetric local memory access
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tionality [39]. Results shown are for the Windows Server local NUMA node.

latency. CPU node 0 (black points) has better latency than node 1 (gray points). This suggests that

page tables are stored on NUMA node 0 in Windows. For applications running on NUMA sys-

tems where large pages are not feasible, this could become a significant performance limitation.

These three observations support the push for NUMA-aware cloud platforms [253]. Moreover,

subscribers should consider using large page sizes for memory-bound applications. If this is not

possible, then it may be preferable to use NUMA node 0 to obtain better memory performance (at

least under Windows). For cloud providers, we recommend that hypervisors distribute page tables

in a NUMA-aware fashion to avoid performance asymmetry becoming a bottleneck.

We now briefly consider DRAM energy proportionality, which is another crucial metric for

cloud providers [39, 40, 182–184, 226]. The energy proportionality of Server main memory for

different DDR3 channel frequencies and DRAM timing parameters is shown in Fig. 4.7.8

We make two observations from the figure. (i) There appears to be no significant impact from

DRAM timing on the power vs. performance relationship. (ii) The memory subsystem initially ap-

pears to be more proportional at lower channel frequencies. However, the higher channel frequen-

8The physical DIMMs were capable of 1867 MT/s. For the lesser frequencies, we simply underclocked the DDR3
channels as listed in Table 4.4 instead of installing physically slower DIMMs. Thus, any difference in results is actually
due to the configuration itself, not hardware variability [2, 228], and possibly how Intel’s RAPL measures or models
power.
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cies on average consume less power for the same throughput. Notice that for all configurations, the

DRAM power appears to reach the same rough ceiling of 60 W to 70 W. We believe this effect is

due to channel contention. As throughput saturates, utilization also increases, and DRAMs cannot

be put into low power idle states often.

In this case study, X-Mem revealed micro-architectural and OS factors in memory performance

for our Desktop and Server, enabling us to make recommendations for applications written for

our particular platforms. In a similar fashion, cloud subscribers can apply X-Mem to their own

platforms of interest and derive their own relevant insights to help optimize application perfor-

mance. Meanwhile, X-Mem’s unique ability to capture memory subsystem power alongside key

performance metrics will enable cloud providers to identify platforms settings that offer the best

performance per Watt for different classes of cloud applications.

4.6.2 Case Study 2: Cross-Platform Insights for Cloud Subscribers

In this case study, we demonstrate X-Mem’s ability to characterize the memory hierarchy of diverse

platforms with a single tool. This is useful to cloud subscribers, who need to evaluate alternative

platform choices as objectively as possible. We compare general performance aspects of caches

and main memory across our seven platforms listed in Table 4.4, exposing the differences in (i)

caches and main memory unloaded latency, (ii) main memory loaded latency, and (iii) read/write

behavior among the systems. In our two public cloud virtual machines (AzureVM and AmazonVM),

we had no way to directly control for interference from other cloud subscribers nor server-to-

server heterogeneity in the datacenter; we repeated our experiments several times to ensure that

our measurements were consistent over time.

An important step in choosing a suitable cloud platform is to understand the subtleties in mem-

ory hierarchy performance, which is heavily influenced by the cache organization (as discussed in

Case Study 1). We examine average unloaded latency of each cache level by sweeping the working

set size, which works even on virtualized hardware or if the cloud provider deliberately hides the

specification.

Fig. 4.8a illustrates the results for all seven platforms. We find that the brawny high-power sys-
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Figure 4.8: X-Mem enables general cross-platform comparisons of cache and memory latency to
help subscribers choose suitable providers for their applications. Results shown are for our seven
diverse example systems.
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tems (the Desktop, Server, AzureVM, and AmazonVM) and the wimpy low-power systems (the Mi-

croserver, PandaBoard, and ARMServer) form latency clusters, with considerable variation within

each group. The Desktop and ARMServer slightly outperform their intra-group rivals at all cache

levels. This is because they feature fewer cores and higher clock frequencies than their peers,

but their cache sizes are not the largest. With regard to virtualization, the latency of AmazonVM

does not suffer in comparison to its bare metal Server counterpart, which has near-identical CPU

hardware (differences arise in clock frequencies, number of cores, and effective L3 cache size).

AzureVM’s weaker showing is due to its much older hardware; it is possible there are more com-

petitive VM instances in Azure that we did not receive. These hardware insights may be important

to a programmer who only needs a few cores for an application that prefers fast cache access

over capacity. In addition to helping subscribers choose an appropriate platform, X-Mem can help

detect any performance heterogeneity across VM instances from a single provider.

The loaded latency of main memory is especially important in a cloud setting, where interfer-

ence can play a significant role in application performance. Fig. 4.8b depicts results for our seven

example platforms (X-axis in log scale).

We make several observations from the figure. (i) Again, performance falls into the same two

clusters: brawny and wimpy. (ii) The location of the latency wall varies drastically across plat-

forms. The large latency gap between the low power Microserver and the other brawnier Intel

systems is primarily due to its low clock frequency and also its in-order core design. Although the

PandaBoard has better unloaded cache latency than the Atom-based Microserver, the former can-

not match the latter’s DRAM peak throughput or loaded latency curve. (iii) The Desktop features

lower overall latency compared to the Server likely due to a lack of ECC and a smaller physical die

size. They both have similar DRAM configurations, and their caches both appear to use write-back

and write-allocate policies. (iv) While the Server hits a steep latency wall, the other systems do not

saturate as severely. This can be attributed to the balance between CPU performance (e.g., clock

frequency and the number of cores) and memory performance (e.g., peak channel bandwidth and

rank/bank-level parallelism). For memory-intensive multi-threaded or multi-programmed work-

loads, the Server system would benefit from higher DDR frequencies. (v) Although the Pand-

aBoard has on-package DRAM, it cannot achieve the same throughput or latency performance as
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the Microserver. Moreover, the PandaBoard does not exhibit a clear saturation effect, indicating

that its memory bandwidth is over-provisioned.9 Thus, X-Mem’s ability to characterize the latency

wall can be useful to cloud subscribers, who should choose platforms with an appropriate balance

of performance. They could also use X-Mem’s latency measurement capabilities to quantify the

extent of cross-VM memory interference that results in performance inconsistency.

Finally, X-Mem can help reveal important performance aspects of cache and memory read and

write behavior that vary among platforms. Comparative single-threaded throughput results are

illustrated in Fig. 4.9.

We make three observations. (i) From Fig. 4.9a, the PandaBoard featured nearly flat write

throughput across the memory hierarchy, only outperforming reads for large working sets in DRAM.

This indicates a combination of write-through and write-around cache policies. The other systems

did not exhibit this effect. Instead, X-Mem revealed their write-back and write-allocate cache

policies. We also noticed a strange behavior in the Atom-based Microserver: for working sets

within the 24 KiB limit of the L1D cache, but larger than 4 KiB, throughput dropped by a factor

of 2× compared to the 4 KiB working set for both read and write operations. A 4 KiB working

set maps to exactly one block in each cache set (the Microserver L1D is 6-way set associative),

so we conjecture that the cache was somehow operating in direct-mapped mode, with five ways

disabled, perhaps due to a system mis-configuration, which may have resulted in a reduced ef-

fective capacity. (ii) Our Intel systems (Fig. 4.9b exhibited a 2:1 read to write peak throughput

ratio throughout the memory hierarchy; this means they have half as many L1 write ports as read

ports. Such kinds of observations, enabled by X-Mem, can help cloud subscribers understand the

strengths and weaknesses of different memory hierarchies, helping them to choose and configure

the right platform for their read/write patterns.

Having a single cross-platform memory characterization tool facilitates the direct comparisons

in this case study, aiding cloud subscribers to choose the right provider for their application. Such

decisions are not trivial. For instance, memory latency-sensitive and throughput-sensitive appli-

cations may be suited to different platforms. We believe X-Mem helps to fulfill this important

9In the figure, one core was used for load generation, while the other was used for latency measurement. From our
peak throughput measurements, even with two cores loading the DRAM, PandaBoard does not saturate the theoretical
peak bandwidth of its memory at 3.2 GiB/s.
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Figure 4.9: Cross-platform comparison of memory hierarchy throughput with a single thread.
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role.

4.6.3 Case Study 3: Impact of Tuning Platform Configurations for Cloud Providers and

Evaluating the Efficacy of Variation-Aware DRAM Timing Optimizations

The memory system plays an important role in CapEx and OpEx for cloud providers. The system

must deliver competitive performance for as many applications as possible without incurring pro-

hibitive provisioning and power delivery costs. At the same time, providers often cannot afford to

specialize their hardware at design time for each class of application. In this final case study, we

apply X-Mem to examine the efficacy of an alternative approach: tuning platform configurations

to cater to DRAM main memory performance requirements as needed. In particular, we are inter-

ested in using X-Mem to understand whether DRAM latency variation-aware performance tuning

makes sense for a cloud scenario that has millions of modules and applications.

We consider (i) unloaded latency and (ii) loaded latency trends as functions of various firmware-

controlled knobs. These knobs include CPU frequency, number of DRAM channels, channel fre-

quency, and DRAM device timing parameters. To facilitate this study, we use the Desktop and

Server platforms, each with two alternate DRAM timing settings as shown in Table 4.4: Nominal

Timings and ≈33% Slower Timings. In the latter case, DDR3 timing parameters tCAS, tRCD, tRP,

and tRAS [25] were each slowed down on all channels by approximately 33% to imitate a slower

(and cheaper) memory module, similar to those reported in [213, 228]. Unlike these two prior

works, we did not tune the DRAM timing parameters to be faster than their datasheet values. Our

primary goal in this case study concerns the sensitivity of memory performance to DDR3 channel

frequencies and DRAM timings, in order to understand the potential benefit of variation-aware

DRAM performance tuning.
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Table 4.6: Sensitivity of unloaded main memory latency (in ns/access) with respect to various frequencies and timing parameters, enabled
by X-Mem. Timing parameters have the greatest effect on unloaded latency when the CPU is fast and the memory bus is slow.

Mem. Channel Frequency→ 1867 MT/s 1867 MT/s 1600 MT/s 1600 MT/s 1333 MT/s 1333 MT/s 800 MT/s 800 MT/s
Platforms ↓ Timings→ Nom. ≈ 33% Slow Nom. ≈ 33% Slow Nom. ≈ 33% Slow Nom. ≈ 33% Slow

Server (NUMA Local, Lrg. Pgs.) 91.43 91.54 91.66 95.74 91.99* 97.61 - -
Server (NUMA Remote, Lrg. Pgs.) 126.51 128.54 129.62 139.25 133.59* 141.69 - -

Desktop 4C @ 3.6 GHz - - - - 73.33* 81.91 97.21 110.89
Desktop 1C @ 3.6 GHz - - - - 72.38 80.94 97.36 109.56
Desktop 4C @ 1.2 GHz - - - - 109.65 118.25 131.86 145.76
Desktop 1C @ 1.2 GHz - - - - 108.44 117.09 131.85 144.46



We consider the parameters influencing DRAM unloaded latency first. The results are sum-

marized in Table 4.6. We make several observations. (i) Using the Desktop, CPU frequency has a

significant impact: overall latency increases by up to 50% when the clock is scaled down from 3.6

GHz to 1.2 GHz. This is because the chip’s “uncore” is slowed down along with the cores, causing

the cache levels to consume more time in the critical path of DRAM access. (ii) On both systems,

slower DDR3 DRAM timing parameters have a moderate effect at the 1333 MT/s baseline channel

frequency (up to 12% on the Desktop), with generally less sensitivity on the Server system (up to

6%). This is because the Server has higher baseline cache latencies than the Desktop (as shown

earlier in Case Study 2). The impact of even an aggressive ≈33% slowdown in DRAM timings on

the Server is significantly less than the penalty of accessing remote NUMA memory. (iii) The gap

between nominal and slower DRAM timing configurations narrows as DDR3 channel frequency

is scaled up. At 1867 MT/s, the Server’s memory latency is impacted by as little as 1% for an

aggressive ≈33% slowdown in DRAM timings. (iv) As the CPU frequency is reduced, the overall

memory latency becomes less sensitive to DRAM timing (from 12% at 3.6 GHz to 7% at 1.2 GHz

on the Desktop). (v) Finally, reducing the number of channels on the Desktop (4C to 1C) has virtu-

ally no impact on unloaded memory latency (only≈ 1 ns). This is because interleaving only affects

the mapping of linear (physical) addresses to memory locations, and should have no impact when

there is only one outstanding memory request at a time (as is done by X-Mem, which measures

latency with random pointer chasing). These five observations suggest that cloud providers should

carefully consider the platform configuration as a whole when making memory provisioning de-

cisions. For example, there is likely an ideal balance between CPU and main memory frequency

that minimizes overall memory latency for a latency-sensitive application under system cost and

power constraints.

Next, we discuss the impact of memory channel width and transfer rates on main memory

loaded latency. The results are depicted in Fig. 4.10 for the two platforms. Unlike the unloaded

latency case, we find that both the number of channels and the channel frequency play significant

roles. The number of channels (Fig. 4.10a) is the most important variable for memory performance

under heavy loading, as the multiplication of available bandwidth dramatically flattens the latency

wall. The quad-channel 1333 MT/s memory configuration is easily over-provisioned for the quad-
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Figure 4.10: X-Mem enables read-loaded main memory latency measurements for various channel
frequencies and DRAM timing configurations. Channel width and frequency have a strong effect
on loaded latency, unlike the timing parameters.
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Table 4.7: Percent slowdown caused by DRAM ≈33% Slower Timings for two memory-sensitive
PARSEC applications on the Desktop system at 3.6 GHz with different application memory inten-
sities (thread count).

Benchmark Config. 1T 2T 3T 4T
canneal 1333 MT/s 4C* 9.74% 9.02% 8.83% 8.89%
canneal 800 MT/s 1C 9.90% 9.29% 8.38% 7.83%

streamcluster 1333 MT/s 4C* 11.14% 11.53% 11.82% 12.24%
streamcluster 800 MT/s 1C 8.10% 5.93% 2.63% 1.24%

core Desktop, but the same setup is woefully under-provisioned for the 12-core per socket Server.

The latter requires frequencies of up to 1867 MT/s to mitigate the latency wall.

For the remainder of this case study, we focus on the impact of DRAM timing parameters

on memory loaded latency and draw parallels to measured application performance. Our results

obtained with X-Mem are shown in Fig. 4.10 (light circles for nominal DRAM timings and dark

triangles for slower timings). The results indicate that the impact of DRAM timing parameters is

relatively minor for loaded latency, in comparison to the unloaded latency case discussed earlier.

This is because when the memory system is loaded, overall delay becomes increasingly domi-

nated by resource contention, and less dependent on the “native” DRAM latency. However, in

AL-DRAM [213], the authors found that tuning DRAM timings could significantly improve appli-

cation performance, especially when memory bandwidth is scarce under loaded conditions. Our

memory performance results seem to contradict those of AL-DRAM.

Thus, we decided to study this discrepancy further with two memory-intensive PARSEC bench-

marks used in AL-DRAM [213]. We chose the canneal and streamcluster benchmarks – which

are known to be memory intensive – that are used in AL-DRAM. The results are shown in Table 4.7

for two configurations on our Desktop. The table shows the percent difference in benchmark run-

time, averaged over five runs, for each memory channel configuration (table rows) and number of

PARSEC benchmark threads (table columns).

We find that both canneal and streamcluster are moderately sensitive to DRAM timings

when there is sufficient memory bandwidth available (approximately 8% to 12% performance

difference for the 1333 MT/s, 4C* cases). However, when the available channel bandwidth is

reduced, or more load is placed on the memory, the sensitivity generally decreases (i.e., the 800
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MT/s, 1C cases, or increasing the number of threads). This small study appears to validate our

claims made above using X-Mem: tuning DRAM timings should have a greater effect on lightly-

loaded systems running latency-sensitive applications, but further investigation may be required.

Nevertheless, X-Mem should prove to be an invaluable tool in conducting such investigations.

This case study highlights the ability of X-Mem to help cloud providers provision and config-

ure their platforms to suit different performance requirements. It also could be used to infer third-

party “black box” application memory performance characteristics without intrusive instrumen-

tation. These application-level inferences could be useful for cloud providers to properly match

subscribers’ applications with best-configured available hardware.

4.7 Conclusion

In this chapter, we introduced X-Mem: a new open-source memory characterization tool [234,235].

X-Mem will bring value to both cloud subscribers and providers by helping them characterize the

memory hierarchy and study its impact on application-visible performance and power. In contrast

with prior tools, X-Mem addresses four key needs of cloud platforms: access pattern diversity,

platform variability, metric flexibility, and tool extensibility. Our three case studies showed sev-

eral examples of how the tool can be used to gain insights. In particular interest to Opportunistic

Memory Systems, in Case Study 3 we found that that memory timing parameters should only be

a secondary knob for cloud providers to tune system performance. Moreover, we conclude that

exploiting memory process variation specifically for latency improvement in the cloud is not very

useful. However, this assessment could change in the future, with different memory interfaces,

protocols, process technologies, and emerging devices all playing significant roles. We leave this

issue to future work. We hope that the broader community finds X-Mem useful and will extend it

for future research, especially for the exploration of Opportunistic Memory Systems and applica-

tion/memory performance tuning.
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Part II

Opportunistically Coping with Memory

Errors
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CHAPTER 5

Performability: Measuring and Modeling the Impact of

Corrected Memory Errors on Application Performance

Memory reliability is a key factor in the design of warehouse-scale computers. Prior work has

focused on the performance overheads of memory fault-tolerance schemes when errors do not oc-

cur at all, and when detected but uncorrectable errors occur, which result in machine downtime

and loss of availability. We focus on a common third scenario, namely, situations when hard but

correctable faults exist in memory; these may cause an “avalanche” of corrected errors to occur on

affected hardware. We expose how the hardware/software mechanisms for managing and report-

ing memory errors can cause severe performance degradation in systems suffering from hardware

faults. We inject faults in DRAM on a real cloud server and quantify the single-machine perfor-

mance degradation for both batch and interactive workloads. We observe that for SPEC CPU2006

benchmarks, memory errors can slow down average execution time by up to 2.5×. For an inter-

active web-search workload, average query latency degrades by up to 2.3× for a light traffic load,

and up to an extreme 3746× under peak load. To gain insight, we formulate analytical models

that capture the theoretical performance of batch and interactive applications in systems experi-

encing correctable memory errors. We use these models to predict the effects of page retirement

and changes to enable faster error handling. Our analyses of the memory error-reporting stack

reveals architecture, firmware, and software opportunities to improve performance consistency by

mitigating the worst-case behavior on faulty hardware.

Collaborators:

• Dr. Mohammed Shoaib, Microsoft Research

• Dr. Sriram Govindan, Microsoft
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• Dr. Bikash Sharma, Microsoft

• Dr. Di Wang, Microsoft Research

• Prof. Puneet Gupta, UCLA

Source code and data are available at:

• https://nanocad-lab.github.io/X-Mem/

• https://github.com/Microsoft/X-Mem

• https://github.com/nanocad-lab/X-Mem

• https://github.com/nanocad-lab?&q=performability

• http://nanocad.ee.ucla.edu
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5.1 Introduction

In datacenters, particularly clouds, failures of servers and their components are a common occur-

rence and can impact performance and availability for users [254]. Faults can manifest as cor-

rectable errors (CEs) that can degrade performance, detected but uncorrectable errors (DUEs) that

can cause machine crashes, and undetected errors that often cause silent data corruption (SDC). At

best, errors are a nuisance by increasing maintenance costs; at worst, they cause cascading failures

in software micro-services, leading to major end-user service outages [255].

Hard faults in main memory DRAM are one of the biggest culprits behind server failures in

the field [256–260], while main memory comprises a significant fraction of datacenter capital and

operational expenses [261, 262]. Unfortunately, memory reliability is expected to decrease in fu-

ture technologies [260] as a result of increasing manufacturing process variability in nanometer

nodes [7, 75, 263, 264]. Meanwhile, researchers are actively exploring new approaches to design-

ing memory for the datacenter, such as intentionally using less reliable DRAM chips to reduce

provisioning costs [261, 262].

Thus far, the research community has not explored application performance on machines when

errors actually occur. In past smaller-scale systems with older DRAM technology, this was not a

major consideration because of the rarity of memory errors. In modern warehouse-scale computers

(WSCs), however, the worst case for errors is no longer a rare case. While most servers have low

error rates, in any given month, there are hundreds of servers in a datacenter that suffer from

millions of correctable errors [260]. Understanding and addressing this issue is important: a recent

study at Facebook found that correctable memory errors can lead to wildly unpredictable and

degraded server performance [260], which is a primary challenge in cloud computing [201].

In this chapter, we experimentally characterize the performance of several applications on a

real system that suffers from correctable memory errors. Our contributions are as follows:

• We identify why and how memory errors can degrade application performance (Sec. 5.3).

When memory errors are corrected, they are reported to the system via hardware interrupts.

These can cause high firmware and software performance overheads.
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• We quantify the extent of performance degradation caused by memory errors on a real Intel-

based cloud server using a custom hardware fault-injection framework (Sec. 5.4). Our mea-

surements show that batch-type SPEC CPU2006 benchmarks suffer an average 2.5× degra-

dation in execution time, while an interactive web-search application can experience up to

100× degradation in quality-of-service when just 4 memory errors are corrected per second

using “firmware-first” error reporting.

• We derive analytical models for the theoretical performance of batch (throughput-oriented)

and interactive (latency-oriented) applications on systems in the presence of memory errors.

These can provide general insights for situations where empirical testing and fault injection

are not feasible.

• We predict the impact of page retirement, error masking, and firmware/software speedups on

application performance using our analytical models. We find that memory page retirement

is a very effective and low-overhead technique for mitigating the impact of hard faults. Error

masking can improve performance consistency in presence of errors, but necessarily reduces

the sampling quality which is useful for page retirement and field studies on DRAM errors.

A significant change to error-handling architectures may be required to enable more gradual

and predictable performance degradation in presence of errors. Finally, the models allow en-

gineers to reason about when to service a faulty machine by understanding the performance

impact on the workload of interest.

This chapter is organized as follows. Sec. 5.2 introduces a few closely-related studies on mem-

ory errors from which we differentiate our work. We discuss background material on memory

errors in Sec. 5.3. This motivates our proposition that error reporting can be a major cause of per-

formance loss. We follow with a description of our experimental fault injection setup and analyze

our empirical results for application performance in Sec. 5.4. We then derive a series of analytical

models that capture theoretical application performance in presence of errors and use them to make

projections in Secs. 5.5, 5.6, 5.7, and 5.8. We discuss our major insights and conclude the chapter

in Sec. 5.10.
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5.2 Related Work

There is a large body of prior work that address reliability in memory systems [265]. Many

compelling reliability-aware techniques for energy savings in caches and memory have been pro-

posed [1, 8, 161, 163, 168, 169, 266–268], but none of them have focused on large-scale systems.

A recent thread of research studied memory failures in large-scale field studies that characterized

broader trends [257–260, 269–271], but none of them has addressed the performance impact of

memory errors. A recent work has proposed designing datacenter DRAM with heterogeneous

reliability for cost reduction [261], but they did not consider the performance implications from

increased error rates. Delgado et al. [272] were the first to experimentally expose the performance

implications of Intel’s System Management Mode (SMM), which is often used for memory error

reporting (and which we discuss in this work). They observed inconsistent Linux kernel perfor-

mance and reduced quality-of-service (QoS) from SMM on latency-sensitive user applications.

Researchers have generally considered the server and application performance overheads of

DRAM fault tolerance schemes only in the case when no errors occur. Prior work, however,

has not identified or measured the performance degradation caused by memory errors in systems

with faulty hardware. This effect is important: datacenter operators have observed performance-

degrading memory errors to occur routinely in the field, where they increase maintenance costs and

reduce performance consistency. In this chapter, we address these gaps in prior work by describing

the mechanisms by which performance degrades and empirically demonstrate that the performance

degradation on a real cloud server can be severe.

5.3 Background: DRAM Error Management and Reporting

Error reporting, or logging, in firmware and/or software is required for datacenter operators to

detect failures and service them appropriately. They also enable the numerous past [257–260,269–

271] and future field studies of DRAM errors. Page retirement, which has been recently shown

to significantly reduce DUE occurrences at Facebook [260], also relies on accurate and precise

error logging in order to identify failing pages. We believe that a primary cause of performance
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degradation from memory errors is the firmware/software stack, not the hardware fault tolerance

mechanisms. Thus, we discuss how DRAM errors are made visible to software. Because Intel-

based systems are dominant in the cloud, we focus on their Machine Check Architecture (MCA)

[246], specifically for Haswell-EP (Xeon E5-v3) processors. Other platforms may have similar

mechanisms, but they are beyond the scope of this work.

When the ECC circuits in the memory controller detect or correct an error, they write infor-

mation about the error into special registers. This includes information like the type/severity of

the error (CE or DUE) and possibly the physical address. The hardware then raises an interrupt

to either the OS or firmware, but not both simultaneously; this option is specified statically at the

system boot time [246, 273].

If the software interrupt mode is selected, the ECC hardware raises either a Corrected Machine

Check Interrupt (CMCI) for a CE, or Machine Check Exception (MCE) for a DUE. For an MCE,

the typical response in current cloud servers is to cause a kernel panic, which crashes and restarts

the entire machine. (Higher-end machines, which are typically not deployed in public clouds,

support poisoning, a technique that facilitates recovery attempts from uncorrectable errors instead

of crashing.) For a CMCI, the kernel simply logs the DRAM error with a timestamp, which can

then be read by user-level software through the system event log. On our system, a CMCI raised

by the memory uncore is broadcast to all cores on the socket, but handled by just one thread (which

may be statically assigned, as suggested by Intel [246], or as we believe in the case of our platform,

dynamically load-balanced within a socket). With CMCI or MCE-based software error reporting,

the OS kernel might know the physical address of the error, but generally not the precise location

that the error occurred in the DRAM organization. This is because the mapping is complex and

dependent on hardware and platform configurations. Thus, using purely software-mode interrupts

on supported processors, the OS might use page retirement, although the datacenter operators

would generally not know which memory module is failing on a machine that reports many errors.

Note that in our platform used for the experiments, the kernel does not know the physical address

nor the DRAM location of a memory error when using CMCI-based reporting.

Firmware-based error reporting, on the other hand, can determine both the physical address and

the precise location of the memory error in DRAM by performing the required platform-specific
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calculations. This makes it our preferred boot-time option. If the firmware interrupt mode is se-

lected in Intel machines with the Enhanced Machine Check Architecture (EMCA) [273], the ECC

hardware raises a maximum-priority System Management Interrupt (SMI). In our platform, an

SMI is broadcast to all logical processors across both sockets. All processors that receive SMIs

immediately enter the special System Management Mode (SMM) in firmware. SMM raises each

processor to the highest-possible machine privilege level. The job of SMM in response to a mem-

ory error is to read all relevant registers in the memory controller, compute additional information

about the error, and report the error. Because SMM is not re-entrant, whenever a memory error

occurs in firmware-first mode, the entire system becomes unresponsive. On our platform, when

an SMI is being handled, all operating system and user threads are stalled: no forward progress

on any system or application task can be made. Before exiting, SMM constructs an entry with

detailed error information in the Advanced Configuration and Power Interface (ACPI) [274] tables

and then forwards the error to the OS by raising the appropriate MCE or CMCI interrupt.

5.4 Measuring the Impact of Memory Errors on Performance

We experimentally characterized the impact of correctable memory errors to verify our claim that

system-level error management and reporting is a primary cause of degraded application perfor-

mance. Our hardware fault-injection methodology is described first, before we discuss the empiri-

cal results.

5.4.1 Experimental Methods

We measured the performance impact of memory CEs on a real Intel Haswell-EP-based cloud

server running Windows Server 2012 R2. We expect the behavior of Linux-based machines to

be similar, to what we find in this work, although we were not able to adapt our experimental

framework and all workloads of interest to function on both platforms. We did not evaluate the

relative performance of the reliability, availability, and serviceability (RAS) features in non-faulty

situations because they are well understood and do not explain the denial-of-service effect [260]

seen on machines with errors in the field. Instead, we measured the relative performance impact
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on the system when errors actually occurred, enabling us to quantify the impact of the complete

hardware/firmware/software error reporting stack.

DRAM fault injection was physically performed using proprietary hardware and software tools

and was controlled by OS and user-level software. The tools have the flexibility to flip specific bit

cells with any desired pattern. Before starting the application under test, our framework uses the

Windows kernel debugger [275] to perform virtual-to-physical address translation for a special

region in the private virtual memory region. The tools are then used to inject a soft single-bit

fault into DRAM hardware at a controlled time and location using the translated physical address.

Demand and patrol scrubbing were disabled to prevent unintended removal of the injected fault.

Note that in production systems, scrubbing is typically enabled; this might contribute additional

performance overheads beyond those measured in this chapter in the presence of real hard faults.

Using a lightly-modified version of X-Mem, our open-source and extensible memory charac-

terization and micro-benchmarking tool [11, 235], we sensitized a single faulty DRAM location

using one thread at a user-controlled constant rate. To ensure every load to the faulty memory

actually reached the DRAM (and not just the caches), we flushed the cache line after every ac-

cess and used memory barriers to ensure only one access could be outstanding at a time. This

fault-sensitizing approach is independent of application access behavior. In general, because the

performance penalty incurred by interrupts is not necessarily “paid” by the aggressor thread that

sensitizes the fault (except in the case of SMIs), the results only depend on the interrupt perfor-

mance and the number of error-interrupts per second (as we show in Sec. 5.4.2, there was no

measurable performance degradation caused by the hardware RAS technique in the presence of

errors, such as SECDED vs. ChipKill). These facts make our experiments tractable to perform for

different applications while yielding correct results for different DRAM fault models.

We deliberately swept a wide range of error-interrupt rates in our experiments to capture differ-

ent scenarios. A rate in the range of 100-1000 error-causing interrupts per second, while seemingly

extreme, might actually be common in production datacenters. This is due to a power-law distri-

bution, where a few machines see many errors in a month [260]. However, existing data from

the field does not provide sufficient time-resolution information to determine how bursty errors

actually are compared to the relevant timescales of an application. For instance, a server that had
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one million reported errors in a month [260] might have had them uniformly over time (average

0.38 errors/sec) or as an avalanche during a single hour (average 277 errors/sec). We believe the

latter type of scenario is more likely to occur in reality; a hard fault may begin to manifest in a

frequently-accessed mechanism, such as a stuck I/O pin in the DDR channel interface. Moreover,

there may actually be more errors in practice than those indicated in the logs used by field stud-

ies. This is because existing errors that are pending service from firmware/software may block the

recording of others.

To validate the accuracy of our fault injection approach, we used a variety of faulty mem-

ory modules (DIMMs) with known fault patterns that spanned major DRAM manufacturers. The

faulty DIMMs consisted of specimens that failed in a production datacenter setting and were char-

acterized after the fact, and of specimens that had failed post-manufacturing screening tests and

were graciously provided by each manufacturer for our research needs. We replicated several of

the known failure patterns using our fault injection framework on known-good DIMMs. For both

the injected and the ground-truth faulty memories, the system-level response was identical: the

expected number of errors reported in the OS, and the performance impacts that we outline in

the next subsection were identical. Therefore, all of our reported results use our fault injection

framework as a valid substitute for real faulty DIMMs.

5.4.2 Empirical Results using Fault Injection

We first verified our hypothesis that the error reporting interface is a major culprit behind perfor-

mance degradation on machines with memory errors. This was done by measuring raw memory

performance as well as application-level performance with error interrupts enabled and disabled in

the BIOS. When interrupts were disabled, we measured no degradation in performance incurred

by sensitizing memory faults – even at very high rates – for each of the available hardware RAS

techniques (SECDED, SDDC/ChipKill, rank sparing, channel mirroring, etc.). Conversely, the

performance degradation when interrupts were enabled depended only on the fault sensitizing rate

– regardless of the RAS scheme. This proved that the firmware/software overhead to report mem-

ory errors causes significant performance degradation, and warranted further analysis. (Note that
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forms of memory scrubbing may also cause additional performance degradation in presence of

errors, but these were not evaluated due to experimental limitations in our fault injection frame-

work.) We then characterized the latency of the error-reporting interrupts before examining their

interference with batch (throughput-oriented) and interactive (latency-oriented) applications.

5.4.2.1 Error-Handling Interrupt Latencies

We measured interrupt latencies by accessing the faulty DRAM location – located on the same

socket as the sensitizing thread – as fast as possible, causing interrupts that flood the whole socket

and constantly pre-empt the sensitizing thread. The fault-sensitizing rate was thus limited by the

interrupts, allowing us to measure the handler latency directly based on the completed number

of memory accesses per second. We found that the SMI latency (133 ms) is up to 171× worse

than the CMCI latency (775 µs). This is because the SMI invokes SMM, which must read all

the relevant registers to reconstruct the error information, populate the ACPI tables, and then raise

a CMCI to the OS before exiting and allowing threads to resume. The implementation of SMM

impacts performance even more than the indicated latency by blocking all threads from executing.

It also executes slowly due to the way it uses memory [246]. In contrast, CMCIs operate like

a conventional interrupt, only pre-empting a single logical core and running in the OS context.

Both of these error-reporting interrupts exhibit latencies that are high enough to cause significant

application interference.

We studied the memory interference caused by CMCIs further. We measured the native DRAM

latency over time using the standard version of our X-Mem tool [11,235], while our fault injection

framework sensitized a DRAM fault to raise 1000 CMCI/sec. The trace and histogram of memory

latency is shown in Fig. 5.1. The flood of CMCI handlers compete for bandwidth in the shared

L3 cache and DRAM, adding Gaussian noise to the overall memory latency, which doubled on

average. This could interfere with the performance of a victim application, even if it is isolated in

a virtualized environment.
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Figure 5.1: CMCI handlers can cause significant memory interference, degrading performance
even if the application thread is not directly interrupted. A non-interrupted thread sees an increase
of DRAM latency that has additive Gaussian noise. Here, 1000 CMCIs per second worsens average
memory latency by about 2X by competing for memory-level parallelism and bandwidth in the L3
cache and DRAM.

5.4.2.2 Impact of Error Handlers on Batch Applications

Given the high interrupt-handling latencies that we measured, we characterized how much perfor-

mance degradation memory errors can actually cause on real applications. First, we considered the

performance of batch applications using three benchmarks from the SPEC CPU2006 suite: bzip2,

mcf, and perlbench. The results are shown in Fig. 5.2a when the server is configured to report

memory errors using the SMI interrupt, and Fig. 5.2b for the CMCI interrupt. For each benchmark,

we varied the number of error-interrupts per second (outer axis labels) and the number of identical
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Figure 5.2: Empirical results for three different SPEC CPU2006 “batch” applications, show signif-
icant performance degradation in the presence of errors. Workloads were run to completion, and
run-to-run variation was negligible.

copies for each benchmark that were run simultaneously on different cores (inner axis labels).

Performance penalties were significant for both types of interrupt. When using SMIs, the

average slowdown was roughly 16% for all three benchmarks with just a single error-interrupt per

second. With two SMIs per second, the penalty rose to approximately 36%, and with four SMIs

per second, the average penalty was almost 115%. For the SMI cases, the applications behave

as though they were duty-cycled at a rate of one minus the average utilization consumed by error

handlers. For CMCI reporting, performance degradation is negligible for ten error-interrupts per

second. At 1000 error-interrupts/sec with CMCIs, our batch applications perform approximately
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200% to 350% worse.

As the error rate increases, performance varies considerably within and across the three appli-

cations for both types of interrupts. We believe this is caused by two factors.

• As we noted earlier, high error rates cause increased memory interference; this affects each

application differently. For example, in the SMI case, bzip2 has very consistent performance

no matter how many copies run, while mcf shows more variation because it is a memory-

heavy workload. Given the frequent task pre-emption and possible cache pollution and/or

flushes that are caused by SMM, multiple copies of mcf are more likely to interfere in main

memory, causing additional performance degradation.

• In the case of CMCIs, each processor core may not receive a fair share of interrupts. Without

knowing the interrupt load-balancing policy taken by the kernel, a thread running on one core

might receive, for example, only 80% of the interrupts that a thread running on another core

receives.

Regardless, we ran all workloads to completion, and found that run-to-run variation was negligible.
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Figure 5.3: An industrial web-search application running on a state-of-the-art cloud server experiences severe performance degradation
in the presence of memory errors. SMI interrupts (133 ms) degrade performance much faster than CMCIs (775 µs) because of their
higher handling latencies.



5.4.2.3 Impact of Error Handlers on Interactive Web-Search Application

Finally, we consider an interactive web-search workload, which was developed internally. It em-

ulates the index-searching component of a major production search engine using real web-search

traces. Fig. 5.3 depicts the normalized average and 95th percentile query latency as a function of

the normalized query arrival rate and the number of DRAM error-interrupts per second. We find

that even for light loads, error-interrupt rates of four SMIs per second can cause 2.3× higher av-

erage query latency. Under peak search traffic, the introduction of just a few memory errors to the

system causes the average query latency to increase by up to a staggering 873× (Fig. 5.3a). We

see similar trends in the tail latency (Fig. 5.3b). In contrast, CMCI-based error reporting does not

result in significant performance penalties for up to 50 error-interrupts per second. CMCIs can still

deny service completely, however, just like SMIs: up to 3746× degradation can occur in average

search latency under peak load with 1000 error-interrupts per second (Figs. 5.3c and 5.3d). Note

that the relative degradation in tail latency is usually greater than the average for the lightly loaded

cases, but less than the average for the heavily-loaded cases. This implies that error-interrupts can

completely deny service in the worst case, which will cause the average latency to exceed the tail

latency.

The interactive application is much more sensitive to errors than the batch applications be-

cause its performance metric (tail latency) is dependent on the worst-case interference of interrupt

handlers with user event handlers, i.e., the timing of events. Conversely, the batch applications’

performance metric (overall execution time) is linearly dependent on the number of interrupts and

their total handling duration, but not the arrival times of the errors.

These results highlight the need for further modeling in order to develop compelling solutions

to the problem of memory errors.

5.5 Analytical Modeling Assumptions

A set of analytical models are derived for the performance of batch and interactive applications

under the impact of memory errors. Our formulated models are based on fundamental concepts

155



from queuing and probability theories and our background knowledge described earlier. Although

our experiments in the previous section used X-Mem as a small aggressor application to control

the error rate seen by the victim workloads of interest, the overall effects of errors impacting

applications does not depend on which task sensitizes memory faults. This is because the resulting

SMI or CMCI interrupts can affect all applications (both aggressor and victim) equally. We rely

on two major assumptions.

Assumption 1. Tasks are considered as a simple binary state at any point in time: either

making forward progress or not. Background sub-tasks that execute asynchronously with respect

to the CPU are assumed to pause while the error handler runs. This view abstracts details such

as CPU utilization, instructions per cycle, etc., which is valid as long as the workload is not I/O-

bound.

Assumption 2. For a given interval of time when errors can occur, all errors arrive randomly

and independently of each other. Thus, the time t between occurrences is given by the exponential

probability distribution with fixed average error rate λ [276].1 We justify this assumption by

considering a system that is concurrently executing many threads. The probability of any particular

thread triggering a memory fault (leading to either a memory CE or DUE) at a particular instant

is very small. For a system with enough cores and threads, error arrivals can be modeled as

independent from each other because of the Poisson limit theorem, also known as the “law of rare

events” [277], which is the same logic that is applied commonly in queuing theory [278]. This

assumption may be less accurate in uniprocessor scenarios where only a single thread executes

at a time, but without further information, we use the exponential distribution to make modeling

tractable. Moreover, in a system with a failing coarse-grain memory component (e.g., rank failure),

the faults are likely to be triggered randomly and often by any running thread.

We consider four basic scenarios in increasing levels of complexity: (Sec. 5.7.1) a uniprocessor

system running a batch application, (5.7.2) multiprocessor/batch, (5.8.1) uniprocessor/interactive,

and (5.8.2) multiprocessor/interactive. There are many other more complex scenarios such as

mixed batch/interactive applications and heavily multi-programmed systems. For simplicity, we

1The exponential distribution is the only continuous-time probability distribution with fixed average error rate
that is memoryless (independent inter-arrival times) [276]. That is, p(t;λ ) = λe−λ tU(t), where U(t) is the unit step
function.
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do not currently consider these, which are part of our ongoing work. Each of the four scenarios

relies on the notion of application thread servicing-time; we discuss this first in Sec. 5.6.

5.6 Model for Application Thread-Servicing Time (ATST)

A core concept in all of our queuing-theoretic models is the application thread-servicing time

(ATST), which is a random variable that represents the total “wall-clock” execution time for an

application event handler once it is issued to a processor. Once an application event has been

issued, it will execute to completion without being rescheduled, except for error arrivals that pre-

empt its execution. Application events must issue and complete in FCFS order. We derive a

complete probability distribution for ATST before using the model to predict the theoretical impact

of page retirement.

5.6.1 Model Derivation

Let tservice represent the ATST that is a function of the characteristic parameters of the application

event~y and the random number of faults K that occur while the event is being handled. Let γ = γ(~y)

represent the nominal event handling time in the system without any faults. Each fault i, 1≤ i≤K,

has a corresponding tuple ~xi that represents the characteristic parameters of the fault event that

arrives at time ti. Let τi = τ(~xi) be the fault handling time for fault i. The ATST is simply the

nominal event handling time plus any extra time consumed by memory error handlers that pre-

empt the application’s processor usage by high-priority system interrupts. Then tservice(K) is a

function of the random number of errors that interfere K and is given by:

tservice(K) := γ +
K

∑
i=1

τi. (5.1)

The probability distribution of tservice(K) is identical to the distribution of K. Let PK(k) :=

Pr{K = k} be the probability mass function (PMF) for K. K is not a Poisson random variable even

though the underlying error arrival times follow the exponential distribution. This is because the
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window of time in which we count K errors is not fixed; instead, the window of time is actually

tservice(K). The number of errors that interfere with the application event depends on the total

event latency, which in turn depends on the number of errors that occur because they increase

overall latency via interference. This seemingly circular logic can be expressed using recursion

and solved using dynamic programming.

To derive a formula for PK , we break down the problem into pieces that are resolved using

existing probability theory. tservice(K) consists of one term for the nominal runtime γ and K terms

for the error handling times τi. Each of these components has a known and fixed duration for which

we can write down the PMF for the number of errors that may occur in that time. We build the

formulation inductively as follows.

Consider the case where errors can only arrive when the application event handler is executing,

i.e., an error is discarded if it arrives while the processor is idle or a previous error is already being

handled (effectively λ = 0 for a short time). Because the nominal event handling time is known to

be γ , we can normalize the average error arrival rate λ to be the number of error arrivals in a time

window of length γ . Let this normalized error arrival rate be β0 := λγ . Let K0 be the number of

errors that arrive during a time-window of length γ . This is governed by the Poisson distribution

with parameter β0:

PK0(k) := Pr{K0 = k}=
β k

0 e−β0

k!
. (5.2)

Next, consider a time window of length τ1. Like before, we can normalize λ to be the number

of error arrivals in a time-window of length τ1, and call this β1, i.e., β1 := λτ1. (Generally, we

have βi := λτi.) Then the number of errors K1 that arrive during a window of size τ1 is governed

by the Poisson distribution with parameter β1:

PK1(k) := Pr{K1 = k}=
β k

1 e−β1

k!
. (5.3)

We can continue inductively for i≥ 1:

PKi(k) := Pr{Ki = k}=
β k

i e−βi

k!
. (5.4)
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These expressions for PKi give us enough information to derive the overall PMF PK , where

K errors arrive in the variable time-window of length tservice(K). We again derive the expression

inductively. Consider the case where no errors arrive during the application event handler; the

probability is found through Eqn. 5.2 for k = 0 because we only need to consider the time-window

of length γ:

PK(0) = PK0(0) = e−β0 . (5.5)

Now consider the case when exactly one error arrives during the overall application event. The

total event handler latency is tservice(1) = γ + τ1. There is only one way this can happen: a single

error arrives while the application is running on the processor, i.e., a time-window of length γ , and

no error arrives while the resulting error handler executes, i.e., a time-window of length τ1. The

probability of this happening is:

PK(1) = PK0(1) ·PK1(0) = e−(β0+β1)β0. (5.6)

More possibilities arise for K = 2, the case where exactly two errors interfere with the appli-

cation. The ATST would be tservice(2) = γ + τ1 + τ2. There are exactly two ways this can happen.

(i) One error arrives during the application runtime γ , a second error arrives during the first error

handler τ1, and no error arrives during the second error handler τ2. (ii) Two errors arrive during

γ , and no errors arrive during τ1 or τ2. All of these possibilities are described by the following

equation:

PK(2) = PK0(1) ·PK1(1) ·PK2(0)+PK0(2) ·PK1(0) ·PK2(0)

= e−(β0+β1+β2)(β0β1 +
β 2

0
2
). (5.7)

Matters get more complex for the case where K = 3, where exactly three errors interfere with

the application. The event handler latency would be tservice(3) = γ +τ1+τ2+τ3. There are exactly

five ways this can happen.

• Two errors arrive during γ , one error during τ1, and no errors during τ2 and τ3.

159



• One error arrives during γ , two errors during τ1, and no errors during τ2 or τ3.

• One error arrives during each of γ , τ1, and τ2. No errors arrive during τ3.

• Three errors arrive during γ , and none during τ1, τ2, and τ3.

• Two errors arrive during γ , none during τ1, one during τ2, and none during τ3.

The resulting equation captures all of these possibilities:

PK(3) =PK0(2) ·PK1(1) ·PK2(0) ·PK3(0)

+PK0(1) ·PK1(2) ·PK2(0) ·PK3(0)

+PK0(1) ·PK1(1) ·PK2(1) ·PK3(0)

+PK0(3) ·PK1(0) ·PK2(0) ·PK3(0)

+PK0(2) ·PK1(0) ·PK2(1) ·PK3(0)

=e−(β0+β1+β2+β3) · (
β 2

0 β1

2!
+

β0β 2
1

2!
+β0β1β2 +

β 3
0

3!
+

β 2
0 β2

2!
). (5.8)

We can extend the pattern for arbitrary K. The resulting expression is:

PK(k) = e
−

 k

∑
n=0

βn



· [
0

∑
ik=0

β 0
k

0!
· [

(1−ik)

∑
ik−1=0

β
(ik−1)
k−1

ik−1!
· [
(2−ik−1−ik)

∑
ik−2=0

β
(ik−2)
k−2

ik−2!

· · ·



k−
k

∑
m=1

im


∑
i0=0

β
(i0)
0
i0!


· · · ]]], (5.9)

for k ≥ 0.
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The above equation is obviously unwieldy for large k. We re-write it more compactly in the

following recursive form:

PK(k) = e
−

 k

∑
n=0

βn


· f (k,0)

f (x,y) =



y

∑
i=0

(
β i

x
i!
· f (x−1,y+1− i)

)
, for x≥ 0

1, for x < 0 and y≤−x

0, for x < 0 and y >−x.

(5.10)

One can combine Eqns. 5.1 and 5.10 to obtain the complete probability distribution for the

ATST.

Fig. 5.4 shows an example of how high-priority memory errors (red) can interfere with the

execution of an application event (blue) for K = 3. There are two basic scenarios supported by

Eqn. 5.1: either errors are allowed to arrive and queue while a previous error is being handled

(Fig. 5.4a), or they are dropped (Fig. 5.4b. In the latter case, all βi = 0 for i ≥ 1, while the

error handling times τi are unaffected; then Eqn. 5.10 reduces to the simple Poisson distribution

(PK(k) = PK0(k)). In either case, the total ATST (tservice) depends only on the total number of faults

K that arrive while the application is executing, not on their arrival times or ordering.

5.6.2 Numeric Computation of ATST

The recursive representation for ATST in Eqn. 5.10 is computationally intractable for large k.

Moreover, PK(k) will asymoptotically approach 0 if the exponent term does not converge, i.e. the

mean value of βn for 1 ≤ n ≤ ∞ is ≥ 1. In such a case, the expected value of the event latency

(tservice,avg) does not exist, and on average, the machine will process error handlers forever: the

event will never complete.

Fortunately, we can compute Eqn. 5.10 numerically using a dynamic programming approach

for a finite maximum k of interest kmax. Construct a matrix F ∈ ℜkmax×kmax containing scalar el-

ements fx,y, where each will correspond to f (x,y) from Eqn. 5.10. We compute fx,y elements as

161



Time

C
o

n
te

x
t 

/ 
P

ri
o

ri
ty

0
t

App

Error

Handler

1
t

2
t

3
t

1
τ

2
τ

3
τ

3K =

Arrival Times

Error 3 queues 

behind Error 2

γ total app context
 time on proc.

A
v
g

. 
E

rr
o

r 

A
rr

iv
a
l 
R

a
te

0

λ

1 2 3service
t γ τ τ τ= + + +

(a) Errors are allowed to arrive and queue during error handlers

Time

C
o

n
te

x
t 

/ 
P

ri
o

ri
ty

0
t

App

Error

Handler

1
t

2
t

3
t

1
τ

2
τ

3
τ

3K =

Arrival Times

γ total app context
 time on proc.

Errors can

never queue

A
v

g
. 

E
rr

o
r

A
rr

iv
a

l 
R

a
te

0

λ

1 2 3service
t γ τ τ τ= + + +

(b) Error arrivals during error handlers are discarded

Figure 5.4: Error handlers (SMI or CMCI) that interfere with an application executing on a pro-
cessor change the application thread-servicing time (ATST), represented by tservice.
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Algorithm 4 Dynamic programming approach to compute f (x,y) from Eqn. 5.10.

//Input: kmax, βi for 0≤ i≤ kmax
//Output: Matrix F ∈ℜ(kmax+1)×(kmax+1), where elements fx,y correspond to f (x,y) in Eqn. 5.10
for 0≤ x,y≤ kmax
Initialize F with all elements set to NaN
for x = 0 : kmax do

for y = 0 : kmax− x do
for i = 0 : y do u← β i

x/i!
if x < 1 then

if y+1− i≤−(x−1) then
v← 1

else
v← 0

end if
else

v← fx−1,y+1−i
end if
wi← u · v

end for

fx,y←
y

∑
i=0

wi

end for
end for

follows. Compute rows one at a time, starting from row 0 (x = 0). For the current row x, compute

fx,y in parallel for 0 ≤ y ≤ kmax− x. These parallel computations will require data only from ele-

ments 0≤ i≤ y in row x−1. When completed, find PK by substituting fx,y for f (x,y) in Eqn. 5.10.

This procedure is specified formally in Alg. 4.

If we assume that the fault handling time is constant, i.e., τ1 = τ2 = ... = τk = τ , then also

β1 = β2 = ...= βk = β , because we defined βi := λτi. In this special case, Eqn. 5.10 can be greatly

simplified to the following expression:

Pr{K = k}= PK(k)

= e−(β0+kβ )

(
k

∑
i=1

(
k−1
i−1

)
β i

0β (k−i)

i!(k− i)!

)
for k ≥ 0. (5.11)
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5.6.3 Average ATST

The expected (mean) event handler latency tservice,avg is given by:

tservice,avg := E[tservice(K)]

=
∞

∑
k=0

PK(k) · tservice(k)

=
∞

∑
k=0

PK(k) ·

(
γ +

k

∑
i=1

τi

)
. (5.12)

We can also write tservice,avg as follows. Let N be the expected number of errors that arrive

during the event handler with time-window of length tservice(K). It must be that N := λ tservice,avg.

Then

tservice,avg = γ +
N

∑
i=1

τi

= γ +
λ tservice,avg

∑
i=1

τi. (5.13)

In general, we cannot solve this equation for tservice,avg. However, if we know that the error handling

time is constant, i.e., τi = τ for 1≤ i≤ ∞, then Eqn. 5.13 reduces to:

tservice,avg = γ +λτ · tservice,avg. (5.14)

Solving for tservice,avg, we get for constant τ:

tservice,avg =


γ

1−λτ
, for λτ < 1,

∞, for λτ ≥ 1.
(5.15)
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5.6.4 ATST Slowdown

We now define absolute event slowdown as a random variable that captures the difference between

the actual event handling time and the nominal event handler time:

Slowdownabsolute(K) := tservice(K)− γ (5.16)

Slowdownpercent(K) :=
Slowdownabsolute(K)

γ
·100%

=
tservice(K)− γ

γ
·100%. (5.17)

Then the expected (mean) absolute event slowdown is given by:

Slowdownabsolute,avg := E[tservice(K)− γ]

= E[tservice(K)]− γ

= tservice,avg− γ (5.18)

Slowdownpercent,avg := E[
tservice(K)− γ

γ
·100%]

=
E[tservice(K)]− γ

γ
·100%

=
tservice,avg− γ

γ
·100%. (5.19)

If τi are all the constant τ , we have

Slowdownabsolute,avg =


γ

1−λτ
, for λτ < 1,

∞, for λτ ≥ 1.
(5.20)

Slowdownpercent,avg =

γ

1−λτ
− γ

γ
·100%

=


( 1

1−λτ
−1) ·100%, for λτ < 1,

∞, for λτ ≥ 1.
(5.21)
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Figure 5.5: Page retirement can bound the worst-case ATST in presence of errors. Here, we assume
error-handling times are all constant, λ = 5/sec, γ = 10 sec, and the page retirement operation, when
invoked, stalls the application for 200 ms.

5.6.5 Using the ATST Model to Predict the Impact of Page Retirement on Application Per-

formance

A convenient feature of our general ATST model (Eqns. 5.1 and 5.10) is the ability to predict the

impact of dynamic/variable error-handling latencies, such as page retirement policies. We use the

derived ATST model to consider the theoretical impact of page retirement on the performance of a

hypothetical application task that is being serviced by a processor.

Fig. 5.5 depicts the cumulative probability distribution (CDF) of the ATST (tservice) when the

average error rate λ = 5 per second, the application event handler nominally runs for γ = 10

seconds, and page retirement, when invoked, stalls the application for 200 ms.

If the error-handling time is constant τ = 25 ms, then retiring the faulty page after exactly 50

errors are corrected will bound the ATST to just under 11.5 seconds, because no further faults will

be sensitized after retirement. This results in a discontinuity in the depicted CDF. The expected

tservice value with page retirement is reduced. Page retirement roughly bounds the worst-case ATST

to the case where τ = 20 ms (e.g., equivalent to a 20% speedup in the error-handling routine).

If the latency of page retirement is similar to or less than that of the error handler, it should

always be done as soon as possible (e.g., when the high-overhead SMI-based reporting is used).

If this is not the case, for very short batch applications or event handlers we believe that page
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retirement should be done in a “lazy” fashion by waiting until the processor is idle; we leave this

consideration for future work. Conversely, for long-running batch applications or long-latency

interactive event handlers, the sooner page retirement is used, the tighter the bound on ATST will

be. In most cases, the impact to overall memory capacity from page retirement is likely negligible,

and the probability of hard CEs morphing into DUEs should be greatly reduced.

5.7 ATST-based Analytical Models for Batch Applications

We derive analytical models for the performance of batch applications on both uniprocessors and

multiprocessors for both SMI and CMCI-type error-reporting interrupts. The type of interrupt

(SMI or CMCI) used to indicate memory errors is important because their pre-emptive behaviors

are different. For the uniprocessor scenario (Sec. 5.7.1), the model is agnostic to which type of

interrupt is used to report memory errors because both SMI and CMCI will pre-empt the single

running application task with high priority. The multiprocessor scenario (Sec. 5.7.2), however, is

sub-divided by interrupt type: SMIs pre-empt all processors equally while CMCIs only need to run

on a single processor.

5.7.1 Uniprocessor System

A single task is issued to a uniprocessor system at time t0 with input parameters ~y0. The goal

is to predict the total execution time truntime,uni required to complete the task in the presence of

computational interference caused by a random number of K memory errors. The nominal runtime

is a deterministic function of the input parameters γ = γ(~y0). We assume that there are no other

applications running on the system except a very small memory fault-triggering aggressor task that

consumes virtually no processor resources.

The aggressor triggers memory errors randomly according to the exponential distribution. The

memory errors raise interrupts to the system, which causes the application task to become a victim

of pre-emption by the error handlers. The ith memory error arrives at time ti and has parameters~xi

and deterministic handling time τi = τ(~xi) for i≥ 1. Because we care only about the total execution
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Figure 5.6: Queuing model for batch applications on uniprocessors, with either CMCI or SMI
error interrupts. The batch task (blue) begins executing before errors arrive and pre-empt it (red),
increasing its overall execution time.

time for the application task, errors are assumed to never arrive before the task begins executing

at time t0, i.e., t0 < t1 < ... < tK . If an error arrives while another is already being handled, it is

queued and issued in first-come first-served (FCFS) order. The application victim task only makes

progress when there are no errors currently being handled or in the queue.

The queuing model that captures this scenario is depicted in Fig. 5.6. Note that we are not con-

cerned about the queuing statistics of the errors (red), but rather the performance of the application

(blue). The overall runtime and the average metric are given by the following.

truntime,uni(K) := tservice(K)

truntime,uni,avg := tservice,avg.

(5.22)

(5.23)

5.7.2 Multiprocessor System

In this scenario, a single task is issued to a multicore system with S processors at time t0 with input

parameters ~y0. The task has 1 ≤ M ≤ S worker threads that perfectly partition the workload at

all times and begin executing at the same time. There are two derivative scenarios depending on

whether memory errors are exposed through SMI or CMCI interrupts.

SMI Error Interrupts. This case is essentially the same as the uniprocessor/batch case de-

scribed in the previous subsection. SMI-based error handlers pre-empt all tasks equally and occupy

all processor resources uniformly, so the number of application threads and processor cores is not

important for estimating the increase in runtime (we saw this effect empirically in Fig. 5.2a). The
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queuing model is depicted in Fig. 5.7. Again, we are not concerned with the queuing statistics of

the errors (red), just the performance of the application (blue). The performance metrics are

truntime,multi,SMI(K) := tservice(K)

truntime,multi,SMI,avg := tservice,avg.

(5.24)

(5.25)

CMCI Error Interrupts. Only one core needs to run each CMCI handler invoked by a DRAM

error. Unlike the SMI case, the arrival of an error does not block all forward progress of the ap-

plication. To accurately model this situation, we would need to know a dispatch policy for CMCIs

as well as the application inter-thread dependencies and communication patterns. Unfortunately,

this situation is complex enough to require detailed system simulations, which defeats the purpose

of our modeling exercise (especially considering that we already collected some empirical data

through an un-scalable fault injection approach). However, if we only concern ourselves with the

average-case behavior, we can analytically model this scenario.

Assume that the error-handling times τi converge to an average value τ , i.e., limK→∞ 1/K ·
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ΣK
i=1τi = τ . Then the average utilization by errors in isolation (without any application workload)

is given by ρ = λτ , where 0 ≤ ρ ≤ S must hold. Let U be the average utilization of core-level

performance by the application in isolation, where 0≤U ≤ 1 also must hold. Then

truntime,batch,multi,CMCI,avg = γ · UM
UM− I

. (5.26)

Let I represent the interference utilization. If CMCI-based error handlers are issued using an idle

core-first policy, then we have

Iidle-first =


0, for λτ ≤ S−UM,

λτ− (S−UM), otherwise.
(5.27)

If CMCI-based error handlers are issued using a uniform-random policy, then we have

Irandom :=
UMλτ

S
. (5.28)

This means that for uniform-random CMCI errors, Eqn. 5.26 reduces to a similar result to the

uniprocessor/batch case in the previous subsection, except where the error arrival rate as seen by

any core running an application thread is reduced by the factor S because the whole multiprocessor

shares the error-handling burden. We have

truntime,batch,multi,CMCI,random,avg =
γ

1−λτ/S
. (5.29)

The queuing model for which we have formulated the average-case behavior is depicted in Fig. 5.7.

5.7.3 Predicting the Performance of Batch Applications

We use our derived analytical models to predict the performance of batch applications for different

system scenarios in presence of memory errors. The results are shown in Fig. 5.8. One can see in

Figs. 5.8a and 5.8b that for equivalent application slowdown on a uniprocessor system (say, 10%),
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the system can tolerate hundreds of errors more per second using CMCI instead of SMI reporting

if we assume SMIs are around 200 ms, while CMCIs are around 200 µs. For sufficiently high

error rates, the system will saturate with errors, causing application slowdown to approach infinity.

Fig. 5.8b illustrates the effect of CMCI issuing policy on a multiprocessor system. As expected,

the performance degradation is worst when interrupts are distributed evenly across cores, compared

with idle-first policies, which only disturb the application after idle cores are used to handle errors

first. The results for the batch/multiprocessor SMI (Fig. 5.8a with τ = 133 ms) and CMCI cases

(Fig. 5.8b with random-issue CMCIs) shown above agree closely with our empirical measurements

on SPEC CPU2006 benchmarks that were shown earlier by Fig. 5.2 in Sec. 5.4.

5.8 ATST-based Analytical Models for Interactive Applications

We derive approximate analytical models for the performance of interactive applications on unipro-

cessors for both SMI and CMCI-type error-reporting interrupts. Then, we describe the open prob-

lem of interactive/multiprocessor systems before briefly presenting some theoretical results for the

uniprocessor case.
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5.8.1 Uniprocessor System

In this scenario, many application events (tasks) arrive to a single-core system at times t j with

input parameters~y j. They occur according to the exponential probability distribution with average

arrival rate α . Upon arrival, if the processor is busy, the event enters a FCFS queue. At the same

time, memory errors are still arriving at the system with average rate λ using either SMI or CMCI

interrupts. If the processor is idle, the error handler executes immediately. If the processor is

handling an application event, the error handler immediately pre-empts the processor. Finally, if

the processor is busy handling a previous error, the newly-arrived error enters a separate high-

priority FCFS queue. The scenario is depicted in Fig. 5.9(a). The goal is to predict the distribution

of event-handling latency tlatency,uni in the presence of memory error-handling interference.

This queuing model is complex. The processor is given work according to a priority pre-

emptive FCFS scheduler, so the precise arrival times of events t j and errors ti can have a significant

impact. The precise execution times of events γ j = γ(~y j) and error handlers τi = τ(~xi) also have

an effect. Thus, we analyze the system with two different approximations that simplify matters

considerably: (i) high application utilization, and (ii) high error utilization.

5.8.1.1 Approximation 1: High Application Utilization

Here, we assume that at any given moment, the processor is far more likely to be handling an

application event than it is to be handling an error. Let the average nominal event handling time

be γ and the average error handling time be τ . Let φ := αγ be the average utilization of the

processor by application event handlers in isolation (no errors ever arrive). Similarly, let ρ := λτ

be the average utilization of the processor by error handlers in isolation (no application events ever

arrive). Then the assumption here is that φ >> ρ , where 0≤ φ ,ρ ≤ 1.

In such a case, we approximate the queuing model – shown in Fig. 5.9(b) – by discarding any

errors that arrive while the processor is idle. If the processor is busy handling an application event,

the error is immediately handled via pre-emption of the processor. If the processor is busy with

a previous error, the newly-arrived error enters its high-priority FCFS queue. We expect that this

approximation would not introduce significant error on the distribution of tlatency,uni because the
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probability of the processor being idle and an error discarded is small.

The benefit of this approximation is that we have obtained an M/G/1 queuing model for the

application events, which has some known properties. Errors now only take effect through the

ATST, for which we already have derived the complete probability distribution. In theory, we could

obtain the complete waiting time distribution for application events [279], where ψ = αtservice,avg

is the average overall processor utilization, and g(s) is the Laplace transform of tservice(K):

W ∗(s) =
(1−ψ)sg(s)

s−α(1−g(s))
. (5.30)

But tservice(K) is a discrete random variable unless γ(~y) were a continuous random variable (but we

assumed it was deterministic in our formulation of ATST). Then since γ(~y) is deterministic, g(s)

is not defined. Therefore, instead of deriving the complete waiting time distribution, Instead, we

express the average-case behavior as follows [280]:

twait,uni,approx1,avg =
ψ + α

tservice,avg
Var(tservice(K))

2( 1
tservice,avg

−α)

tlat,uni,approx1,avg = twait,uni,approx1,avg + tservice,avg.

(5.31)

(5.32)

5.8.1.2 Approximation 2: High Error Utilization

Now suppose the opposite of Approximation 1, i.e., the average processor utilization from errors

in isolation is much greater than the utilization caused by application events in isolation (φ << ρ).

This implies that the probability of any application event arriving to an idle system or one already

handling a prior event is close to zero. Instead, it is highly likely that when an application event

arrives to the system in Fig. 5.9(a), no other events are present, and the processor is handling errors

when it would otherwise have been idle and ready to process the application event. Because errors

enjoy higher execution priority than application events, this would force the event to experience a

blocking delay until the error queue is depleted.

We approximate this scenario using the queuing model shown in Fig. 5.9(c). Let D represent

the blocking delay experienced by a newly-arrived application event that is caused by a busy period
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consisting of prior errors that arrived to the system when it was idle. Assume that all error handlers

have a constant processing latency, i.e., τi = τ . Let C be a random variable that represents the

total number of errors in a given busy error-handling period. Then the blocking delay is a random

variable as well and is given by D =Cτ .

Because errors are likely to arrive at an idle system or one already handling prior errors, we

can model error behavior as the well-known M/D/1 queue. Then C is governed by the Borel

distribution [281]. Let ρ = λτ once again be the average processor utilization caused by error

arrivals in isolation (0≤ ρ ≤ 1). The PMF for D or C is thus given by:

PD = PC := Pr{C = c}= e−ρc(ρc)c−1

c!
. (5.33)

The total latency for a given application event is simply the sum of the blocking delay and the

servicing delay (ATST):

tlat,uni,approx2(D,K) := D+ tservice(K)

=Cτ + γ +Kτ

= γ + τ(C+K). (5.34)

The PMF for tlat,uni,approx2 is simply the convolution of PMFs for C and K:

Ptlat,uni,approx2 := Pr{tlat,uni,approx2 = t}

= Pr{C = c and K = k}= PC ∗PK. (5.35)

5.8.2 Multiprocessor System

For this final scenario, we describe an interactive application running on a multiprocessor system,

which remains an open and unsolved problem. Similar to the uniprocessor/interactive case, events

in Fig. 5.10 arrive according to the exponential probability distribution with average arrival rate

α and servicing times given by tservice(K). Upon arrival, if any processor core is idle, the event

is issued to that core; otherwise, the event enters a FCFS queue. The application events form an

M/G/k queue – because the event servicing time tservice(K) is a non-Markovian random variable,
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and there are multiple processors – which remains unsolved in queuing theory [282].

Complicating matters further, memory errors also arrive at the system randomly with average

arrival rate λ using either SMI or CMCI interrupts and have handling (servicing) times of τi. If

they arrive to an idle system, the errors also cause blocking delays, similar to Approximation 2

in our uniprocessor/interactive model described earlier. The resulting complete system resembles

what we call a “M2/G2/k” queue with priority pre-emptive scheduling.

The complexity of this model makes a complete analytical solution appear intractable. Future

work may seek to find hard bounds and approximate solutions to the behavior of the system. This

would eventually allow one to predict some behavioral aspects of our web search application that

we had characterized in Sec. 5.4.2.3.

5.8.3 Predicting the Performance of Interactive Applications on Uniprocessors

As we saw with our empirical web search results in Sec. 5.4.2.3, interactive applications tend to

suffer more than batch applications from memory errors, particularly during periods of high traffic.

Fig. 5.11 depicts the average total event-handling latency of a hypothetical application running on
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a uniprocessor system for αγ >> λτ (average error utilization is relatively low). This corresponds

to Approximation 1 with SMIs (τ = 133 ms). We find that the average latency can increase by

10× for 1 error per second (from 100 ms at 17 event arrivals/second to 1 sec at the same event

load). Conversely, for a fixed event latency, the introduction of 1 error per second can reduce

event-handling throughput by 25%. Validating the model against a uniprocessor system is left to

future work.

5.9 Possible Solutions

There are a number of possible ways to mitigate the problem of memory errors on application

performance.

• Dramatically speed up interrupt handlers through firmware/software optimization. This op-

portunity may be limited.

• Change SMM architecture to allow just a single processor to execute in firmware mode

concurrently with the other processors in kernel or user mode, improving performance of

SMI-based error handling. However, this may have implications for firmware complexity as

well as platform security.

• Expose the complete and static physical-to-DRAM organization mapping at boot time from

firmware to OS through a new ACPI structure that is cached in the kernel, improving utility

of CMCI-based error handling. This would add complexity to both firmware and system

software.

• Leverage aggressive page retirement to remove the source of faults that are sensitized and

degrading performance. This could potentially cost capacity and memory-level parallelism.

• Revert to the older error polling-style method, which bounds the time spent handling errors,

but potentially reduces the fidelity of error logs for use by the OS, datacenter operators, and

field study researchers. It may also reduce the common-case performance of all machines in

a WSC, which may affect the tail latency of interactive applications.
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• Leverage application-level load-balancing in the datacenter to mitigate the denied service of

machines with memory errors. This might have limited use, however, for applications that

are composed of many microservices, like those at Google [47].

We leave these solutions, as well as studying the impact of memory errors on datacenter-level

performance consistency and availability, to future work.

5.10 Conclusion

Memory reliability will continue to be an important consideration in the design of WSCs for the

foreseeable future. As researchers explore new directions in reliability-aware design, variation-

tolerant systems, and approximate computing, we advocate for increased awareness of the more

subtle effects of reliability on performance, energy, and cost. Our empirical measurements con-

firmed our hypothesis: a primary cause of performance degradation witnessed on machines with

faulty memory is not the underlying hardware itself; rather, it is the extreme software overheads

that are required to manage and report the error occurrences in the system.

We believe this is not necessarily a consequence of poor firmware or software engineering, but

is driven by fundamental design decisions in Intel’s current Machine Check Architecture (MCA).

Because the memory controller cannot know the physical address of a memory error, firmware

intervention is required via SMIs, but this comes at a significant performance cost. Moreover, one

cannot simply use the lower-overhead CMCI-only reporting, because even the OS cannot easily

leverage the required registers; without knowledge of the location of the DRAM error, preventative

maintenance such as page retirement cannot be used, nor can datacenter technicians easily diagnose

failed memory components.

Our derived analytical models allowed us to predict the performance of applications in the

presence of errors; this is useful for gaining insight without resorting to un-scalable fault injection

experiments. We also used them to study the theoretical benefits of page retirement and faster

error handling. Page retirement is an effective technique for mitigating hard faults in memory

and bounding the performance degradation caused by correctable errors. It also likely reduces
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the probability of detected but uncorrectable errors from occurring, which can crash or corrupt a

system. We believe that page retirement should be deployed widely, and is preferable to simply

masking errors at the hardware level, where the latter could reduce the quality of field studies and

data-driven insights based on error patterns. Faster firmware-based error handling should bring

substantial worst-case performance benefits without compromising on insights. However, this

would likely require substantial changes to Intel’s MCA and System Management Mode, possibly

including additional hardware structures.

Compelling directions for future work include the design of improved error-handling architec-

tures, characterizing the impact of memory errors on performance of distributed and microservice-

based applications across multiple machines, and accounting for the performance degradation in

machine servicing and datacenter total cost-of-ownership models.
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CHAPTER 6

SDECC: Recovering from Detected-but-Uncorrectable Memory

Errors using Software-Defined Error-Correcting Codes

We propose the novel idea of Software-Defined Error-Correcting Codes (SDECC) that opportunis-

tically recover from detected-but-uncorrectable errors (DUEs) in memory. It is based on two key

ideas: (i) for a given DUE, we compute a small list of candidate codewords, one of which is

guaranteed to be correct; and (ii) side information about data in memory guides an entropy-based

recovery policy that chooses the best candidate. A lightweight cacheline-level hash can optionally

be added on top of the ECC construction to prune the list of candidates when a DUE occurs.

We demonstrate the feasibility of SDECC for linear (t)-symbol-correcting, (t + 1)-symbol-

detecting codes and analyze existing SECDED, DECTED, and SSCDSD ChipKill-Correct con-

structions. SDECC requires minimal architectural support in the memory controller and adds no

performance, energy, or parity storage overheads during normal memory access without DUEs.

Evaluation is done using both randomized DUE error injection on data from memory traces

of SPEC CPU2006 benchmarks and online during runs of the AxBench suite. We find that up

to 99.9999% of double-chip DUEs in the ChipKill code with a hash can be successfully recov-

ered. Recovering double-bit DUEs for a conventional SECDED code with approximation-tolerant

applications produces unacceptable output quality in just 0.1% of cases.

Collaborators:

• Clayton Schoeny, UCLA

• Prof. Lara Dolecek, UCLA

• Prof. Puneet Gupta, UCLA
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Source code and data are available at:

• https://github.com/nanocad-lab?&q=sdecc

• http://nanocad.ee.ucla.edu
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6.1 Introduction

Hardware reliability is now a central issue in computing. Memory systems are a limiting factor

in system reliability [143] because they are primarily designed to maximize bit storage density;

this makes them particularly sensitive to manufacturing process variation, environmental operat-

ing conditions, and aging-induced wearout [263, 264]. At one extreme, embedded systems used

in safety-critical applications must be dependable while satisfying stringent cost and energy con-

straints. At another extreme, warehouse-scale computers built for the cloud and high-performance

computing contain so many components that even the most subtle of reliability problems can be

exacerbated [265,283]. DRAM errors are common in warehouse-scale computers: Google has ob-

served 70000 FIT/Mb in commodity memory, with 8% of modules affected per year [143], while

Facebook has found that 2.5% of their servers have experienced memory errors per month [260].

Advances in memory resiliency can also help improve system energy efficiency [19].

Error-correcting codes (ECCs) are a classic way to build resilient memories by adding redun-

dant parity bits or symbols. A code maps each information message to a unique codeword that

allows a limited number of errors to be detected and/or corrected. Errors in the context of ECC

can be broadly categorized as corrected errors (CEs), detected-but-uncorrectable errors (DUEs),

mis-corrected errors (MCEs), and undetected errors (UDEs). CEs are harmless but are typically re-

ported to system software anyway [12] as they may indicate the possibility of future DUEs. UDEs

may result in silent data corruption (SDC) of software state, while MCEs may cause non-silent

data corruption (NSDC)1; neither are desirable.

When a DUE occurs, the entire system usually panics, or in the case of a supercomputer,

rolls back to a checkpoint to avoid data corruption. Both outcomes harm system availability and

can cause some state to be lost. In this chapter, we consider the problem of memory DUEs,

because they are more common than MCEs and UDEs and remain a key challenge to the reliability

and availability of extreme-scale systems. For instance, even with state-of-the-art strong memory

protection using a ChipKill-Correct ECC, the Blue Waters supercomputer suffers from a memory

DUE rate of 15.98 FIT/GB [284]. This rate is high enough that whole-system checkpoints would

1Any data corruption that might occur from an MCE is not silent, because the system still knows when and where
the memory error occurred. Hence, we deliberately use the term “NSDC” instead of “SDC.”
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Figure 6.1: Software-Defined ECC (SDECC) concept for recovering from detected-but-
uncorrectable errors (DUEs) in memory.

likely be required every few hours, and would add a significant performance and energy overhead

to HPC applications [285]. For industry-standard SECDED codes that perform better and use less

energy than ChipKill, DUEs are at least an order of magnitude more frequent [284] and compound

the reliability/availability problem further.

The theoretical development of ECCs have – thus far – implicitly assumed that every mes-

sage/information bit pattern is equally likely to occur. This essential assumption has enabled the

derivation of many analytical results in the coding theory literature ever since Hamming’s semi-

nal work in 1950 [286]. In general-purpose memory systems, however, this assumption does not

hold true. For instance, applications exhibit unique characteristics in control flow and data that

arise naturally from the algorithm, inputs, OS, ISA, and micro-architecture. Building upon our

preliminary ideas first reported in [13, 14], we demonstrate how to exploit some of these charac-

teristics to enhance the capabilities of existing ECCs in order to recover from a large fraction of

otherwise-harmful DUEs.

We propose the concept of Software-Defined ECC (SDECC), a general class of techniques

spanning hardware, software, and coding theory that improves the overall resilience of systems by

enabling heuristic best-effort recovery from memory DUEs. The high-level concept is depicted in

Fig. 6.1. The key idea is to add software support to the hardware ECC code so that most memory

DUEs can be recovered. SDECC is best suited for approximation-tolerant applications because of

its best-effort recovery approach.
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Our approach is summarized as follows. When a memory DUE occurs, hardware stores infor-

mation about the error in a small set of configuration-space registers that we call the Penalty Box

and raises an error-reporting interrupt to system software. System software then reads the Penalty

Box, derives additional context about the error – and using basic coding theory and knowledge

of the ECC implementation – quickly computes a list of all possible candidate messages, one of

which is guaranteed to match the original information that was corrupted by the DUE. If available,

an optional lightweight hash is proposed to prune the list of candidates. A software-defined data

recovery policy heuristically recovers the DUE in a best-effort manner by choosing the most likely

remaining candidate based on available side information (SI) from the corresponding un-corrupted

cacheline contents; if confidence is low, the policy instead forces a panic to minimize the risk of

accidentally-induced MCEs resulting in intolerable NSDC. Finally, system software writes back

the recovery target message to the Penalty Box, which allows hardware to complete the afflicted

memory read operation.

SDECC does not degrade memory performance or energy in the common cases when either no

errors or purely hardware-correctable errors occur. Yet it can significantly improve resilience in

the critical case when DUEs actually do occur. The contributions of this chapter are described in

the following sections.

• We derive the theoretical basis for software to compute a short list of candidate messages/-

codewords – one of which is guaranteed to be correct – for any (t)-symbol-correcting,

(t +1)-symbol-detecting code upon receipt of a (t +1)-symbol memory DUE.

• We analyze new properties of commonly-used ECCs that demonstrate the feasibility of

SDECC for real systems. We also propose optional support for a second-tier hash that can

improve SDECC by pruning the list of candidate codewords before recovery.

• We describe architectural support for SDECC with main memory. In general, SDECC re-

quires minimal changes to existing DRAM controllers and no changes to the ECC design.

There is also no performance or energy penalty in the common case, i.e., in the vast major-

ity of memory accesses when DUEs do not occur. Our optional hash costs a small amount
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of extra parity bit storage. SDECC incurs no storage overheads when used with purely-

conventional ECC constructions.

• We propose and evaluate a cacheline entropy-based recovery policy (called Entropy-Z) that

utilizes SI about patterns of application data in memory to guide successful recovery from

DUEs; when SI is weak, it instead aborts recovery by panicking.

• We evaluate the efficacy of SDECC with a comprehensive DUE injection campaign that uses

representative SPEC CPU2006 traces. We compare our policy with alternatives and consider

the impact of SI quality on recovery rates.

• We evaluate the impact of SDECC on approximate applications by using online DUE injec-

tions on the AxBench suite, and by tracking the effect of resulting MCEs on output quality

(benign, tolerable NSDC, and intolerable NSDC).

On average using a conventional Hsiao SECDED code [287], SDECC can successfully recover

from 71.6% of double-bit DUEs while causing MCEs just 4.7% of the time. Moreover, for ap-

proximate applications, we find that out of these induced MCEs, intolerable NSDCs only occur

1.5% to 10.7% of the time. For applications that are not approximation-tolerant or require higher

availability, we demonstrate that with a SSCDSD ChipKill-Correct code [288, 289] SDECC can

recover on average from 85.7% of double-chip DUEs, with an MCE rate of just 1.5%.

Finally, with the proposed 8-bit (16-bit) lightweight hash layered on top of ChipKill, SDECC

can recover from 99.940% (99.9999%) of double-chip DUEs while causing MCEs just 0.002%

(< 0.00001%) of the time. In the hypothetical case of the Blue Waters supercomputer [284], we

estimate that SDECC with ChipKill and 8-bit hash could grant up to a 18.1% application speedup

by reducing the required cluster checkpoint frequency without a significant risk of accidentally-

induced MCEs and possible NSDC.

This chapter is organized as follows. We begin by covering the necessary basics of ECC

in Sec. 6.2 in order order to understand our theoretical contributions that immediately follow

in Sec. 6.3. We then apply the derived theory to analyze the properties of existing SECDED,

DECTED, and SSCDSD ChipKill-Correct codes in Sec. 6.4. The SDECC architecture is presented
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in Sec. 6.5, and the Entropy-Z data recovery policy is covered in Sec. 6.6. We have two evalua-

tion sections: Sec. 6.7 covers reliability aspects of SDECC, while Sec. 6.8 analyzes the impact on

output quality for approximate applications. We discuss system-level benefits and alternatives to

SDECC in Sec. 6.9. Related work is presented in Sec. 6.10 before we conclude the chapter with

directions for future work in Sec. 6.11.

6.2 ECC Background

We introduce fundamental ECC concepts that are necessary to understand the theory and analysis

of SDECC. Table 6.1 summarizes the terms introduced in this section as well the introduction.

Throughout this chapter, we will refer to the most important code parameters using the shorthand

notation [n,k,dmin]q (not to be confused with the citations).

6.2.1 Key Concepts

A linear block error-correcting code C is a linear subspace of all possible row vectors of length n.

The elements of C are called codewords, which are each made up of symbols. We refer to symbols

as q-ary, which means they can take on q values where q is a power of 2. A symbol equivalently

consists of b = log2q bits. For example, if q = 2, each symbol is a bit, yielding a binary code; if

q = 4, we have a quaternary code where each symbol consists of two bits. Therefore, for binary

codes, whenever we use the term “symbol,” it is equivalent to “bit.”

The code can also be thought of as an injective mapping of a given q-ary row vector message

~m of length k symbols into a codeword~c of length n symbols. Because the code is linear, any two

codewords ~c,~c′ ∈ C sum to a codeword ~c′′ ∈ C . Thus, there are r = n− k redundant symbols in

each codeword. A linear block code can be fully described by either its q-ary (k× n) generator

matrix G, or equivalently, by its q-ary (r× n) parity-check matrix H. Each row of H is a parity-

check equation that all codewords must satisfy: ~cT ∈ Null(H) where T is the transpose. There are

usually many ways of constructing a particular G and H pair for a code with prescribed k and n

parameters.
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Table 6.1: Important ECC Notation

Term Description
CE corrected error
DUE detected-but-uncorrectable error
MCE mis-corrected error
UDE undetected error
SDC silent data corruption
NSDC non-silent data corruption
symbol logical group of bits
systematic form 1:1 message symbols in codeword, parity symbols at end
construction particular implementation of an ECC
SECDED single-error-correcting, double-error-detecting
DECTED double-error-correcting, triple-error-detecting
SSCDSD single-symbol-correcting, double-symbol-detecting
ChipKill-correct ECC construction and mem. organization that either corrects up to

1 DRAM chip failure or detects 2 chip failures
C linear block error-correcting code
G generator matrix
H parity-check matrix
n codeword length in symbols
k message length in symbols
r parity length in symbols
b bits per symbol
q symbol alphabet size
t max. guaranteed correctable symbols in codeword
∆q(~u,~v) q-ary Hamming distance between~u and~v
dmin minimum symbol distance of code
wtq(·) q-ary Hamming weight
~m original/intended message
~c original/intended codeword
~e error that corrupts original codeword
~x received string with error (corrupted codeword)
~s parity-check syndrome
[n,k,dmin]q shorthand for crucial ECC parameters
(t)SC(t +1)SD (t)-symbol-correcting, (t +1)-symbol-detecting
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To protect stored message data, one first encodes the message by multiplying it with the gener-

ator matrix: ~mG =~c. One then writes the resulting codeword~c to memory. When the system reads

the memory address of interest, the ECC decoder hardware obtains the received string ~x =~c+~e.

Here, ~e is a q-ary error-vector of length n that represents where memory faults, if any, have re-

sulted in changed symbols in the codeword. The decoder calculates the syndrome: ~s = H~xT. There

are no declared CEs or DUEs if and only if ~s =~0, or equivalently, ~x is actually some codeword

~c′ ∈ C . Note that even if~x =~c′ ∈ C , there is no guarantee that errors did not actually happen. For

instance, if the error is itself a codeword (~e ∈ C ), then there is a UDE due to the linearity of the

code: ~c+~e =~c′ ∈ C .

6.2.2 Minimum Distance and Error Correction Guarantees

The minimum distance dmin of a linear code is defined as

dmin = min
~u,~v∈C ;
~u6=~v

[∆q(~u,~v)] = min
~c∈C ;
~c6=~0

[wtq(~c)] (6.1)

where ∆q(~u,~v) is the q-ary Hamming distance between vectors ~u and ~v, and wtq(~u) is the q-ary

Hamming weight of a vector ~u. Notice that the minimum distance is equal to the minimum Ham-

ming weight of all non-~0 codewords (because~0 is always a codeword in a linear code).

The maximum number of symbol-wise errors in a codeword that the code is guaranteed to

correct is given by t = b1
2(dmin− 1)c. Thus, we often refer to codes with even-valued dmin as

(t)-symbol-correcting, (t +1)-symbol-detecting, or (t)SC(t +1)SD.

6.2.3 ECC Decoder Assumptions

The typical decoding method for ECC hardware is to choose the maximum-likelihood codeword

[290] under two implicitly statistical assumptions.

• Assumption 1: all symbols in a codeword are equally likely to be afflicted by faults (the

symmetric channel model).
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Table 6.2: Important SDECC-Specific Notation

Term Description
N Number of ways to have a DUE
Wq(dmin) no. min. weight codewords
Ψ(~x) or |Ψ(~x)| list (or no.) of candidate codewords for received string~x
µ mean no. of candidate codewords ∀ possible DUEs
PG prob. of choosing correct codeword for a given DUE
PG avg. prob. of choosing correct codeword ∀ possible DUEs
h Second-tier hash size in bits
linesz Total cacheline size in symbols (message content)

• Assumption 2: all messages are equally likely to occur.

Under these assumptions, the maximum-likelihood decode target is simply the minimum-distance

codeword from the received string. Under maximum-likelihood decoding, any error~e with wtq(~e)>

t is guaranteed to cause either a DUE, MCE, or a UDE.

The common and fastest case in ECC decoding is that there are no errors (~s =~0). If a con-

struction is in systematic form, then the r parity bits are placed at the end of the codeword, and the

first k bits are simply an identity mapping of the message ~m. This makes it easy to obtain ~m when

~s =~0. Any linear block code can be put in systematic form using elementary matrix operations.

6.3 SDECC Theory

Important terms and notation introduced in this section are summarized in Table 6.2.

SDECC is based on the fundamental observation that when a (t + 1)-symbol DUE occurs

in a (t)SC(t + 1)SD code, there remains significant information in the received string ~x. This

information can be used to recover the original message ~m with reasonable certainty. It is not the

case that the original message was completely lost, i.e., one need not naı̈vely choose from all qk

possible messages. In fact, there are exactly

N =

(
n

t +1

)
(q−1)(t+1) (6.2)
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ways that the DUE could have corrupted the original codeword, which is less than qk. But guessing

correctly out of N possibilities is still difficult. In practice, there are just a handful of possibilities:

we call them candidate codewords (or candidate messages).

If the hardware ECC decoder registers a DUE, there can be several equidistant candidate code-

words at the q-ary Hamming distance of exactly (t +1) from the received string~x. We denote the

set of candidates by Ψ(~x)⊆ C .

Without any side information (SI) about message probabilities, under conventional principles,

each candidate codeword is assumed to be equally likely. In other words, there is a candidate

codeword more likely than the others if and only if it is uniquely closest to ~x; in such a case, a

CE could have been registered instead of a DUE (depending on the implementation of the ECC

decoder).

We retain Assumption 1 from Sec. 6.2.3, which means we assume all DUEs are equally likely

to occur. However, in the specific case of DUEs, we drop Assumption 2: this allows us to leverage

SI about memory contents to help choose the right candidate codeword in the event of a given

DUE.

The size of the candidate codeword list |Ψ(~x)| is independent of the original codeword; it

depends only on the error vector ~e due to linearity of the code C . We express this fact in the

following lemma.

Lemma 1. Let |Ψ(~x)| be the number of equidistant candidate codewords for a received string

~x =~c+~e that is a (t +1)-symbol DUE. Then

|Ψ(~x)|= |Ψ(~c+~e)|= |Ψ(~e)|.
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Figure 6.2: Illustration of candidate codewords for 2-bit DUEs in the imaginary 2D-represented
Hamming space of a binary SECDED code. The actual Hamming space has n dimensions.

Proof.

|Ψ(~x)|= |Ψ(~c+~e)|

= |{~c′ ∈ C :~c′+~e′ =~c+~e; wt(~e′) = t +1}|

= |{~c′′ ∈ C : ~c′′+~e′ =~e; wt(~e′) = t +1}|

(by linearity, ~c′−~c = ~c′′ ∈ C )

= |Ψ(~e)|.

Notice that the actual set of candidate codewords Ψ(~x) still depends on both the error-vector~e

and the original codeword~c (because~x =~c+~e).

One can better understand candidate codewords by visualizing the Hamming space of a code.

Consider Fig. 6.2, which depicts the relationships between codewords, CEs, DUEs, and candidate

codewords for individual DUEs for a SECDED code (q = 2 and dmin = 4). Here, the red-point

received string ~x (a DUE) has four candidate codewords, marked within the red circle; these are
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each the minimum distance of 2 bit flips away from~x. Similarly, the orange-point received string

has three candidate codewords, indicated by the orange circle.

We derive bounds on the number of candidate codewords, show how to compute a list of

candidates for a given DUE, and explain how to prune a list of candidates using a small cacheline-

level second-tier checksum.

6.3.1 Number of Candidate Codewords

The number of candidate codewords |Ψ(~e)| for any given (t +1) DUE~e has a linear upper bound

that makes DUE recovery tractable to implement in practice. For instance, for any linear [39,32,4]2

SECDED code, we find that there can never be more than 19 candidates for any double-bit DUE;

in codes of interest, the number is usually smaller. This upper bound is given by the following

lemma.

Lemma 2. For any error~e with wtq(~e) = (t+1) in a (t)SC(t+1)SD linear q-ary code C of length

n,

|Ψ(~e)| ≤
⌊

n(q−1)
t +1

⌋
.

Proof. The received string ~x is exactly q-ary distance 1 from the t-boundary of the nearest Ham-

ming sphere(s). Thus, there are at most n(q−1) single-element perturbations ~p such that~y =~x+~p

is a CE inside a Hamming sphere of a codeword. For each perturbation that results in a CE, there

must be exactly t more single-element perturbations to fully arrive at a candidate codeword ~c′.

Because we cannot perturb the same elements more than once to arrive at a given ~c′, there cannot

ever be more than b(n(q−1))/(t +1)c candidate codewords.

The probability of correctly guessing the original codeword – without the use of any side in-

formation – for a specific error ~e is simply the reciprocal of the number of candidate codewords:

PG(~e) = 1/|Ψ(~e)|. Let PG be the average probability of guessing the correct codeword over all

possible (t + 1)-symbol DUEs. Also let ∑~e represent the summation over all possible (t + 1)
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symbol-wise error vectors~e. Then we have

PG =
1
N ∑

~e

1
|Ψ(~e)|

. (6.3)

6.3.2 Average Number of Candidates

For a particular construction of a given code, we define Wq(w) as the total number of codewords

that have q-ary Hamming weight w. Then Wq(dmin) refers to the total number of minimum weight

non-~0 codewords; its value depends on the exact constructions of G and H for given [n,k,dmin]q

parameters. The average number of candidate codewords over all possible (t + 1)-symbol DUEs

is denoted as µ .

Lemma 3. For a linear q-ary (t)SC(t+1)SD code C of length n and with given Wq(dmin = 2t+2),

the average number of candidate codewords µ over all possible (t +1)-symbol DUEs is

µ(n, t,q) =

(2t+2
t+1

)
Wq(2t +2)( n

t+1

)
(q−1)(t+1)

+1.

Proof. In order to find the average number of candidate codewords, we must sum the number

of candidate codewords for each unique (t + 1) q-ary error ~eE where E = i1, i2, · · · , i(t+1), and

i1 6= i2 6= · · · 6= i(t+1). We then divide that sum by the number of error-vectors (n choose (t + 1)).

By linearity and without loss of generality, assume~c =~0. We know that the only codewords~c′ ∈C

that can satisfy ∆(~c−~c′,~e) = (t+1) have weight Wq(dmin). Each such~c′ that has~ci1 =~ei1 ,~ci2 =~ei2 ,

etc., then has (dmin choose (t +1)) distinct error-vectors~eE . Thus summing over all error-vectors,

each codeword ~c′ with wt(~c′) = dmin contributes to (dmin choose (t +1)) candidate codewords. To

average, we divide [(dmin choose (t + 1))]×Wq(dmin) by (n choose (t + 1)). We also divide by

(q−1)(t+1) because each non-zero element of the error vector~eE can take values from 1 to q−1.

Finally, we add 1 to the expression since the original codeword~c is a candidate codeword for every

possible error-vector, and was not already counted in Wq(dmin).

We find that µ is often easier to compute than PG for long symbol-based codes; this is useful

because 1/µ is a lower bound on PG according to the well-known Arithmetic-Mean Harmonic-
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Mean inequality. We express this fact in the following lemma.

Lemma 4. Over all possible ways N to have a (t+1)-symbol DUE~e, let µ be the average number

of candidate codewords and PG be the average probability of recovery. Then

1
µ
≤ PG.

Proof.

1
µ
=

N
∑~e |Ψ(~e)|

≤
∑
~e

1
|Ψ(~e)|

N
(Arithmetic-Mean Harmonic-Mean inequality)

= PG.

6.3.3 Computing the List of Candidates

So far we have bounded the number of candidate codewords for any (t +1)-symbol DUE; we now

show how to find these candidates. The candidate codewords Ψ(~x) for any (t + 1)-symbol DUE

received string~x is simply the set of equidistant codewords that are exactly (t +1) symbols away

from~x. More formally, let subscripts be used to index symbols in a vector, starting from the most

significant position. Then we have the following lemma.

Lemma 5. Let Ψ(~x) be the list of candidate codewords for a given (t +1)-symbol DUE~x =~c+~e.

Then

Ψ(~x) =~c∪{~c′ ∈ C :

∆q(~c′−~c) = dmin,~c′i =~xi ∀i where~ei 6= 0}. (6.4)

Proof. For a codeword~c′ ∈C to be a candidate codeword, due to linearity, it must be that ∆(~c′,~x)=

∆(~c′,~c+~e) =∆(~c′−~c,~e) = t+1. Since dmin = 2t+2, the only codewords~c′ other than~c that satisfy
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Algorithm 5 Compute list of candidate codewords Ψ(~x) for a (t +1)-symbol DUE~x in a linear
(t)SC(t+1)SD code with parameters [n,k,dmin]q. For error vectors, subscripts indicate the sym-
bol positions of errors, but not their q-ary values. For example,~e3 corresponds to [00100 . . .0].

for i = 1 : n do
for j = 1 : q−1 do

~p← j ∗~ei //(symbol i in p gets q-ary value j, all others 0)
~y←~x+~p
if Decoder(~y) not DUE then

~c′← Decoder(~y) //Compute candidate codeword
if ~c′ /∈Ψ(~x) then //If candidate not already in list

Ψ(~x)←Ψ(~x)∪~c′ //Add candidate to list
end if

end if
end for

end for

the previous equation also satisfy wt(~c′−~c) = dmin and wt(~c′−~e) = dmin/2. Thus a minimum

weight codeword ~c′ is a candidate codeword if and only if t +1 of the non-zero elements in ~c′−~c

are in the same location as the t +1 elements in~e.

Notice that this equation depends on the error~e and original codeword~c, but we only know the

received string~x; moreover, the equation does not say how to actually calculate the list Ψ(~x).

Fortunately, there is a simple and intuitive algorithm (shown in Alg. 5) to find the list of can-

didate codewords Ψ(~x) with runtime complexity O(nq/t). The essential idea is to try every pos-

sible single symbol perturbation ~p on the received string. Each perturbed string ~y =~x+~p is run

through a simple software implementation of the ECC decoder, which only requires knowledge of

the parity-check matrix H (O(rnlogq) bits of storage). Any ~y characterized as a CE produces a

candidate codeword from the decoder output.

6.3.4 Pruning Candidates using a Lightweight Hash

In systems that require high reliability and availability, we propose to optionally prune the list of

candidate codewords using a lightweight second-tier hash of several codewords grouped together

in a cacheline. This would increase the success rate of SDECC while dramatically reducing the

risk of MCEs. Several previous works [291–294] have also proposed the use of RAID-like multi-
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tier codes, but using traditional checksums instead than hashes. These constructions typically

achieve stronger overall correction capabilities while reducing parity storage overheads for the

expected types of faults. Unfortunately, these schemes tend to impact common-case performance

and energy due to the required non-locality of the parity layout.

We observe that second-tier hashes can also be used to prune a list of candidate codewords for a

DUE. For instance, we can compute a h-bit original hash of the linesz×b total message bits of a

cacheline when it is written to memory. Then when a DUE occurs, after the candidate messages are

found using Alg. 5, we can compute in software the candidate hashes for each candidate cacheline

and compare them with the original that is read from memory. On average for a universal hash

function, the number of incorrect candidates |Ψ(~x)|−1 will be reduced by a factor of 2h. In most

cases, only one candidate will match the original hash and we can fully correct the DUE; there is

a chance of hash collision, in which case the number of candidates is still reduced but not down to

one. Thus, we should not need long hashes to achieve a significant improvement in DUE recovery

rate.

Errors in the original hash can cause candidate pruning to fail. However, this is a concern only

when there is simultaneously both a (t +1)-symbol DUE Ψ(~x) in one of the cacheline codewords

and an error in the hash. Although we consider this situation to be very unlikely, there are two

possible outcomes for a universal hash.

• Outcome 1. The hash cannot prune the list of candidates because no candidates’ computed

hashes match. This case is fairly benign: SDECC just falls back to the full list of candidates.

The probability of this lower bounded by

Pr[no cand. hash match | orig. hash corrupt] ≥ (2h−|Ψ(~x)|)/(2h−1). (6.5)

• Outcome 2. The corrupted hash collides with the computed hash of an incorrect candidate.

Unfortunately, this case is not benign: it causes an MCE because the original message is

mistakenly pruned along with other incorrect candidates. However, for all but the smallest
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hashes, the probability is much less than Outcome 1 and is upper bounded by

Pr[wrong match | orig. hash corrupt] ≤ (|Ψ(~x)|−1)/(2h−1). (6.6)

We assume there is no more than one DUE per cacheline. Accordingly, we also assume the hash

is not corrupted in order to maintain a consistent fault model. Future work can explore SDECC in

the context of detailed fault models where these assumptions can be revisited.
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Table 6.3: Summary of Code Properties – PG is Most Important for SDECC

Class of Code Code Params. Type of Code Class of DUE # Min. Wt. Codew. # DUEs Avg. # Cand. Codew. LBnd. Prob. Rcov. Prob. Rcov.
[n,k,dmin]q (t +1) Wq(dmin) N µ and min/max range 1/µ PG

32-bit SECDED [39,32,4]2 Hsiao [287] 2-bit 1363 741 12.04 (8 to 15) 8.31% 8.50%
32-bit SECDED [39,32,4]2 Davydov [295] 2-bit 1071 741 9.67 (7 to 19) 10.34% 11.70%
64-bit SECDED [72,64,4]2 Hsiao [287] 2-bit 8404 2556 20.73 (8 to 27) 4.82% 4.97%
64-bit SECDED [72,64,4]2 Davydov [295] 2-bit 6654 2556 16.62 (12 to 33) 6.02% 6.85%
32-bit DECTED [45,32,6]2 – 3-bit 2215 14190 4.12 (1 to 9) 24.27% 28.20%
64-bit DECTED [79,64,6]2 – 3-bit 17404 79079 5.40 (1 to 12) 18.52% 20.53%
128-bit SSCDSD [36,32,4]16 Kaneda [288] 2-sym. 56310 141750 3.38 (1 to 9) 29.67% 39.88%



6.4 SDECC Analysis of Existing ECCs

Code constructions exhibit structural properties that affect the number of candidate codewords

|Ψ(~e)|. Certain combinations of error positions produce fewer candidate codewords than others.

This favors recovery of certain errors even if one simply guesses from the corresponding list of

candidate codewords. In fact, distinct code constructions with the same [n,k,dmin]q parameters can

have different values of µ and distributions of |Ψ(~e)|.

We apply the SDECC theory to seven code constructions of interest in this chapter: SECDED,

DECTED, and SSCDSD (ChipKill-Correct) constructions with typical message lengths of 32, 64,

and 128 bits. Table 6.3 lists properties that we have derived for each of them. Most importantly,

the final column lists PG — the random baseline probability of successful recovery without SI.

These probabilities are far higher than the naı̈ve approaches of guessing randomly from qk

possible messages or from the N possible ways to have a DUE. Thus, our approach can handle

DUEs in a more optimistic way than conventional ECC approaches.

6.4.1 SECDED

The class of SECDED codes (t = 1, q = 2, dmin = 4) is simple and effective against random

radiation-induced soft bit flips in memory. They can correct all possible single-bit errors and

detect all possible double-bit errors. The parity-check matrix H of a linear SECDED code satisfies

the following properties.

• All columns are distinct (and non-zero).

• The minimum number of columns to form a linearly dependent set is 4.

The simplest way to construct a SECDED code is to extend a [2r−1,2r− r−1,3]2 Hamming

code [286] with an extra parity bit, (forming a [2r,2r−r−1,4]2 SECDED code), but these complete

constructions do not exist for k = 32 and k = 64. A complete construction has the same number

of candidates for all possible (t + 1)-symbol DUEs.2 They have µ = |Ψ(~e)| ∀ ~e, and therefore,

2In fact, for a complete SECDED code, the only possible DUEs are exactly two bits. In non-complete constructions,
for example, some triple-bit errors are also DUEs, while others are MCEs, etc.
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PG = 1/µ .

We are specifically interested in k = 32 and k = 64 message sizes. Hsiao’s [39,32,4]2 and

[72,64,4]2 constructions are the most common implementations of SECDED because they min-

imize the number of decoder logic gates [287]. These Hsiao codes are derived by truncating

[127,120,3]2 and [63,57,3]2 Hamming codes, respectively, that were each supplemented with an

extra overall parity bit.

Davydov proposed alternative and more structured SECDED codes that instead minimize the

probability of an MCE when there is a triple-bit error (wtq(~e) = 3) by minimizing W2(4) [295]. We

find that Davydov codes have an additional advantage in context of SDECC: Lemma 3 tells us that

these Davydov SECDED constructions also minimize the average number of candidate codewords

µ . This can lend them an advantage for heuristic recovery.

Figs. 6.3 and 6.4 depict how the structure of the [39,32,4]2 and [72,64,4]2 SECDED construc-

tions determines the number of candidate codewords for all N possible DUE patterns, respectively.

For instance, the Hsiao codes (Figs. 6.3a and 6.4a) are less structured and have higher µ compared

to the Davydov codes (Figs. 6.3b and 6.4b), which achieve the optimal µ (but not necessarily the

optimal PG). For the SECDED codes in this chapter, the average number of candidate codewords

µ ranges from 9.67 to 20.73, as shown in Table 6.3.

6.4.2 DECTED

DECTED codes (t = 2, q = 2, dmin = 6) can correct random 2-bit errors and detect 3-bit er-

rors. While they are not typically used in commodity memory systems due to high overheads,

they attract continued interest by industry and researchers. The parity-check matrix H of a linear

DECTED code satisfies the following properties.

• All columns are distinct (and non-zero).

• The minimum number of columns to form a linearly dependent set is 6.

The easiest way to construct the code is to add an extra parity bit to a [2r− 1,2r− 2r− 1,5]2

BCH code [296], extending it to a complete [2r,2r− 2r− 1,6]2 DECTED code. Just like we had
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with the complete SECDED case, µ = |Ψ(~e)| ∀~e and PG = 1/µ .

Unfortunately, like with SECDED, there exist no such complete DECTED constructions for

k = 32,64. For this work, we simply add one extra parity bit to the [127,113,5]2 and [63,51,5]2

BCH codes [296] and then truncate them to obtain our own [45,32,6]2 and [79,64,6]2 DECTED

constructions, respectively. For the DECTED codes in this chapter, a baseline random-candidate

recovery policy has around a 20-30% chance of success.

6.4.3 SSCDSD (ChipKill-Correct)

SSCDSD codes with 4-bit symbols (t = 1, q = 16, dmin = 4) are a non-binary equivalent of

SECDED codes. They can correct any error that falls within a single symbol, and detect all errors

that fall within two distinct symbols, making them superior when memory faults are spatially cor-

related. We use Kaneda’s Reed-Solomon-based [36,32,4]16 construction [288]. Messages are 128

bits long and codewords are 144 bits long, so they are convenient to deploy in industry-standard

DDRx-based DRAM systems that are 72 bits wide. When two DRAM channels are run in lockstep

with x4 DRAM chips, [36,32,4]16 SSCDSD codes have the ChipKill-Correct property [289]. This

is because they can completely correct any errors resulting from a single-chip failure, and detect

any errors caused by a double-chip failure. We find that despite there being 141750 possible ways

to have a double-chip DUE, on average, there are just 3.38 candidate codewords per DUE, with the

random-candidate chance of success being 39.88%. Thus, we expect ChipKill to deliver the best

results in our evaluation.
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6.5 SDECC Architecture

SDECC consists of both hardware and software components to enable recovery from DUEs in

main memory DRAM. We propose a simple hardware/software architecture whose block diagram

is depicted in Fig. 6.5 and will be referred throughout this section. Although the software flow

includes an instruction recovery policy, we do not present it in this chapter because DUEs on

instruction fetches are likely to affect clean pages that can be remedied using a page fault (as shown

in the figure). In addition to basic hardware/software support, we also describe an implementation

of the optional second-tier hash support for pruning candidates prior to recovery.

6.5.1 Penalty Box Hardware

The key addition to hardware is the Penalty Box: a small buffer in the memory controller that can

store each codeword from a cacheline (shown on the left-hand side of Fig. 6.5). When a DUE

occurs on a demand read (prefetch DUEs should have the request dropped), the ECC decoder

writes the raw contents of the afflicted cacheline to the Penalty Box as-is (including the parity

bits). It also asserts a new SERVICE REQ bit in the error status register. The memory controller

also blocks the forwarding of the afflicted cacheline to the requesting hardware resource. To avoid

deadlock and performance degradation of the system, the controller still allows other memory

requests to complete as usual in an out-of-order fashion. After the Penalty Box and SERVICE REQ

bit are set, the memory controller raises an asynchronous non-maskable-interrupt (NMI) to the OS

to report the error. Similar registers and interrupts are supported in existing systems, e.g., Intel’s

Machine-Check Architecture [246].

Overheads. The area and power overhead of the essential SDECC hardware support is negli-

gible. For example, with a typical [72,64,4]2 SECDED or [36,32,4]16 SSCDSD ChipKill-Correct

ECC used in DRAM with 64-byte cache lines and a DDRx burst length of eight, the Penalty Box

requires just 576 flip-flops arranged in a 72-wide and eight-deep shift register. The area required

per Penalty Box is approximately 736µm2 when synthesized with 15nm Nangate technology —

this is approximately one millionth of the total die area for a 14nm Intel Broadwell-EP server pro-

cessor [297]. This shift register would add a negligible amount of leakage power. Our SDECC
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design incurs no latency or bandwidth overheads for the vast majority of memory accesses where

no DUEs occur. This is because the Penalty Box and error-reporting interrupt are not on the critical

path of memory accesses.

6.5.2 Software Stack

The OS responds to the interrupt (right-hand side of Fig. 6.5) and reads the Penalty Box and the

Error Status Register through a device configuration interface (e.g., PCI). Software then reverse-

walks the page tables to determine which process(es) own the physical page containing the DUE-

afflicted cacheline. It also checks the status and permissions of the mapped virtual pages. If the

page is backed on disk (clean), then a viable recovery solution is to unmap the DUE-afflicted

physical page and re-allocate a new one filled with clean data from disk. If not, then we rely on a

SDECC recovery policy. In this chapter, we assume that DUE-afflicted pages are dirty.

The first task of the recovery policy is to compute the list of candidate codewords for the DUE.

If a hash is available, it is used to prune the list of candidates. A heuristic recovery policy (presented

in Sec. 6.6) scores each remaining candidate message using available SI. Successful recovery via

choosing the best candidate message is probabilistic. Using appropriate statistical metrics, if the

best-scoring candidate message is not sufficiently likely to be correct, then the policy forces the

machine to panic or roll-back to a checkpoint. Recovery is abandoned whenever there are multiple

DUEs per cacheline or if a second DUE arrives while the first is being handled; we do not consider

these scenarios explicitly.

Overheads. When a DUE occurs, the latency of the handler and recovery policy is negligible

compared to the expected mean time between DUEs or typical checkpoint interval of several hours.

For instance, the total execution time of DUE recovery in our un-optimized offline MATLAB

implementation is 9.6 ms (using a human-friendly string-based software ECC decoder for Alg. 5).

A C-based implementation of SDECC for ChipKill (our most complex case with q = 16) takes

2.2 million dynamic RISC-V instructions; at 3 GHz and one instruction per cycle, this requires

about 733µs, making it similar to current error-reporting latencies that were reported in Chapter 5

and [12]. This would fall within the measured range of 750 µs to 130 ms per error-reporting
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interrupt as reported by others [12].

6.5.3 Lightweight Hash Implementation

We compute a small universal hash in two steps that is easy to implement in hardware. First, we

take the vertical parity of the cacheline to generate a kb-bit intermediary value. We then com-

pact it to an h-bit hash using h randomly-generated balanced parity trees where each with kb/2

inputs. Experimentally, we find random inputs to distribute nearly uniformly across 2h possible

hash buckets (the ideal limit).

Our hash could be computed in one clock cycle and is only on the critical path for memory

writes; the single-cycle latency can be hidden by pipelining. The critical path is three 2-input XOR

levels for vertical parity (up to 448 gates total) and up to six logic levels for the random trees (up

to 1008 gates total). For 15nm Nangate, the total required XOR gate area is up to 644 µm2. Our

approach resembles the X-Compact tree from VLSI test compaction [298] and micro-architectural

fingerprinting for processor error detection [299]. Commonly-used CRCs with the same number

of check bits are a poor substitute for our hash function: they usually do not approach the universal

hashing limit and are also infeasible to compute in a single clock cycle.
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The second-tier hash could be accommodated in current DDRx memory systems with minor

modifications. The hash is written to memory alongside the cacheline; during reads, if a DUE

occurs, the original hash is stored in one additional h-bit register in the Penalty Box. Fig. 6.6

depicts two possible configurations for storing and accessing hash bits for [72,64,4]2 SECDED

and [36,32,4]16 SSCDSD ChipKill-Correct memory organizations.

For SECDED (Fig. 6.6a), we propose that the standard 72-bit DRAM channel be widened by

one bit to accommodate transfer of the hash bits in parallel with cacheline data as it is written.

This would require an extra pin per memory module. Up to eight hash bits can be supported

per cacheline; they would be stored using either an extra 1-bit-wide low-capacity DRAM device

per rank, or by converting a single x4 DRAM per rank to a x5 DRAM. This design would have

no impact on memory performance and a negligible impact on energy, but requires non-standard

DRAM parts. For an h = 8-bit hash per cacheline, 1.56% additional storage is needed (128 MB

per 16 GB rank).

For our ChipKill arrangement (Fig. 6.6b), we propose to transfer the hash during DDRx beats

that would otherwise be wasted bandwidth (because the transfer size is larger than a cacheline).

The hash bits could be stored using a few spare columns in each parity chip; up to 16 hash bits

per cacheline could be supported for ChipKill with no externally-visible storage, performance, or

energy overhead. If some spare columns contain local hard or soft faults, they are unlikely to have

a system-level reliability impact because they are only used if there is a DUE on that particular

cacheline. Corrupted hashes are not a major concern: on average, for the [36,32,4]16 SSCDSD

ChipKill-Correct code with an h = 16-bit hash, the probability of MCE caused by a corrupted hash

(Eqn. 6.6) is just 0.003%.

6.6 Data Recovery Policy

In this work, we focus on recovery of DUEs in data (i.e., memory reads due to processor loads)

because they are more vulnerable than DUEs in instructions (i.e., memory reads due to instruction

fetches) as explained earlier.

There are potentially many sources of SI for recovering DUEs. Based on the notion of data
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similarity, we propose a simple but effective data recovery policy called Entropy-Z that chooses

the candidate that minimizes overall cacheline Shannon entropy.

6.6.1 Observations on Data Similarity

Entropy is one of the most powerful metrics to measure data similarity. We make two general

observations about the prevalence of low data entropy in memory.

• Observation 1. There are only a few primitive data types supported by hardware (e.g., in-

tegers, floating-point, and addresses), which typically come in multiple widths (e.g., byte,

halfword, word, or quadword) and are often laid out in regular fashion (e.g., arrays and

structs). We also note that primitive types are often vastly overprovisioned for typical data.

For example, a 32-bit int may be used to store a binary flag or index a short loop.

• Observation 2. In addition to spatial and temporal locality in their memory access patterns,

applications have inherent value locality in their data, regardless of their hardware represen-

tation. For example, an image-processing program is likely to work on regions of pixels that

exhibit similar color and brightness, while a natural language processing application will see

certain characters and words more often than others.

Similar observations have been made to compress memory [300–305] and to predict [306] or ap-

proximate processor load values [307–309].

We observe low byte-granularity intra-cacheline entropy throughout the integer and floating-

point benchmarks in the SPEC CPU2006 suite. Let P(X) be the normalized relative frequency dis-

tribution of a linesz×b-bit cacheline that has been carved into equal-sized Z-bit symbols, where

each symbol χi can take 2Z possible values.3 Then we compute the Z-bit-granularity entropy as

follows:

entropy=−
linesz×b/Z

∑
i=1

P(χi)log2P(χi). (6.7)

Consider four representative examples for Z = 8 and linesz×b = 512 bits in Fig. 6.7. The

maximum possible intra-cacheline entropy here is six bits/byte because there can be only 26 = 64
3Entropy symbols are not to be confused with the codeword symbols, which can also be a different size.
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Figure 6.7: Byte-granularity entropy distributions of 64-byte dynamic cacheline read data from
two integer and two floating-point SPEC CPU2006 benchmarks.

distinct byte values in a cacheline; anything less can be exploited as SI by SDECC recovery.

We find that although floating-point values tend to have higher entropy within a word compared

to integer values, entropy between neighboring words is often comparable. The average intra-

cacheline byte-level entropy of the SPEC CPU2006 suite to be 2.98 bits/byte (roughly half of

maximum).

6.6.2 Entropy-Z Policy

We leverage these observations using our proposed data recovery policy, described in Alg. 6. Es-

sentially, with this policy, SDECC chooses the candidate message that minimizes overall cacheline

entropy.
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Algorithm 6 Entropy-Z data recovery policy. Given a q-ary list of n-symbol candidate code-
words Ψ(~x), a q-ary list of n-symbol error-free neighboring cacheline codewords Ln (the SI),
and a PanicThreshold value, produce a q-ary k-symbol recovery target message ~mtarget and a
flag SuggestToPanic.

M←Ψ(~x) with the r parity symbols stripped //Extract candidate messages
Lk← Ln with the r parity symbols stripped //Extract cacheline SI
Declare candidate entropy list entropy with |M| elements
for i = 1 : |M| do

entropy[i]← Z-bit calculation for candidate cacheline //Eqn. 6.7
//(M[i] inserted into appropriate position in Lk)

end for
entropymin← min(entropy[i]∀i)
imin← argmin(entropy[i]∀i)
~mtarget←M[imin]

if tie for entropymin or mean(entropy[i]∀i) > PanicThreshold then
SuggestToPanic← True

else
SuggestToPanic← False

end if

There is a chance that any SDECC recovery policy might choose the wrong candidate message,

resulting in an MCE and possibly NSDC. On the other hand, conventional ECCs are too conser-

vative: they force panics or checkpoint rollbacks every time a DUE is encountered. That approach

avoids any risk of NSDC, but necessarily sacrifices system availability and can also cause non-

committed state to be lost entirely. With SDECC, we aim to successfully recover from as many

DUEs as possible while minimizing the probability that we cause an MCE.

We mitigate the risk that our policy chooses the wrong candidate message by deliberately

forcing a panic whenever there is a tie for minimum entropy or if the mean cacheline entropy is

above a specified threshold PanicThreshold. The downside to this approach is that some forced

panics will be false positives, i.e., they would have otherwise recovered correctly.

In the rest of the chapter, unless otherwise specified, we use Z = 8 bits, linesz×b = 512 bits

and PanicThreshold = 4.5 bits (75% of maximum entropy), which we determine to work well

across a range of applications. Additionally, as we show later, the Entropy-8 policy performs very

well compared to several alternatives.
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6.7 Reliability Evaluation

We evaluate the impact of SDECC on system-level reliability through a comprehensive error injec-

tion study on memory access traces. Our objective is to estimate the fraction of DUEs in memory

that can be recovered correctly using the SDECC architecture and policies while ensuring a mini-

mal risk of MCEs.

6.7.1 Methodology

The SPEC CPU2006 benchmarks are compiled against GNU/Linux for the open-source 64-bit

RISC-V (RV64G) instruction set v2.0 [310] using the official tools [311]. Each benchmark is exe-

cuted on top of the RISC-V proxy kernel [312] using the Spike simulator [313] that we modified to

produce representative memory access traces. We only include the 20 benchmarks which success-

fully ran to completion. Each trace consists of randomly-sampled 64-byte demand read cachelines,

with an average interval between samples of one million accesses.

Each trace is analyzed offline using a MATLAB model of SDECC. For each benchmark and

ECC code, we randomly choose 1000 q-ary messages from the trace, encode them, and inject

min(1000,N) randomly-sampled (t + 1)-symbol DUEs. For each codeword/error pattern com-

bination, we compute the list of candidate codewords using Alg. 5 and apply the data recovery

policy using Alg. 6. A successful recovery occurs when the policy selects a candidate message that

matches the original; otherwise, we either cause a forced panic or recovery fails by accidentally

inducing an MCE. Variability in the reported results is negligible over many millions of individual

experiments.

Note that the absolute error magnitudes for DUEs and SDECC’s impact on overall reliability

should not be compared directly between codes with distinct [n,k,dmin]q (e.g., a double-bit error

for SECDED is very different from a double-chip DUE for ChipKill). Rather, we are concerned

with the relative fraction of DUEs that can be saved using SDECC for a given ECC code. For eval-

uations that include second-tier hashes we assume there is no error in the hash itself, as explained

earlier.
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Figure 6.8: Comparison of raw success rate (no forced panics) for different SDECC data recovery
policies averaged over all benchmarks. No hashes are used.

6.7.2 Comparison of Data Recovery Policies

We first compare the raw successful recovery rates of six different policies for three ECCs without

including any forced panics nor any second-tier hash. Thus any un-successful recovery here is an

MCE. The raw success rate averaged over the SPEC CPU2006 suite for each policy is shown for

three ECC constructions in Fig. 6.8. The depicted baseline represents the average probability PG

that we randomly select the original codeword out of a list of candidates for all possible DUEs.

The alternative policies under consideration are the following. Hamming chooses the candidate

that minimizes the average binary Hamming distance to the neighboring words in the cacheline.

DBX chooses the candidate that maximizes 0/1-run lengths in the output of the DBX transform

[305] of the cacheline.4 Longest-Run is inspired by frequent pattern compression (FPC) [301] and

chooses the candidate message with the longest run of 0/1 in the cacheline. Delta is inspired by

frequent value compression (FVC) [300] and chooses the candidate message that minimizes the

sum of squared integer deltas to the other words in the cacheline.

Our Entropy-Z policy variants recovered the most DUEs overall. Of these three, Entropy-8

(Z = 8) performed better than Z = 4 and Z = 16. The 8-bit entropy symbol size performs best

because its alphabet size (28 = 256 values) matches well with the number of entropy symbols per

4The goal of the DBX transform [305] is to reduce the entropy in a cacheline of data that is homogeneously typed
(this could be an array of packed data types that include integers, floats, structs, etc.). The output of the transform
ideally has long sequences of 0s that are easily compressed [305].
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Table 6.4: Percent Breakdown of SDECC Entropy-8 Policy without Hashes (S = success, P =
forced panic, M = MCE)

panics taken panics not taken random baseline
S P M S P M S P M

conv. baseline - 100 -
[39,32,4]2 Hsiao 69.1 25.6 5.3 72.7 - 27.3 8.5 - 91.5
[39,32,4]2 Davydov 70.3 25.2 4.5 76.0 - 24.0 11.7 - 88.3
[72,64,4]2 Hsiao 71.6 23.7 4.7 75.3 - 24.7 5.0 - 95.0
[72,64,4]2 Davydov 74.0 21.9 4.1 77.7 - 22.3 6.9 - 93.2
[45,32,6]2 DECTED 77.5 20.3 2.2 85.5 - 14.5 28.2 - 71.8
[79,64,6]2 DECTED 84.0 14.5 1.5 89.0 - 11.0 20.5 - 79.5
[36,32,4]16 SSCDSD 85.7 12.8 1.5 91.5 - 8.5 39.9 - 60.1

cacheline (64) and with the byte-addressable memory organization. For instance, both Entropy-

4 and Entropy-16 do worse than Entropy-8 because the entropy symbol size results in too many

aliases at the cacheline level and because the larger symbol size is less efficient, respectively.

The other four policies all significantly under-performed our Entropy-Z variants, with the ex-

ception of Hamming. It performs nearly as well as the Entropy-4 policy for integer workloads but

fails on many low-entropy cases that have low Hamming distances.

Because Entropy-8 performed the best for all benchmarks and for all ECC constructions, we

exclusively use it in all remaining evaluations.

6.7.3 Recovery Breakdown Without Hashes

Having established Entropy-8 as the best recovery policy, we now consider the impact of its forced

panics on the the successful recovery rate and the MCE rate. Again, we evaluate SDECC for

each ECC using its conventional form, without any second-tier hashes to help prune the lists of

candidates.

The overall results with forced panics taken (main results, gray cell shading) and not taken are

shown in Table 6.4. The results for Entropy-8 on three codes shown earlier in Fig. 6.8 are repeated

in this table for comparison (i.e., the corresponding success rates when panics are not taken). There

are two baseline DUE recovery policies: conventional (always panic for every DUE) and random

(choose a candidate randomly, i.e., PG).
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We observe that when panics are taken the MCE rate drops significantly by a factor of up to

7.3× without significantly reducing the success rate. This indicates that our PanicThreshold

mechanism appropriately judges when we are unlikely to correctly recover the original informa-

tion.

These results also show the impact of code construction on successes, panics, and MCEs. When

there are fewer average candidates µ then we succeed more often and induce MCEs less often. The

[72,64,4]2 SECDED constructions perform similarly to their [39,32,4]2 variants even though the

former have lower baseline PG. This is a consequence of our Entropy-8 policy: larger n combined

with lower µ provides the greatest opportunity to differentiate candidates with respect to overall

intra-cacheline entropy. For the same n, however, the effect of SECDED construction is more

apparent. The Davydov codes recover about 3-4% more frequently than their Hsiao counterparts

when panics are not taken (similar to the baseline improvement in PG). When panics are taken,

however, the differences in construction are less apparent because the policy PanicThreshold

does not take into account Davydov’s typically lower number of candidates.

The results also suggest that completely omitting the forced panic portion of our Entropy-8 pol-

icy may be useful for high-entropy floating-point benchmarks such as 444.namd and 454.calculix,

especially for the stronger codes like DECTED and ChipKill; this would improve those bench-

marks’ successful recovery rate by up to 3×, at the cost of more MCEs. This could be acceptable

if they are approximation-tolerant.
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We examine the breakdown between successes, panics, and MCEs in more detail. Fig. 6.9

depicts the DUE recovery breakdowns for each ECC construction and SPEC CPU2006 benchmark

when forced panics are taken. Fig. 6.9(a) shows the fraction of DUEs that result in success (black),

panics (gray), and MCEs (white). For clarity, the two baselines from Table 6.4 are repeated on the

left and the same panic taken results from the table are repeated on the right (SDECC Overall).

Fig. 6.9(b) further breaks down the forced panics (gray from Fig. 6.9(a)) into a fraction that are

false positive (light purple, and would have otherwise been correct) and others that are true positive

(dark blue, and managed to avoid an MCE). Each cluster of seven stacked bars corresponds to the

seven ECC constructions.

We achieve much lower MCE rates than the random baseline yet also panic much less of-

ten than the conventional baseline for all benchmarks, as shown by Fig. 6.9(a). Our policy per-

forms best on integer benchmarks due to their lower average intra-cacheline entropy. For certain

floating-point benchmarks, however, there are many forced panics because they frequently have

high data entropy above PanicThreshold (e.g., as seen earlier with 444.namd in Fig. 6.7c). A

PanicThreshold of 4.5 bits for these cases errs on the side of caution as indicated by the false

positive panic rate, which can be up to 50%. Without more side information, for high-entropy

benchmarks, we believe it would be difficult for any alternative policy to frequently recover the

original information with a low MCE rate and few false positive panics.

With almost no hardware overheads, SDECC used with SSCDSD ChipKill can recover cor-

rectly from up to 85.7% of double-chip DUEs while eliminating 87.2% of would-be panics; this

could improve system availability considerably. However, SDECC with ChipKill introduces a 1%

risk of converting a DUE to an MCE. Without further action taken to mitigate MCEs, this small

risk may be unacceptable when application correctness is of paramount importance.

6.7.4 Recovery with Hashes

The second-tier hash can dramatically reduce the SDECC panic and MCE rates by pruning the list

of candidate messages before applying the recovery policy.

The recovery breakdowns for second-tier hashes per cacheline on overall MCE rates using
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Table 6.5: Prct. Breakdown of SDECC Entropy-8 Policy with Hashes (S = success, P = panic, M
= MCE)

checksum size panics taken panics not taken random baseline
S P M S P M S P M

conv. baseline - 100 -
[72,64,4]2 Hsiao – 2-bit DUEs

none 71.6 23.7 4.7 75.3 - 24.7 5.0 - 95.0
4-bit 87.8 11.4 0.8 93.7 - 6.3 28.8 - 71.2
8-bit 98.56 1.36 0.08 99.4 - 0.6 86.6 - 13.3

[36,32,4]16 SSCDSD ChipKill-Correct – 2-chip DUEs
none 85.7 12.8 1.5 91.5 - 8.5 39.9 - 60.1
4-bit 98.05 1.86 0.09 99.2 - 0.8 77.0 - 23.0
8-bit 99.940 0.058 0.002 99.98 - 0.02 98.1 - 1.9
16-bit 99.9999 9e-5 0* 100* - 0* 99.992 - 0.008

*out of 20 million DUE trials

[72,64,4]2 Hsiao SECDED and [36,32,4]16 SSCDSD ChipKill-Correct ECCs are shown in Ta-

ble 6.5. The results for the non-hash cases are repeated from Table 6.4 for comparison. We do not

include 16-bit hashes for the SECDED code because they are unsupported in our architecture.

The results show that even a small 4-bit hash added to every cacheline can reduce the induced

MCE rate by up to substantial 16.6×. When high reliability is required, we suggest to use SDECC

with a hash of at least 8 bits. Using SDECC with ChipKill and an 8-bit hash, we successfully

recovered from 99.940% of double-chip DUEs; with a 16-bit hash, no MCE occurred at all in 20

million trials.

SDECC with 16-bit hashes can recover from nearly 100% of double-chip DUEs with 4× lower

storage overhead than a pure DSC Double-ChipKill-Correct ECC solution and with no common-

case performance or notable energy overheads. This result would be especially useful to high-

reliability and high-availability systems that require good performance per dollar and energy effi-

ciency.
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Table 6.6: Prct. Breakdown of Output Quality using Entropy-8 Policy and Hsiao [72,64,4]2
SECDED Code without Hash

blackscholes fft inversek2j jmeint jpeg sobel
Success 83.8 49.5 82.9 90.4 92.4 90.8
Forced Panic 9.6 38.6 11.4 4.9 4.6 6.0
MCE Total 6.4 11.8 5.5 4.5 2.8 3.1

Breakdown of MCE Total
Benign 4.8 6.5 4.2 3.2 1.5 2.5
Crash 0.5 0.9 0.2 0.8 0.6 0.5
Hang 0.4 0.0 0.0 0.0 0.0 0.0
Tol. NSDC 0.5 3.3 0.6 0.1 0.4 0.0
Intol. NSDC 0.1 1.0 0.4 0.4 0.3 0.1

6.8 Evaluation for Approximation-Tolerant Applications

We have found that SDECC without second-tier hashes can still recover a large fractions of DUEs

and requires almost no hardware changes. There are many approximate computing applications

where some degree of output error is tolerable, but errors should be controlled as much as pos-

sible without adding too much overhead. We briefly study the effect of SDECC on application

output quality using SECDED (without hash) due to its low latency, area, performance, and energy

overheads which are well suited for approximate applications and cost-sensitive systems.

6.8.1 Methodology

We built AxBench [314] for RV64G in a similar fashion to Sec. 6.7.1 although we could not

run kmeans with the proxy kernel successfully. We use our modified version of Spike to run each

benchmark to completion 1000 times. For each run, using the [72,64,4]2 Hsiao SECDED code, we

inject one DUE on a random demand memory read, emulate the candidate message computation

and Entropy-8 recovery policy, and observe the effects on program behavior. No hashes are used.

6.8.2 Impact on Output Quality

The percent breakdown of attempted DUE recoveries (success, forced panic, or total MCEs) for

each benchmark is shown in the top part of Table 6.6. The bottom part of the table breaks down the
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(a) Correct “golden” image (b) Worst-case image (c) Image difference

Figure 6.10: An example of an intolerable NSDC for the jpeg benchmark from the AxBench
suite [314].

MCE total further with respect to all DUEs injected. For normal program termination, output qual-

ity is judged using application-specific metrics defined by AxBench. Consistent with AxBench,

we define a tolerable output to be within 10% of the “golden” result [314]. Successes and benign

MCEs both cause 0% output error, while tolerable NSDCs are MCEs that result in 0% < output er-

ror < 10%. Intolerable NSDCs result in output error ≥ 10%. For abnormal program terminations,

we characterize the cause: intentional forced panic caused by our policy, or unintentional crashes

and hangs caused by induced MCEs.

For most AxBench benchmarks, our Entropy-8 recovery policy results in similar success,

forced panic, and total MCE rates to our findings with the traces from the SPEC CPU2006 suite.

The most challenging case here is fft, which has roughly 2× the MCE rate and 3× to 4× the

forced panic rate of the other five benchmarks; this is because the program’s inputs and computa-

tions tend to produce high-entropy data.

The MCE breakdown demonstrates that intolerable NSDCs induced by SDECC are uncom-

mon. Most induced MCEs are actually benign; this agrees with prior work on SDCs [315–317].

We find that a significant fraction of MCEs cause unintended crashes where the final outcome is

no worse than the conventional baseline that always panics for every DUE. A small fraction of the

MCEs result in measurable output error, but in the majority of cases, even these produce tolerable

NSDCs within our 10% output quality window.

Fig. 6.10 depicts an example of a worst-case intolerable NSDC caused by an accidental MCE
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for the jpeg benchmark. The “golden” correct image output – which is the eventual outcome for

about 94% of DUEs with SDECC – appears in Fig. 6.10a. Fig. 6.10b shows the worst-case output

out of 1000 DUE injection experiments. This was caused when SDECC accidentally converted

a DUE into an MCE that eventually resulted in an intolerable NSDC — similarly bad outputs

occur about 0.3% of the time. Finally, Fig. 6.10c indicates the difference between the golden and

worst-case outputs. Note that in a conventional baseline system, no output image would have been

produced at all because it always forces panics when DUEs occur.

In the worst case overall, 1.0% of attempted DUE recoveries result in intolerable NSDCs,

while in the best case, it is just 0.1%. For a naı̈ve system that simply truncates the parity bits when

a SECDED DUE occurs, the jmeint benchmark would have an intolerable NSDC rate that is

9.8× higher and a combined crash/hang rate that is 15.7× higher than our approach, respectively,

even though the application is considered approximation-tolerant. This is because DUE parity-

truncation only produces a legal candidate message about 1% of the time for SECDED. Therefore,

SDECC is a useful low-cost aid to improve availability and reliability of approximate computing

systems with minimal overheads.

6.9 Discussion

We briefly estimate the system-level availability benefits of SDECC, discuss the alternative use of

stronger codes, outline ways to eventually verify the correctness of SDECC recovery, and speculate

on dynamic support for fault models.

6.9.1 System-Level Benefits

We project the impact of SDECC on a typical supercomputer workload. Consider a hypothetical

warehouse-scale computer that is similar to Blue Waters with 22640 compute nodes, where each

has 64 GB of DRAM protected using the [36,32,4]16 SSCDSD ChipKill-Correct code, and the

memory double-chip DUE rate is 15.98 FIT/GB [284]. We use Tiwari’s checkpoint model [285].

Suppose an application nominally runs for 500 hours on the system, and that checkpoints take
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Table 6.7: Projected Benefits of SDECC for a Supercomputing Application using [36,32,4]16
SSCDSD ChipKill-Correct ECC

scheme/hash size opt. chkpt. intvl. [285] speedup util. MTT ind. MCE
Baseline 6.6 hours - 84.4% N/A
SDECC/none 18.4 hours 12.0% 94.5% 2.9 Khours
SDECC/4-bit 48.2 hours 16.1% 98.0% 48.0 Khours
SDECC/8-bit 272.9 hours 18.1% 99.7% 2.2 Mhours
SDECC/16-bit N/A 18.5% 100% N/A

30 minutes to save or restore and are taken according to the estimated optimal checkpoint inter-

val. We assume that panics caused by memory DUEs are the only cause of failure that warrants

checkpointing, and again that hashes in error.

The projected results for the baseline system and SDECC both with and without hashes is

shown in Table 6.7. We find that SDECC alone can deliver a substantial 12% speedup of the appli-

cation even if no hashes are used. However, an induced MCE is expected to occur once every 2900

hours, or around once in every 5.5 runs of the application. If we use an 8-bit hash can substan-

tially reduce the optimal checkpoint interval to deliver a 18.1% speedup, with an induced MCE

occurring only once every 2.2 million hours. A 16-bit hash could obviate the need to checkpoint

the application entirely (the expected SDECC forced panic rate is just 0.9 ppm). Thus, we believe

our approach could substantially improve the reliability and availability of a supercomputer when

memory errors are a significant source of failures.

6.9.2 SDECC vs. Stronger Codes

One cannot achieve 100% DUE recovery rates without using considerably stronger ECCs or larger

second-tier hashes, both of which are impractical. For instance, a SECDED code could be either

be upgraded to a DEC code (estimated 2× parity storage, 2× latency, and 14× area overhead

vs. SECDED [318]). Alternatively, a [77,64,5]2 4-error-detect checksum construction could be

used, but it is not supported by our architecture because it needs 13 second-tier checksum bits

per cacheline (only 8 checksum/hash bits can be supported). For ChipKill, we would need either

a Double ChipKill-Correct construction (estimated 2× parity storage, 2× bandwidth overheads
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vs. SSCDSD [319, 320]) or a significantly more complex [38,32,5]16 4-symbol-detect checksum

construction, which needs 24 extra checksum bits per cacheline (1.5× to 3× more than proposed

for our hashes).

6.9.3 Eventual Verification of Recovery Targets

Ideally, we wish to eliminate the risk of MCEs entirely with a mechanism for eventual verification

of the recovered message. We envision several approaches that are based on the notion of correct-

ness speculation (similar in philosophy to load value prediction [306]). One promising method is

to checkpoint the state of the victim application when the DUE occurs, while the program con-

tinues execution with a recovery target. The system would attempt to catch incorrect behavior at

run-time. The methods would include using assertions and checks for null pointers, out-of-bound

accesses, control flow [321,322], hangs, crashes, etc. to catch induced MCEs. If an MCE is caught,

the program would be rolled back to the point of the DUE and a different candidate would be tried.

Alternatively, the program can be forked several times, where each copy uses a different candidate

message, and their state is voted upon after some time. We leave the exploration of these ideas to

future work.

6.9.4 Flexible Support for Fault Models

If a non-uniform fault model or fault map is provided, then SDECC could leverage it directly when

determining the probabilities of each candidate message.

For instance, suppose that double-adjacent-bit errors are much more likely than other types

of double-bit errors. Then one can use a SECDED-double-adjacent-error-correctable (SECDED-

DAEC) code [323–326] in hardware. Unfortunately, the drawback of SECDED-DAEC codes

compared to traditional SECDED codes is that in the former, all non-adjacent double-bit errors

are guaranteed to be a MCE. SDECC with a SECDED-DAEC code could make smarter deci-

sions about double-adjacent and other double-bit errors by considering the strength of message

side information and the relative likelihood of a double-bit fault model. Unlike prior works in

SECDED-DAEC, SDECC would allow the system to adapt to different fault models as appropri-
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ate.

In another example, suppose that we are given DRAM fault models [327–330]. Assume that

we have refresh-induced failures in DRAM, where a 1→ 0 bit flip might be more likely than 0→ 1

bit flips (assume all data is stored using “true positive” values). Then SDECC with an ordinary

SECDED code can, on average, reduce the average number of candidate codewords µ by 4×. This

is because we can assume, due to the fault model assumption, that only 11→ 00 perturbations need

to be tried (we would not consider the 00→ 11, 01→ 10, or 10→ 01 possibilities). We leave the

exploration of SDECC with fault models to future work.

6.10 Related Work

6.10.1 Resilient Memory Architecture

Recently, the community has become concerned about worsening memory reliability, which can

have profound implications for large-scale systems [12,143,258–260,262,269–271,283,331–333].

Problems with memory resiliency can largely be attributed to manufacturing process variations

[10, 73, 74]. Accordingly, researchers have generally focused on lowering the overhead of strong

ECC implementations [157, 161–163, 291, 292, 319, 320, 334–342] and dealing with hard faults

[161, 162, 335, 340, 343–347].

Three state-of-the-art works relate closely to our contributions. Bamboo ECC [339], Error

Pattern Transformation [346], and XED [340] each propose ways to reduce the occurrence of

DUEs without necessarily increasing code strength. Bamboo ECC [339] proposes new ways to

organize the placement of ECC codewords in memory to correct errors resulting from expected

fault models and dramatically improve memory resiliency without increasing code strength. Error

Pattern Transformation [346] recognizes that many common memory faults will result in DUEs.

By remapping how codewords are stored in memory, these common faults can be spread into

different codewords in such a way to cause CEs instead, thereby improving reliability. XED [340]

aims to achieve ChipKill-level reliability by exposing on-DIMM SECDED ECC information to

the system in a low-overhead and standards-compatible way. Unlike the work proposed in this
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chapter, these three approaches do not consider how to handle DUEs when they actually do occur.

Others have sought to exploit memory variability in fault-tolerant or approximation-tolerant

situations to improve performance [11,213,228,308,348], energy [1,2,8,116,266,327,349–352],

and cost [261,262,353]. Finally, several works have exposed the security vulnerabilities caused by

memory imperfections [244, 329, 354].

6.10.2 List Decoding

SDECC is related to the theory of list decoding [355–358]. Unlike a conventional ECC decoder,

which returns a single codeword, list decoders always return a set of codewords. A list decoder

has “corrected” an error if the original codeword is within the list. Unfortunately, the list de-

coding theory has not produced a low-cost and computationally-efficient decoder suitable for use

with memory. List decoding perhaps saw little interest over the decades because in general naı̈ve

implementations, the algorithm has exponential complexity. Recent works have demonstrated

polynomial-time decoding algorithms, with an emphasis on Reed-Solomon codes [359, 360], but

they are still far from being feasibly used in a memory system. Known list decoding algorithms still

have unacceptable computational complexity that prevent them from being used in real systems.

The distinction of our approach is that it retains all the advantages of conventional ECCs – i.e.,

a small amount of hardware can decode uniquely and quickly in the common cases when there

are no errors or just CEs – yet it can also produce a list of candidate codewords whenever a DUE

occurs. We also describe a novel methodology to choose the best candidate codeword given SI

about memory contents.

6.10.3 ECC Alternatives to (t)SC(t +1)SD Codes

There have been many advances in coding theory since Hamming’s seminal work created the

field in 1950 [286]. For instance, the development of LDPC codes in 1962 [361], which had

been mostly ignored for decades, has recently had great success when applied to storage systems

and wireless communications. RAM-type memories, however, rely almost exclusively on simple

(t)SC(t+1)SD codes for caches and DRAM, such as those studied in this chapter. This is because
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latency, energy/access, and area are critical metrics. Other work has proposed using one-step

majority-logic-decodable (OS-MLD) ECCs to protect memory with high fault rates, such as STT-

RAM [362]. Although they are simple to decode, they have high redundancy needs r and do not

lend themselves to convenient n and k. The contributions of this chapter only apply to (t)SC(t +

1)SD codes.

6.10.4 Error-Mitigation Mechanisms

There are a number of hardware, firmware, and software methods to mitigate memory faults and

errors. Aside from dedicated test routines that detect hard faults, nearly all techniques require the

presence of an underlying ECC implementation for basic EDAC capabilities. These mechanisms

can be broadly categorized into provisioning and opportunistic techniques.

Provisioning techniques statically add redundancy in advance of faults occurring. Note that

ECCs themselves can be considered to be a provisioning method. Common but simplistic methods

include sparing and mirroring of memory resources. Often, these are layered on top of an under-

lying ECC implementation, but are usually very costly in terms of bit storage, performance, and

energy.

Opportunistic techniques are a form of dynamic reliability management. Like the provisioning

techniques, they are usually layered on top of a provisioned ECC. Common methods include scrub-

bing (scan the memory proactively for errors and remove them before they become uncorrectable),

bit steering (replace a failed memory chip with a working parity chip), and page retirement (unmap

faulty memory space in the OS).

Patrol scrubbing actively scans the DRAM when the memory controller is idle, reading lo-

cations to check for the presence of faults. If faults result in CEs, a demand scrub is used to

proactively eliminate them from the system by writing back the corrected codeword to memory.

Scrubbing can eliminate benign soft faults that are otherwise at risk of producing worse errors later.

Bit steering allows for graceful degradation of memory reliability in presence of hard faults

by switching the roles of hardware structures. For instance, some SSCDSD ChipKill-Correct

implementations can dynamically replace a failed DRAM chip with one of the chips used for

229



storing parity bits. This downgrades the code to SSC capability for all subsequent faults.

Page retirement disables physical memory regions that are believed to be faulty at the software

level. This is a preventative measure, not a correction mechanism after-the-fact; but it can still

improve memory reliability when hard faults are the dominant cause of errors.

6.11 Conclusion

SDECC is a new approach to improve the resiliency of systems by recovering from a large fraction

of memory DUEs. SDECC is based on the fundamental observation that when a DUE occurs,

there are a small number of candidate codewords that can be computed, wherein one is practi-

cally guaranteed to be correct. Policies that leverage SI about memory contents can be used to

recover successfully from many DUEs when they occur, while incurring negligible overheads in

the common cases. SDECC scales well with more powerful ECC codes, compounding its effec-

tiveness as a general resilience technique, and there is still significant room for improvement of

both codes and recovery policies. Directions for future work include adaptive software and ECC

support for memory fault models and development of software mechanisms that can eventually

verify the correctness of SDECC recovery.
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CHAPTER 7

ViFFTo: Virtualization-Free Fault Tolerance for Embedded

Scratchpad Memories

Achieving hardware reliability at low cost is a primary design consideration for IoT devices. It is

difficult to efficiently address both hard and soft faults in embedded software-managed memories

at the same time. To address this challenge, we propose ViFFTo, a holistic approach to achieve both

hard and soft fault tolerance for embedded scratchpad memories in microcontroller-class systems

that lack support for memory virtualization.

ViFFTo is comprised of two steps: FaultLink and Software-Defined Error-Localizing Codes

(SDELCs). At software deployment time, FaultLink generates a custom application binary for

each individual chip to avoid hard faults found at test-time. It does this by optimally packing small

sections of program code and data into fault-free segments of the memory address space at link-

time. To inexpensively deal with unpredictable soft faults at run-time, SDELC copes uses novel

Ultra-Lightweight Error-Localizing Codes (UL-ELCs) that require half of the parity bits compared

to single-error-correcting (SEC) Hamming codes. Similar to basic single-error-detecting (SED)

parity, our UL-ELCs detect single-bit errors, yet additionally, localize them to a specific chunk

of the codeword. SDELC heuristically recovers from localized errors using a small embedded C

library that leverages side information about application memory contents. ViFFTo improves the

min-VDD of embedded memory by up to 440 mV and correctly recovers from up to 90% (70%)

of random bit errors in data (instructions) with just three parity bits per 32-bit word.

Collaborators:

• Irina Alam, UCLA

• Clayton Schoeny, UCLA
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• Prof. Lara Dolecek, UCLA

• Prof. Puneet Gupta, UCLA

Source code and data are available at:

• https://github.com/nanocad-lab?&q=viffto

• http://nanocad.ee.ucla.edu
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7.1 Introduction

Moore’s Law has been the primary driving force behind CMOS technology scaling over the past

several decades and has now led to the Internet-of-Things (IoT) revolution. For embedded edge

devices in the IoT, hardware design is driven by the need for the lowest possible cost and en-

ergy consumption. On-chip memories comprise a major fraction of cost and energy for embedded

devices [363]. They consume significant chip area and are particularly susceptible to parameter

variations and defects resulting from the manufacturing process [364]. Meanwhile, much of an

embedded system’s total power comes from SRAM memory, particularly in sleep mode. The em-

bedded systems community has thus increasingly turned to software-managed on-chip memories

– also known as scratchpad memories (SPMs) [365] – due to their 40% lower energy as well as

latency and area benefits versus caches [366].

It is challenging to simultaneously achieve low energy, high reliability, and low cost for em-

bedded memory. For example, an effective way to reduce on-chip SRAM power is to reduce the

supply voltage [367]. However, this causes cell hard fault rates to rise exponentially [147] and

increases susceptibility to radiation-induced soft faults, thus degrading yield at low voltage and

increasing cost. Thus, designers traditionally include spare rows and columns in the memory ar-

rays [368] to deal with manufacturing defects and employ large voltage guardbands [75] to ensure

reliable operation. Unfortunately, this limits the energy proportionality of memory, thus reducing

battery life for duty-cycled embedded systems [369], a critical aspect of the IoT. Although many

low-voltage approaches have been proposed for hardware-managed caches, fewer have addressed

this problem for software-managed scratchpads with minimal cost.

To improve scratchpad reliability at low cost, we propose ViFFTo — a new virtualization-

free fault-tolerance technique that is comprised of two steps. FaultLink first guards applications

against known hard faults, which enables a Software-Defined Error-Localizing Code (SDELC) to

focus on dealing with unpredictable soft faults. The key idea is to first automatically customize

an application binary to accommodate each chip’s fault map with no source code disruptions,

and then heuristically recover from single-bit run-time soft faults at run-time using a novel code

construction. The contributions of this chapter are the following.
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• We present FaultLink, a novel link-time approach that extends the software construction

toolchain with new fault-tolerance features for scratchpad memories. FaultLink relies on

byte-level fault maps of each software-managed region of memory.

• We present an algorithm for FaultLink that automatically synthesizes custom fault-aware

linker scripts for each chip. FaultLink first compiles the program using specific compiler

flags to carve up the typical monolithic sections, e.g., .text, .data, stack, heap, etc. It

then attempts to optimally pack program sections into memory segments that correspond to

contiguous regions of address space that are free of hard faults.

• We propose SDELC, a hardware/software hybrid technique that allows the system to heuris-

tically recover from unpredictable single-bit soft faults in instruction and data memories that

cannot be handled using FaultLink alone. SDELC relies on available side information (SI)

about the typical patterns of application instructions and data in memory.

• We describe the novel class of Ultra-Lightweight Error-Localizing Codes (UL-ELCs) – used

by SDELC – that are stronger than basic single-error-detecting (SED) parity, yet they have no

more than half of the storage overheads of a single-error-correcting (SEC) Hamming code.

Like SED, UL-ELC codes can detect single-bit errors, but additionally, they can localize

them to a chunk within a memory codeword.

By experimenting on real test chips and in a simulator, we find that FaultLink enables appli-

cations to run correctly on embedded memories while reducing min-VDD by up to 440 mV with

no hardware changes. We demonstrate that while a FaultLink-enabled application correctly exe-

cutes on memory containing hard faults, our approach can additionally recover from up to 90% of

random single-bit soft faults in 32-bit data memory words and up to 70% of errors in instruction

memory using a 3-bit UL-ELC code (9.375% storage overhead) in conjunction with embedded

SDELC library. SDELC can even be used to recover up to 70% of errors using a basic SED parity

code (3.125% storage overhead), which requires just 1/6 of the parity bits of a Hamming code

(18.75% storage overhead).

To the best of our knowledge, this is the first work to both (i) customize an application binary
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on a per-chip basis at link-time to accommodate the unique patterns of hard faults in embedded

scratchpad memories, and (ii) use error-localizing codes with software-defined recovery to cope

with random bit flips at run-time.

This chapter is organized as follows. Background material and related works are presented

in Sec. 7.2. We then describe the high-level ideas of FaultLink and SDELC to achieve low-cost

embedded fault-tolerant memory in Sec. 7.3. FaultLink and SDELC are described in greater detail

in Secs. 7.4 and 7.5, respectively. ViFFTo is evaluated in Sec. 7.6 before a discussion of other

considerations and opportunities for future work are presented in Sec. 7.7. We conclude the chapter

in Sec. 7.8.
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Figure 7.1: Our high-level approach to tolerating both hard and soft faults in on-chip scratchpad memories.



7.2 Background and Related Work

We present the essential background on scratchpad memory, the nature of SRAM faults, sections

and segments used by software construction linkers, and error-localizing codes needed to under-

stand our contributions. We then summarize the related work.

7.2.1 Scratchpad Memory

In energy and cost-conscious embedded systems, software-managed scratchpad memories (SPMs)

are often used in lieu of hardware-managed caches to achieve higher area efficiency and lower

power. SPMs are small on-chip memories that, like caches, can help speed up memory accesses

that exhibit spatial and temporal locality. Also like caches, SPMs can also be separated into data

and instruction memory. Unlike data caches, however, the application programmer must – with

the help of the compiler and linker – explicitly partition data into each physical data SPM and

memory area, which each comprise distinct regions of the address space. Banakar et al. showed

that SPMs have on average 33% lower area requirements and can reduce energy by 40% compared

to equivalently-sized caches [366].

7.2.2 Program Sections and Memory Segments

The Executable and Linkable Format (ELF) is the ubiquitous standard on Unix-based systems

for representing compiled object files, static and dynamic shared libraries, as well as program

executable images in a portable manner [370]. ELF files contain a header that specifies the ISA,

ABI, and more for the executable. The primary data structures in ELF for representing information

are program sections and memory segments.

• A section is a contiguous chunk of bytes with an assigned name: sections can contain in-

structions, data, or even debug information. For instance, the well-known .text section

typically contains all executable instructions in a program, while the .data section contains

initialized global variables.

• A segment represents a contiguous region of the memory address space (i.e., ROM, instruc-
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tion memory, data memory, etc.). When a final output binary is produced, the linker maps

sections to segments. Each section may be mapped to at most one segment; each segment

can contain one or more non-overlapping sections.

The toolchain generally takes a section-centric view of a program, while at run-time the segment-

centric view represents the address space layout.

7.2.3 Tolerating SRAM Faults

There are several types of SRAM faults. In this chapter, we define hard faults to include all re-

curring and/or predictable failure modes that can be characterized via testing at fabrication time or

in the field. These include manufacturing defects, weak cells at low voltage, and in-field device/-

circuit aging and wearout mechanisms [10]. A common solution to hard faults is to characterize

memory, generate a fault map, and then deploy it in a micro-architectural mechanism to hide the

effects of hard faults.

We define soft faults to be unpredictable single-event upsets (SEUs) that do not generally re-

occur at the same memory location and hence cannot be fault-mapped. The most well-known and

common type of soft fault is the radiation-induced bit flip in memory [371]. Soft faults, if detected

and corrected by an error-correcting code (ECC), are harmless to the system.

7.2.4 Error-Correcting Codes (ECCs)

ECCs are mathematical techniques that transform message data stored in memory into codewords

using a hardware encoder. When soft faults affect codewords, causing bit flips, the ECC hardware

decoder is designed to detect and/or correct a limited number of errors. ECCs used for random-

access memories are typically based on linear block codes.

The encoder implements a binary generator matrix G and the complementary decoder im-

plements the parity-check matrix H to detect/correct errors. To encode a binary message ~m, we

multiply its bit-vector by G to obtain the codeword~c: ~mG =~c. To decode, we multiply the stored

codeword (which may have been corrupted by errors) with the parity-check matrix to obtain the
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syndrome ~s, which provides error detection and correction information: H~cT =~s. Typical ECCs

used for memory have the generator and parity-check matrices in systematic form, i.e., the mes-

sage bits are directly mapped into the codeword and the redundant parity bits are appended at the

end. This makes it easy to extract data from decoded codewords.

Typical ECC-based approaches can tolerate random bit-level soft faults but they quickly be-

come ineffective when multiple errors occur due to hard faults. Meanwhile, powerful schemes like

ChipKill [289] have unacceptable overheads and are not suited for embedded memories.

7.2.5 Related Work

We briefly summarize related work on fault-tolerant caches, reliable software-managed memories,

as well as error-localizing and unequal error protection codes.

7.2.5.1 Fault-Tolerant Caches

Many fault-tolerant cache techniques do not apply to SPMs because they sacrifice cache capacity

to tolerate hard faults or save energy; this affects the software-visible memory address space and

hence they cannot be applied to SPMs. Examples include PADded Cache [154], Gated-VDD

[151], Process-Tolerant Cache [155], Variation-Aware Caches [372], Bit Fix/Word Disable [167],

ZerehCache [159], Archipelago [169], FFT-Cache [149], VS-ECC [162], FLAIR [163], Macho

[174], DPCS [8], DARCA [373], and others [150,263]. Like SDELC, Correctable Parity Protected

Cache recovers soft faults using parity and additional hardware bookkeeping whenever data is

added, modified, or removed from the cache [374], but the method is not applicable to SPMs.

7.2.5.2 Reliable Software-Managed Memories

The community has proposed other methods for tolerating variability and hard faults that can

apply to SPMs. OS page retirement [375], Embedded RAIDs-on-Chip [110], Flikker [266], VaMV

[116] and ViPZonE [1] all propose to use OS memory virtualization to directly manage memory

variations and/or hard faults, but they are not supported in low-cost IoT devices that lack support
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for virtual memory, nor do they guarantee hard faults to be avoided at the software build time.

Others have proposed to add small fault-tolerant buffers that assist SPM checkpoint/restore [376],

re-compute corrupted data upon detection [377], build radiation-tolerant SPMs using hybrid non-

volatile memory [378], and duplicate instruction storage [379] and data storage to guard against

soft errors [380]. Farbeh et al. [379] use basic parity and a software handler to recover from

instruction SPM soft errors, but they employ duplication rather than our SDELC approach that

uses heuristically recovers information. Similar to FaultLink, Volpato et al. proposed a post-

compilation approach to improve energy efficiency via SPMs [381] but it does not deal with fault

tolerance. Meanwhile, traditional fault avoidance using dynamic bit-steering [382] is too costly for

small memories, while spare rows and columns cannot scale to many faults that could arise from

deep voltage scaling. Unlike our work, none of the above approaches can simultaneously deal with

both hard and soft SPM faults with minimal hardware changes to existing systems.

7.2.5.3 Error-Localizing and Unequal Error Protection Codes

In the 1960s Wolf et al. introduced error-localizing codes (ELCs) – which attempt to detect errors

and identify the erroneous fixed-length chunk of the codeword – and established some fundamental

bounds [383–385]. ELCs have since been adapted in theory to byte-addressable memory systems

[386] but until now had not found use in any practical system. Others have studied how to add

SEC capabilities to ELCs that are capable of localizing multi-bit errors [386, 387], or focused

on infinite-length codes [388], iterative codes [389, 390], extremely long-length codes [391], and

codes that are strictly better than Hamming codes [392, 393].

To the best of our knowledge, ELCs in the regime between SED and SEC capabilities has not

been previously studied. We describe the basics of Ultra-Lightweight ELCs (UL-ELCs) that lie in

this regime and apply them to recover from a majority of single-bit soft faults.

Our UL-ELC codes are also related to unequal error protection (UEP) codes [392]. However,

direct application of these codes is not possible in our regime as UEP coding research has mainly

focused on information-theoretic results.
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7.3 Approach

We propose FaultLink and SDELC that together form a novel hybrid approach to low-cost embed-

ded memory fault-tolerance. They specifically address the unique challenges posed by software-

managed on-chip memories, which we often refer to as scratchpad memories (SPMs).

The high-level concept is illustrated in Fig. 7.1. At fabrication time, process variation and

defects may result in hard faults in embedded memories. During test-time, these are characterized

and maintained in a per-chip fault map. When the system developer deploys application software

onto devices, they use FaultLink to customize their binary for each chip in a way that avoids the

hard fault locations. Finally, at run-time, unpredictable soft faults are detected, localized, and

recovered heuristically using Software-Defined Error-Localizing Codes. (Note that FaultLink is

not heuristic and does not introduce extra errors.) We now explain the approaches of the FaultLink

and SDELC steps further.

7.3.1 FaultLink: Avoiding Hard Faults at Link-Time

Conventional software construction toolchains assume that there is a contiguous memory address

space in which they can place program code and data. For embedded targets, the address space

is often partitioned into a region for instructions and a region for data. On a chip containing

hard faults, however, the specified address space can contain faulty locations. With a conventional

compilation flow, a program could fetch, read, and/or write from these unreliable locations, making

the system unreliable.

FaultLink is a modification to the traditional embedded software toolchain to make it memory

“fault-aware.” At chip test-time, or periodically in the field using built-in-self-test (BIST), the

on-chip scratchpad memories are characterized to identify memory addresses that contain hard

faults.

At software deployment time – i.e., when the application is actually programmed onto a partic-

ular device – FaultLink customizes the application binary image to work correctly on that particular

chip given the fault map as an input. FaultLink does this by linking the program to guarantee that
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no hard-faulty address is ever read or written at runtime. However, the fault mapping approach

taken by FaultLink cannot avoid random bit flips at run-time; these are instead addressed at low

cost using SDELC.

7.3.2 Software-Defined Error-Localizing Codes (SDELCs): Recovering Soft Faults at Run-

Time

Typically, either basic parity is used to detect random single-bit errors or a Hamming code is used

to correct them. Unfortunately, Hamming codes are expensive for small embedded memories:

they require six bits of parity per memory word size of 32 bits (an 18.75% storage overhead). On

the other hand, basic parity only adds one bit per word (3.125% storage overhead), but without

assistance, it cannot correct errors.

To address this problem, we propose Software-Defined Error-Localizing Codes (SDELCs) that

are built on our novel idea of Ultra-Lightweight Error-Localizing Codes (UL-ELCs). UL-ELCs

have lower storage overheads than Hamming codes: they can detect and then localize any single-bit

error to a chunk of a memory codeword. We construct distinct UL-ELC codes for instruction and

data memory that allows a software-defined recovery policy to heuristically recover the error by

applying different semantics depending on the error location. The policies leverage available side

information (SI) about memory contents to choose the most likely candidate codeword resulting

from a localized bit error. In this manner, we attempt to correct a majority of single-bit soft faults

without resorting to a stronger and more costly Hamming code. SDELC can even be used to

recover many errors using just a basic SED parity code. The approach is similar to one recently

proposed by others for conventional ECCs [14].

We now discuss FaultLink in greater depth before revisiting the details of SDELC in Sec. 7.5.

7.4 FaultLink: Dealing with Hard Faults

We motivate FaultLink with fault mapping experiments on real test chips, describe the overall

FaultLink toolchain flow, and present the details of the Section-Packing problem that FaultLink
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(a) Chip floorplan (b) Board

Figure 7.2: Test chip and board used to collect SPM hard fault maps for FaultLink.

(a) 750 mV (b) 700 mV (c) 650 mV

Figure 7.3: Measured voltage-induced hard fault maps of the 176 KB data SPM for one test chip.
Black pixels represent faulty byte locations.

solves.

7.4.1 Test Chip Experiments

We characterized the voltage scaling-induced fault maps for eight “Orange Ferrari” ARM Cortex-

M3 microcontroller test chips [7, 85, 185, 186] fabricated for various projects under the umbrella

of the NSF Variability Expedition. Each chip has 176 KB of on-chip data memory and 64 KB of
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Figure 7.4: FaultLink procedure: given program source code and a memory fault map, produce a
per-chip custom binary executable that will work in presence of known hard fault locations in the
SPMs.

instruction memory. The chip’s floorplan and test board are shown in Fig. 7.2. The locations of

voltage-induced SRAM hard faults in the data SPM for one chip are shown in Fig. 7.3 as black

dots. Its byte-level fault address map appears as follows.

0x200057D6

0x200086B4

...

0x2002142F

0x200247A9

Without further action, this chip would be useless at low voltage for running embedded ap-

plications; either the min-VDD would be increased, compromising energy, or the chip would be

discarded entirely. We now describe how the FaultLink toolchain leverages the fault map to pro-

duce workable programs in the presence of potentially many hard faults.

7.4.2 Toolchain

FaultLink utilizes the standard GNU tools for C/C++ without modification. The overall proce-

dure is depicted in Fig. 7.4. The programmer compiles their code into object files but does not
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Table 7.1: Notation for Section-Packing Problem Formulation

Term Definition
M Set of program sections
N Set of fault-free memory segments
mi Size of program section i in bytes
n j Size of memory segment j in bytes
y j 1 if segment j contains at least one section; else 0
zi j 1 if section i is mapped to segment j; else 0

proceed to link them. The code must be compiled using GCC’s -ffunction-sections and

-fdata-sections flags, which instruct GCC to place each subroutine and global variable into

their own named sections in the ELF object files.1 Our FaultLink tool then uses the ELFIO C++

library [394] to parse the object files and extract section names, sizes, etc. FaultLink then produces

a customized binary for the given chip by solving the Section-Packing problem.

7.4.3 Fault-Aware Section-Packing

Section-Packing is a variant of the NP-complete Multiple Knapsacks problem. We formulate it

as an optimization problem and derive an analytical approximation for the probability that a pro-

gram’s sections can be successfully packed into a memory containing hard faults.

7.4.3.1 Problem Formulation

Given a disjoint set of contiguous program sections M and a set of disjoint hard fault-free contigu-

ous memory segments N, we wish to pack each program section into exactly one memory segment

such that no sections overlap or are left unpacked. If we find a solution, we output the M → N

mapping; otherwise, we cannot pack the sections (the program cannot accommodate that chip’s

fault map). An illustration of the Section-Packing problem is shown in Fig. 7.5, with the program

sections on the top and fault-free memory regions on the bottom.

Let mi be the size of program section i in bytes and n j be the size of memory segment j, y j be

1 if segment j contains at least one section, otherwise let it be 0, and zi j be 1 if section i is mapped

1According to GCC documentation, this can potentially impact performance and code size. For all the benchmarks
in this chapter, the impact to code size was less than 1% and there was no measurable impact to performance.
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Figure 7.5: FaultLink attempts to pack contiguous program sections into contiguous disjoint seg-
ments of non-faulty memory.

to segment j, otherwise let it be 0. The notation just introduced is summarized in Table 7.1. The

optimization problem is formulated as an integer linear program (ILP) as follows.

Minimize: ∑
j∈N

y j

Subject to:

∑
i∈M

mi · zi j ≤ n j · y j ∀ j ∈ N

∑
j∈N

zi j = 1 ∀i ∈M

zi j = 0 or 1 ∀i ∈M; j ∈ N

y j = 0 or 1 ∀ j ∈ N

We solve this ILP problem using CPLEX. We specifically include the objective that minimizes
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the number of packed segments because the solution naturally avoids memory regions that have

higher fault densities. To pack any benchmark onto any fault map that we evaluated, CPLEX

required no more than 14 seconds in the worst case; if a solution cannot be found or if there are

few faults, typically FaultLink will complete much quicker.2

7.4.3.2 Analytical Section-Packing Estimation

We observe that the size of the maximum contiguous program section often comprises a significant

portion of the overall program size. Most FaultLink section-packing failures occur when the largest

program section is larger than all non-faulty memory segments. If this is true more generally, then

we can estimate the probability of successful FaultLink section-packing.

Our analytical formulation is based on the probability distribution of the longest consecutive

sequences of coin flips [395]. Let Lk be a random variable representing the length of the largest run

of heads in k independent flips of a biased coin (with p as the probability of heads). The following

equation is an approximation for the limiting behavior of Lk, i.e., the probability that longest run

of heads is less than x and assuming k(1− p)� 1 [395]:

P(Lk < x)≈ e−p
(x−log

p−1 (k(1−p)))

. (7.1)

We now apply this formula to estimate the behavior of FaultLink. Let b be the i.i.d. bit-error-

rate and s be the probability of no errors occurring in a 32-bit word, i.e., s = (1−b)32. Let size be

the memory size in bytes and mmax be the size in bytes of the largest contiguous program section.

Using Eqn. 7.1, we plug in p = s, k = size/4, and x = mmax/4 to approximate the probability of

there not being a memory segment that is large enough to store the largest program section3:

P
(

Lsize/4 <
mmax

4

)
≈ e−s(

mmax
4 −log

s−1( size4 (1−s)))
. (7.2)

We will apply this equation later in the evaluation to estimate FaultLink yield and min-VDD over

2If a faster solution is needed, a greedy ILP relaxation can be used.
3The division by four is to convert the lengths of the sections and segments from bytes to 32-bit words.
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Figure 7.6: Architectural support for SDELC on an microcontroller-class embedded system with
split on-chip instruction and data SPMs. The single-issue core has an in-order pipeline. We assume
that hard faults are already protected against using FaultLink.

a theoretical population of faulty chips for each benchmark.4

7.5 SDELC: Dealing with Soft Faults

We describe the SDELC architecture, the concept of UL-ELC codes, and two SDELC recovery

policies for instruction and data memory errors.

4If there are multiple large program sections, one could approximate the probability that they all fit using kth
maximal spacing bounds [396].
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7.5.1 Architecture

The SDELC architecture is illustrated in Fig. 7.6. Each memory has its own UL-ELC code. When

a codeword containing a single-bit soft fault is read, the UL-ELC decoder detects and localizes the

error to a specific chunk of the codeword and places error information in a Penalty Box register

(shaded in gray in the figure). A precise exception is then generated, and software traps to a

handler that implements the appropriate SDELC recovery policy for instructions or data, which we

will discuss shortly.

Once the trap handler has decided on a candidate codeword for recovery, it must correctly com-

mit the state in the system such that it appears as if there was no memory control flow disruption.

For instruction errors, because the error occurred during a fetch, the program counter (pc) has not

yet advanced. To complete the trap handler, we write back the candidate codeword to instruction

memory. If it is not accessible by the load/store unit, one could use hardware debug support such

as JTAG. We then return from the trap handler and re-execute the previously-trapped instruction,

which will then cause the pc to advance and re-fetch the instruction that had been corrupted by

the soft error. On the other hand, data errors are triggered from the memory pipeline stage by exe-

cuting a load instruction. We write back the chosen candidate codeword to data memory to scrub

the error, update the register file appropriately, and manually advance pc before returning from the

trap handler.

7.5.2 Ultra-Lightweight Error-Localizing Codes (UL-ELC)

Localizing an error is more useful than simply detecting it. If we determine the error is from a

chunk of length ` bits, there are only ` candidate codewords for which a single-bit error could have

produced the received (corrupted) codeword.

A naı̈ve way of localizing a single-bit error to a particular chunk is to use a trivial chunked

parity code, i.e., we can assign a dedicated parity-bit to each chunk. However, this method is very

inefficient because to create C chunks we need C parity bits: essentially, we have simply split up

memory words into smaller pieces.

We create simple, custom Ultra-Lightweight ELCs (UL-ELCs) that – given r redundant parity
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bits – can localize any single-bit error to one of C = 2r−1 possible chunks. This is because there

are 2r− 1 distinct non-zero columns that we can use to form the parity-check matrix H for our

UL-ELC (for single-bit errors, the error syndrome is simply one of the columns of H). To create

a UL-ELC code, we first assign to each chunk a distinct non-zero binary column vector of length

r bits. Then each column of H is simply filled in with the corresponding chunk vector. Note that

r of the chunks will also contain the associated parity-bit within the chunk itself; we call these

shared chunks, and they are precisely the chunks whose columns in H have a Hamming weight of

1. Since there are r shared chunks, there must be 2r− r−1 unshared chunks, which each consist

of only data bits. Shared chunks are unavoidable because the parity bits must also be protected

against faults, just like the message bits.

UL-ELCs form a middle-ground between basic parity SED error-detecting codes (EDCs) and

Hamming SEC ECCs. In the former case, r = 1, so we have a C = 1 monolithic chunk (H is a row

vector of all ones). In the latter case, H uses each of the 2r− 1 possible distinct columns exactly

once: this is precisely the (2r− 1,2r− r− 1) Hamming code. An UL-ELC code has a minimum

distance of two bits by construction to support detection and localization of single-bit errors. Thus,

the set of candidate codewords must also be separated from each other by a Hamming distance of

exactly two bits.5

The two key properties of UL-ELC that do not apply to ELC codes in general are: (i) the length

of the data message is independent of r, and (ii) each chunk can be an arbitrary length. The freedom

to choose the length of the code and chunk sizes allow the UL-ELC design to be highly adaptable.

Additionally, UL-ELC codes can offer SEC protection on up to 2r− r−1 selected message bits by

having the unshared chunks each correspond to a single data bit.

5Generally, a minimum codeword distance of two bits is required for SED, three bit-separation is needed for SEC,
four bits are needed to correct any single-bit error and detect any double-bit error (SECDED), etc.
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7.5.3 UL-ELC Example

For an example of an UL-ELC construction, consider the following H parity-check matrix with

r = 3 and thus N = 7 chunks:

H =

C1 C2 C3 C4 C4 C5 C6 C6 C7 C5 C6 C7

d1 d2 d3 d4 d5 d6 d7 d8 d9 p1 p2 p3


c1 1 1 1 0 0 1 0 0 0 1 0 0

c2 1 1 0 1 1 0 1 1 0 0 1 0

c3 1 0 1 1 1 0 0 0 1 0 0 1

,

where di represents the ith data bit, p j is the jth redundant parity bit, ck is the kth parity-check

equation, and Cl enumerates the distinct error-localizing chunk that a given bit belongs to. In this

example, we have seven chunks. d1,d2, and d3 each have the SEC property because no other bits

are in their respective chunks. d4 and d5 make up an unshared chunk C4 because no parity bits are

included in C4. The remaining data bits belong to shared chunk because each of them also includes

at least one parity bit. Notice that any data or parity bits that belong to the same chunk Cl have

identical columns of H. For instance, d7, d8, and p2 all belong to C6 and share the column value

[0;1;0].

A graphical representation of this example is shown in Fig.7.7. We see that the technique

used to create a UL-ELC code can be envisioned as a Hamming-style code with pre-grouped data

bits. As in the Hamming code, any single-bit error produces a syndrome that corresponds to a

unique linear combination of check equations. For example, if the decoder produces the syndrome

s = [0;1;1], then check equations 2 and 3 are not satisfied. Looking at Fig. 7.7, it is apparent that

if we assume only a single-bit error has occurred, then the error must be in the chunk containing

d4 and d5. This example is for demonstration purposes only; in the case presented here with nine

data bits, only four parity bits are required for a shortened Hamming code.
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Figure 7.7: A visualization of our example UL-ELC code with seven chunks. Each circle repre-
sents a chunk, and each square represents a check equation. Each message and parity bit belongs
to at most one chunk. The blue and red lines connect the check equations to unshared and shared
chunks, respectively.

7.5.4 Recovering SEUs in Instruction Memory

We describe an UL-ELC construction and recovery policy for dealing with single-bit soft faults

in instruction memory. The code and policy are jointly crafted to exploit SI about the ISA itself.

Our implementation targets the open-source and free 64-bit RISC-V (RV64G) ISA [310], but the

approach is general and could apply to any other fixed-length or variable-length RISC or CISC

ISA. Note that although RISC-V is actually a little-endian architecture, for sake of clarity we use

big-endian in this chapter.
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Table 7.2: Proposed 7-Chunk UL-ELC Construction with r = 3 for Instruction Memory (RV64G ISA v2.0 [310])

bit→ 31 27 26 25 24 20 19 15 14 12 11 7 6 0 -1 -3

Type-U imm[31:12] rd opcode parity

Type-UJ imm[20|10:1|11|19:12] rd opcode parity

Type-I imm[11:0] rs1 funct3 rd opcode parity

Type-SB imm[12|10:5] rs2 rs1 funct3 imm[4:1|11] opcode parity

Type-S imm[11:5] rs2 rs1 funct3 imm[4:0] opcode parity

Type-R funct7 rs2 rs1 funct3 rd opcode parity

Type-R4 rs3 funct2 rs2 rs1 funct3 rd opcode parity

Chunk C1 (shared) C2 (shared) C3 (shared) C4 C5 C6 C7 C3 C2 C1

Parity- 00000 00 11111 00000 111 11111 1111111 1 0 0
Check 00000 11 00000 11111 000 11111 1111111 0 1 0
H 11111 00 00000 11111 111 00000 1111111 0 0 1



7.5.4.1 Code Construction

Our UL-ELC construction for instruction memory has seven chunks that align to the finest-grain

boundaries of the different fields in the RISC-V codecs. These codecs, the chunk assignments,

and the complete parity-check matrix H are shown in Table 7.2. The bit positions -1, -2, and -3

correspond to the three parity bits that are appended to a 32-bit instruction in memory. The opcode,

rd, funct3, and rs1 fields are the most commonly used – and potentially the most critical – among

the possible instruction encodings, so we assign each of them a dedicated chunk that is unshared

with the parity bits. The fields which vary more among encodings are assigned to the remaining

three shared chunks, as shown in the figure. The recovery policy can thus distinguish the impact of

an error in different parts of the instruction. For example, when a fault affects a shared chunk C1,

the fault is either in one of the five MSBs of the instruction, or in the last parity bit. Conversely,

when a fault is localized to unshared chunk C7 in Table 7.2, the UL-ELC decoder can be certain

that the opcode field has been corrupted.

Consider another example with a fault in the unshared chunk C6 that guards the rd destination

register address field for most instruction codecs. Suppose a fault.bit 7 (the least-significant bit of

chunk C6/rd) is flipped by Assume the original instruction stored in memory was 0x0000beef,6

which decodes to the assembly code jal t4, 0xb000. The 5-bit rd field is protected with our

UL-ELC construction using a dedicated unshared chunk C6. Thus, the candidate messages are the

following instructions.

<0x0000b66f> jal a2, 0xb000

<0x0000ba6f> jal s4, 0xb000

<0x0000beef> jal t4, 0xb000

<0x0000bc6f> jal s8, 0xb000

<0x0000bf6f> jal t5, 0xb000

The above instructions are all Hamming distances of two bits apart. Our instruction recovery

policy can decide which destination register is most likely for the jal instruction based on program

statistics collected a priori via static or dynamic profiling (the SI). We discuss this procedure next.
6RISC-V is a little-endian architecture, but for sake of clarity, we use big-endian here.
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tions. Results shown are for RISC-V.

7.5.4.2 Observations on Instruction Side Information

Using the instruction-based UL-ELC construction, we will apply a heuristic recovery policy that

is based on SI about program code. The SI is based on three observations.

Observation 1. As shown in Table 7.3, we find that in three distinct RISC ISAs, most bit

patterns decode to illegal instructions. This fact can be used to dramatically improve the chances

of a successful SDELC recovery. For example, in RISC-V, whenever a single-bit fault affects

the opcode or – when applicable – the funct3, funct2, and funct7 function-code fields, many

candidates are likely to be illegal.

Observation 2. We find that the relative frequencies of legal instructions follow power-law

distributions. Fig. 7.8 depicts the relative frequencies of dynamic RISC-V instructions for 20

SPEC CPU2006 benchmarks. Clearly, the most-frequent 20 instructions occur far more often and

in a more consistent rank ordering than others. This can be used to favor more common instructions

during heuristic recovery. Notice that each benchmark follows an individual power-law distribution

of its own, which makes it difficult to aggregate the frequencies across benchmarks. Fortunately,

the variability of rank orderings and relative frequencies of the top 20 most common instruction

mnemonics (which comprise 87% of all instructions) is small across the benchmarks. Therefore,

noise in the rank orderings of the infrequent instructions is unimportant. Similar trends are evident

for static instructions in three different ISAs, is indicated by Fig. 7.9. Typically, we find that

there is less benchmark-to-benchmark variability in the relative frequencies and rank ordering of

instructions. In this work, we use the dynamic distribution for our evaluations.
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Figure 7.9: Relative frequencies of static instructions for three ISAs.
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Table 7.3: Illegal Instructions in Different RISC ISAs

Instruction Set Architecture (ISA) Prct. of 32-Bit Patterns that are Illegal Instructions
RV64G 92.33%

MIPS1-R3000 72.44%
Alpha 66.87%

Observation 3. In many RISC-V instruction codecs, the most-significant bits (MSBs) represent

immediate values (as shown in Table 7.3). Accordingly, these MSBs are usually low-magnitude

signed integers. In other codecs, the MSBs represent 0-dominant function codes. We can exploit

this trend by preferring candidates that have long pads of 0s or 1s.

7.5.4.3 Recovery Policy

The instruction recovery policy used in our evaluation consists of three steps.

• Step 1. We apply a software-implemented instruction decoder to filter out any candidate

messages that are illegal instructions.

• Step 2. Next, we estimate the probability of each valid message using a small pre-computed

lookup table that contains the relative frequency that each instruction appears.

• Step 3. We choose the instruction that is most common according to our SI lookup table. In

the event of a tie, we choose the instruction with the longest leading-pad of 0s or 1s.

7.5.4.4 Possible Improvements to Recovery Policy

Our recovery policy could be improved to take advantage of more detailed side information when

available. We find that certain combinations of mnemonic and register operands are much more

common than others, as indicated by Fig. 7.10. For instance, the addi mnemonic is generally

common on its own, but occurs especially often when the a5 register is one of its operands. This

is largely a consequence of the ISA, ABI, and compiler design. Many combinations never occur at

all in a program. Because storing a 2D lookup table of joint mnemonic-register frequency is costly

for embedded systems, we do not evaluate this approach further.
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Figure 7.10: The joint relative frequency distribution of RV64G mnemonics and registers is sparse.

7.5.5 Recovering SEUs in Data Memory

In general-purpose embedded applications, data may come in many different types and structures.

Because there is no single common data type and layout in memory, we propose to simply use

evenly-spaced UL-ELC constructions and grant the software trap handler additional control about

how to recover from errors, similar to the general idea from SuperGlue [397].

We build SDELC recovery support into the embedded application as a small C library. The

application can push and pop custom SDELC error handler functions onto a registration stack.

The handlers are defined within the scope of a subroutine and optionally any of its callees and can

define specific recovery behaviors depending on the context at the time of error. Applications can

also enable and disable recovery at will.

When the application does not disable recovery nor specify a custom behavior, all data memory

errors are recovered using a default error handler implemented by the library. The default handler

computes the average Hamming distance to nearby data in the same 64-byte chunk of memory

(similar to taking the intra-cacheline distance in cache-based systems). The candidate with the

minimum average Hamming distance is selected. This policy is based on the observation that
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spatially-local and/or temporally-local data tends to also be correlated, i.e., it exhibits value locality

[306] that has also been used in numerous works for cache and memory compression [300, 301,

303]. The Hamming distance is a good measure of data correlation, as shown later in Fig. 7.16

during the evaluation.

The application-defined error handler can specify recovery rules for individual variables within

the scope of the registered subroutine. They include globals, heap, and stack-allocated data. This

is implemented by taking the runtime address of each variable requiring special handling. For

instance, an application may wish critical data structures to never be recovered heuristically; for

these, the application can choose to force a crash whenever a soft error impacts their memory ad-

dresses. In other scenarios, the application can make smarter decisions about the optimal recovery

target for a corrupted variable in memory. For instance, suppose a loop index int i is corrupted,

but we know at compile-time that it only increments from 0 to 99. Then any candidate that resolves

to an integer less than 0 or greater than 99 can be definitively ruled out.

The SDELC library support can increase system reliability, but the programmer is required

to spend effort annotating source code for error recovery. This is similar to annotation-based

approaches taken by others for various purposes [1,110,116,266,314,398]. However, a limitation

is that programmer effort spent annotating regions of code and specific variables are not necessarily

reflected in the probability that those memory locations are in error. Thus, the default Hamming

distance-based policy is critical to the average probability of recovery.

7.6 Evaluation

We evaluate FaultLink and SDELC primarily in terms of their combined ability to proactively

avoid hard faults and then heuristically recover from soft faults in SPMs.

7.6.1 Hard Fault Avoidance using FaultLink

We first demonstrate how applications can run on real test chips at low voltage with many hard

faults in on-chip memory using FaultLink, and then evaluate the yield benefits at low voltage for a
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(a) Chip 1 (b) Chip 2

Figure 7.11: Result from applying FaultLink to the sha benchmark for two real test chips’ 64
KB instruction memory at 650 mV. Black dots represent faulty byte locations, while gray regions
represent program sections that have been packed into non-faulty segments (white regions).

synthetic population of chips.

7.6.1.1 Voltage Reduction on Real Test Chips

We first apply FaultLink to a set of small embedded benchmarks that we build and run on eight of

our microcontroller-class 45nm “real test chips.” Each chip has 64 KB of instruction memory and

176 KB of data memory. The five benchmarks are blowfish and sha from the mibench suite [399]

as well as dhrystone, matmulti and whetstone. We characterized the hard voltage-induced fault

maps of each test chip’s SPMs in 50 mV increments from 1 V (nominal VDD) down to 600 mV

using March-SS tests [187] and applied FaultLink to each benchmark for each chip individually

at every voltage. Note that the standard C library provided with the ARM toolchain uses split

function sections, i.e., it does not have a monolithic .text section. For each FaultLink-produced

binary that could be successfully packed, we ran them to completion on the real test chips. The

FaultLink binaries were also run to completion on a simulator to verify that no hard fault locations

are ever accessed.

260



FaultLink-packed instruction SPM images of the sha benchmark for two chips are shown in

Fig. 7.11 with a runtime VDD of 650 mV. There were about 1000 hard-faulty byte locations in each

SPM (shown as black dots). Gray regions represent sha’s program sections that were mapped into

non-faulty segments (white areas).

We observe that FaultLink produced a unique binary for each chip. Unlike a conventional

binary, the program code is not contiguous in either chip because the placements vary depending

on the actual fault locations. In all eight test chips, we noticed that lower addresses in the first

instruction SPM bank are much more likely to be faulty at low voltage, as seen in Fig. 7.11.

This could be caused either by the design of the chip’s power grid, which might have induced a

voltage imbalance between the two banks, or by within-die/within-wafer process variation. Chip

1 (Fig. 7.11a) also appears to have a cluster of weak rows in the first instruction bank. Because

FaultLink chooses a solution with the sections packed into as few segments as possible, we find that

the mapping for both chips prefers to use the second bank, which tends to have larger segments.

We achieved an average min-VDD of 700 mV for the real test chips. This is a reduction of 125

mV compared to the average non-faulty min-VDD of 825 mV, and 300 mV lower than the official

technology specification of 1 V.7 FaultLink did not require more than 14 seconds on our machine

to optimally section-pack any program for any chip at any voltage.

7.6.1.2 Yield at Min-VDD for Synthetic Test Chips

To better understand the min-VDD and yield benefits of FaultLink using a wider set of benchmarks

and chip instances, we created a series of randomly-generated synthetic fault maps. For instruction

and data SPM capacities of 128 KB, 256 KB, 512 KB, 1 MB, 2 MB, and 4 MB, we synthesized

100 fault maps for each in 10 mV increments for a total of 700 “synthetic test chips.” We used

detailed Monte Carlo simulation of SRAM bit-cell noise margins in the corresponding 45 nm

technology. Six more benchmarks were added from the AxBench approximate computing C/C++

suite [314] that are too big to fit on the real test chips: blackscholes, fft, inversek2j, jmeint,

7We expect the actual voltage savings to be greater, but we were only able to characterize the fault maps in 50
mV increments. Statistically, however, the measured non-faulty min-VDD would increase slightly if we were able to
characterize more than eight chips.
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jpeg, and sobel. These AxBench benchmarks were compiled for the open-source 64-bit RISC-V

(RV64G) instruction set v2.0 [310] and privileged specification v1.7 using the official tools. This is

because unlike the standard C library for our ARM toolchain, the library included with the RISC-

V toolchain has a monolithic .text section. This allows us to consider the impact of the library

sections on min-VDD.

The expected min-VDD for 99% chip yield across 100 synthetic chip instances for seven mem-

ory capacities is shown in Fig. 7.12. The vertical bars represent our analytical estimates calculated

using Eqn. 7.2. The red line represents the empirical worst case out of 100 synthetic test chips,

while the blue line is the lowest non-faulty voltage in the worst case of the 100 chips. Finally, the

green line represents the nominal VDD of 1 V.
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represent our actual results using Monte Carlo simulation for 100 synthetic fault maps.



The expected min-VDD for 99% chip yield across 100 synthetic chip instances for seven mem-

ory capacities is shown in Fig. 7.12. The vertical bars represent our analytical estimates calculated

using Eqn. 7.2. The red line represents the empirical worst case out of 100 synthetic test chips,

while the blue line is the lowest non-faulty voltage in the worst case of the 100 chips. Finally, the

green line represents the nominal VDD of 1 V.

FaultLink reduces min-VDD for the synthetic test chips at 99% yield by up to 450 mV with

respect to the nominal 1 V and between 370 mV and 430 mV with respect to the lowest non-

faulty voltage. All but jpeg from the AxBench suite were too large to fit in the smaller SPM sizes

(hence the “missing” bars and points). When the memory size is over-provisioned for the smaller

programs, min-VDD decreases moderately because the segment size distribution does not have a

strong dependence on the total memory size.

264



265

Section Number

10
0

10
1

10
2

10
3

10
4

S
e

c
ti
o

n
 S

iz
e

 (
B

y
te

s
)

10
0

10
1

10
2

10
3

10
4

10
5

10
6

blowfish_arm (.rodata.ORIG_S)

dhrystone_arm (.text)

matmulti_arm (.bss)

sha_arm (._check_stack)

whetstone_arm (.text)

blackscholes_riscv (.text)

fft_riscv (.text)

inversek2j_riscv (.text)

jmeint_riscv (.text)

jpeg_riscv (.text)

sobel_riscv (.text)

riscv

(monolithic

C library

sections)

arm

(split

C library

sections)

Figure 7.13: Distribution of program section sizes. Packing the largest section into a non-faulty contiguous memory segment is the most
difficult constraint for FaultLink to satisfy and limits min-VDD.



The voltage-scaling limits are nearly always determined by the length of the longest program

section, which must be packed into a contiguous fault-free memory segment. This is strongly

indicated by the close agreement between the empirical min-VDDs and the analytical estimates,

the latter of which had assumed the longest program section is the cause of section-packing failure.

To examine this further, the program section size distribution for each benchmark is depicted

in Fig. 7.13. The name of the largest section is shown in the legend for each benchmark.

We observe all distributions have long tails, i.e., most sections are very small but there are a few

sections that are much larger than the rest. We confirm that the largest section for each benchmark

– labeled in the figure legend – is nearly always the cause of failure for the FaultLink section-

packing algorithm at low voltage when many faults arise. Recall that the smaller ARM-compiled

benchmarks have split C library function sections, while the AxBench suite that was compiled

for RISC-V has a C library with a monolithic .text section; we observe that the latter RISC-V

benchmarks have significantly longer section-size tails than the former benchmarks. This is why

the AxBench suite does not achieve the lowest min-VDDs in Fig. 7.12. Notice that program size

is not a major factor: jpeg for RISC-V is similar in size to the ARM benchmarks, but it still does

not match their min-VDDs. If the RISC-V standard library had used split function sections, the

AxBench min-VDDs would be significantly lower.

FaultLink does not require any hardware changes; thus, energy-efficiency (voltage reduction)

and cost (yield at given VDD) for IoT devices can be considerably improved.

7.6.2 Soft Fault Recovery using SDELC

SDELC guards against unpredictable soft faults at run-time that cannot be avoided using FaultLink.

To evaluate SDELC, Spike was modified to produce representative memory access traces of all 11

benchmarks as they run to completion. Each trace consists of randomly-sampled memory accesses

and their contents. We then analyze each trace offline using a MATLAB model of SDELC. For

each workload, we randomly select 1000 instruction fetches and 1000 data reads from the trace and

exhaustively apply all possible single-bit faults to each of them. Because FaultLink has already

been applied, there is never an intersection of both a hard and soft fault in our experiments.
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Figure 7.14: Average rate of recovery using SDELC from single-bit soft faults in data and instruc-
tion memory. Benchmarks have already been protected against known hard fault locations using
FaultLink. r is the number of parity bits in our UL-ELC construction.

We evaluate SDELC recovery of the random soft faults using three different UL-ELC codes

(r = 1,2,3). Recall that the r = 1 code is simply a single parity bit, resulting in 33 candidate

codewords. (For basic parity, there are 32 message bits and one parity bit, so there are 33 ways

to have had a single-bit error.) For the data memory, the UL-ELC codes were designed with the

chunks being equally sized: for r = 2, there are either 11 or 12 candidates depending on the fault

position (34 bits divided into three chunks), while for r = 3 there are always five candidates (35

bits divided into seven chunks). For the instruction memory, chunks are aligned to important field

divisions in the RV64G ISA. Chunks for the r = 2 UL-ELC construction match the fields of the

Type-U instruction codecs (the opcode being the unshared chunk). Chunks for the r = 3 UL-ELC

code align with fields in the Type-R4 codec (as presented in Table 7.2). A successful recovery for

SDELC occurs when the policy corrects the error; otherwise, it fails by accidentally mis-correcting

the error.

7.6.2.1 Overall Results

The overall SDELC results are presented in Fig. 7.14. The recovery rates are relatively consistent

over each benchmark, especially for instruction memory faults, providing evidence of the general

efficacy of SD-ELC. One important distinction between the memory types is the sensitivity to the
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Figure 7.15: Sensitivity of SDELC instruction recovery to the actual position of the single-bit fault
with the r = 3 UL-ELC construction.

number r of redundant parity bits per message. For the data memory, the simple r = 1 parity

yielded surprisingly high rates of recovery using our policy (an average of 68.2%). Setting r to

three parity bits increases the average recovery rate to 79.2% thanks to fewer and more localized

candidates to choose from. On the other hand, for the instruction memory, the average rate of

recovery increased from 31.3% with a single parity bit to 69.0% with three parity bits.

These results are a significant improvement over a guaranteed system crash as is traditionally

done upon error detection using single-bit parity. Moreover, we achieve these results using no

more than half the overhead of a Hamming SEC code, which can be a significant cost savings for

small IoT devices. Based on our results, we recommend using r = 1 parity for data, and r = 3

UL-ELC constructions to achieve 70% recovery for both memories with minimal overhead. Next,

we analyze the instruction and data recovery policies in more detail.

7.6.2.2 Recovery Policy Analysis

The average instruction recovery rate as a function of bit error position for all benchmarks is

shown in Fig. 7.15. Error positions -1, -2, and -3 correspond to the three parity bits in our UL-ELC

construction from Table 7.2.
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Figure 7.16: Sensitivity of SDELC data recovery to the mean candidate Hamming distance score
for two benchmarks and r = 1 parity code.

We observe that the SDELC recovery rate is highly dependent on the erroneous chunk. For

example, errors in chunk C7 – which protects the RISC-V opcode instruction field – have high rates

of recovery because the power-law frequency distributions of legal instructions are a very strong

form of side information. Other chunks with high recovery rates, such as C1 and C5, are often (part

of) the funct2, funct7, or funct3 conditional function codes that similarly leverage the power-

law distribution of instructions. Moreover, many errors that impact the opcode or function codes

cause several candidate codewords to decode to illegal instructions, thus filtering the number of

possibilities that our recovery policy has to consider. For errors in the chunks that often correspond

to register address fields (C3, C4, and C6), recovery rates are less because the side information on

register usage by the compiler is weaker than that of instruction relative frequency. However, errors

towards the most-significant bits within these chunks recover more often than the least-significant

bits because they can also correspond to immediate operands. Indeed, many immediate operands

are low-magnitude signed or unsigned integers, causing long runs of 0s or 1s to appear in encoded

instructions. These cases are more predictable, so we recover them frequently, especially for chunk

C1 which often represents the most-significant bits of an encoded immediate value.

The sensitivity of SD-ELC data recovery to the mean candidate Hamming distance score for

two benchmarks is shown in Fig.7.16. White bars represent the relative frequency that a particular
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Hamming distance score occurs in our experiments. The overlaid gray bars represent the fraction

of those scores that we successfully recovered using our policy.

When nearby application data in memory is correlated, the mean candidate Hamming distance

is low, and the probability that we successfully recover from the single-bit soft fault is high using

our Hamming distance-based policy. Because applications exhibit spatial, temporal, and value

locality [306] in memory, we thus recover correctly in a majority of cases. On the other hand,

when data has very low correlation – essentially random information — SD-ELC does not recover

any better than taking a random guess of the bit-error position within the localized chunk, as

expected.

7.7 Discussion

Performance overheads. FaultLink does not add any performance overheads because it is purely

a link-time solution, while its impact on code size is less than 1%. SDELC recovery of soft

faults, however, requires about 1500 dynamic instrutions (a few µs on a typical microcontroller),

although it varies depending on the specific recovery action taken and the particular UL-ELC code.

However, for low-cost IoT devices that are likely to be operated in low-radiation environments with

only occasional soft faults, the performance overhead is not a major concern. Simple recovery

policies could be implemented in hardware, but then software-defined flexibility and application-

specific support would be unavailable.

Memory reliability binning. FaultLink could bring significant cost savings to both IoT man-

ufacturers and IoT application developers throughout the lifetime of the devices. Manufacturers

could sell chips with hard defects in their on-chip memories to customers instead of completely

discarding them, which increases yield. Customers could run their applications on commodity

devices with or without hard defects at lower-than-advertised supply voltages to achieve energy

savings. Fault maps for each chip at typical min-VDDs are small (bytes to KBs) and could be

stored in a cloud database or using on-board flash. Several previous works have proposed hetero-

geneous reliability for approximate applications to reduce cost [261, 350, 351, 400].

Coping with aging and wearout using FaultLink. Because IoT devices may have long lifetimes,
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aging becomes a concern for the reliability of the device. Although explicit SPM wearout patterns

cannot be predicted in advance, fault maps could be periodically sampled using BIST and uploaded

to the cloud. Because IoT devices by definition already require network connectivity for their basic

functionality and to support remote software updates and patching of security vulnerabilities, it

is not disruptive to add remote FaultLink support to adapt to aging patterns. Because running

FaultLink remotely takes just a few seconds, customers would not be affected any worse than the

downtime already imposed by routine software updates and the impact on battery life would be

minimum.

Risk of SDCs from SDELC. SDELC introduces a risk of mis-correcting single-bit soft faults

that cannot be avoided without using a full Hamming SEC code. However, for low-cost IoT devices

running approximation-tolerant applications, SDELC reduces the parity storage overhead by up to

6× compared to Hamming while still recovering most single-bit faults. Similar to observations

by others [315], in our experiments, we found that no more than 7.2% of all single-bit instruction

faults and 2.3% of data faults result in an intolerable silent data corruption (SDC), i.e., more than

10% output error [314]. The rest of the faults are either successfully corrected, benign, or cause

crashes/hangs. The latter are no worse than crashes from single-bit parity detection, which is

common on state-of-the-art devices that have already been designed and deployed in the field.

Their reliability can be improved with remote software updates to avoid hard faults at low voltage

using FaultLink and recover soft faults using a small SDELC C library along with their existing

parity.

Directions for future work. The FaultLink and SDELC approaches can be further extended. In

this chapter, we split monolithic program sections such as .text and .data into smaller sections

and packed them into non-faulty memory segments. However, at high fault rates, the largest pro-

gram section often becomes the limiting factor when there is no segment large enough to fit it. One

could extend FaultLink to accommodate hard faults within packed sections. For instruction mem-

ory, one approach could be to insert unconditional jump instructions to split up basic blocks, similar

to a recent cache-based approach [401]. For data memory, one could use smaller split stacks [402]

and design a fault-aware malloc(). For SDELC, one could design more sophisticated recovery

policies using stronger forms of side information, and use profiling methods to automatically an-
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notate program regions that are likely to experience faults and/or are approximation-tolerant.

7.8 Conclusion

We proposed FaultLink and SDELC, two complementary techniques – together referred to as

ViFFTo – that improve memory resiliency for IoT devices in the presence of hard and soft faults.

FaultLink tailors a given program binary to each individual embedded memory chip on which it is

deployed. This improves both device yield by avoiding manufacturing defects and saves runtime

energy by accounting for variation-induced parametric failures at low supply voltage. Meanwhile,

SDELC implements low-overhead heuristic error correction to cope with random single-event up-

sets in memory without the higher area and energy costs of a full Hamming code. Directions for

future work include designing a FaultLink-compatible remote software update mechanism for IoT

devices in the field and supporting new failure modes of emerging non-volatile memories with

SDELC.
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CHAPTER 8

Conclusion

This chapter reviews the contributions of each chapter, outlines directions for future work, and

provides an outlook on the potential of Opportunistic Memory Systems.

8.1 Overview of Contributions

A series of techniques were proposed to opportunistically exploit (Part 1) and cope (Part 2) with

hardware variability in memory systems. In Part 1, ViPZonE, DPCS, and X-Mem each explored

ways to improve the energy efficiency of memory systems, while in Part 2, the impact of corrected

memory errors on performance were studied, while SDECC and ViFFTo were proposed to deal

with faults that would otherwise cause catastrophic detected-but-uncorrectable errors.

8.1.1 ViPZonE

ViPZonE (a power variation-aware memory management scheme, described in Chapter 2) im-

proves the energy efficiency and energy proportionality of off-chip DRAM main memory with no

hardware changes. The approach relies on the pre-characterization of memory power variability

that can be performed by the platform firmware or OS at boot-time; the results are then kept in

storage and used during runtime. The power consumption of distinct memory modules was mea-

sured on a hardware testbed. A Linux kernel was customized with a ViPZonE page allocator and

virtual memory system call interface. When full memory bandwidth is unnecessary, applications

can then explicitly allocate memory in a power variation-aware manner to reduce energy with min-

imal impact to performance. Legacy applications that are not ViPZonE-aware, or those needing

all memory bandwidth, can allocate memory as normal to avoid performance degradation. There-
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fore, ViPZonE proved that opportunistic memory systems can exploit hardware variability to save

energy even on existing commodity systems.

8.1.2 DPCS

Dynamic Power/Capacity Scaling (DPCS) was proposed in Chapter 3 to opportunistically improve

the energy proportionality of on-chip SRAM caches in presence of hardware variability. Like

ViPZonE, this approach opportunistically saves energy by exploiting the inherent variations in

memory, but unlike ViPZonE, as a cache micro-architectural technique it does not require any

software support. To support DPCS, the minimum non-faulty voltage of each cache line is first de-

termined using built-in-self-test circuits. The cache tag array is augmented with a few bits per line

to maintain a voltage fault map. A new observation that SRAM obeys the Fault Inclusion Property

allows for compact multi-level fault maps with low storage overhead. At runtime, the DPCS cache

controller performs fault-tolerant voltage-scaling to save energy when the full cache capacity is

not needed. At low voltage, the fault map is used to disable and power gate individual faulty

blocks, reducing capacity, and at high voltage, the blocks are made available to increase perfor-

mance. DPCS achieved lower power at the same effective cache capacity compared to prior works

that use lower voltages because its minimalistic design incurs much lower hardware overheads to

implement. DPCS is a valuable supplement to opportunistic processor dynamic voltage/frequency

scaling (DVFS) to enable more energy-proportional operation in presence of hardware variability.

8.1.3 X-Mem

X-Mem was proposed in Chapter 4 (end of Part 1) as a new open-source, cross-platform, and

extensible memory micro-benchmarking tool that surpasses the capabilities of all prior known

tools. It was used in a series of case studies of interest to cloud providers and subscribers to better

understand how the memory hierarchy details of different systems can influence the performance of

cloud applications. In the final case study, X-Mem was used to study the efficacy of DRAM latency

variation-aware tuning for cloud providers. Although DRAM power variations were successfully

exploited with ViPZonE, it was found that exploiting the chip-to-chip differences in internal mem-
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ory delay bring little benefit to a real cloud server. This is because for realistic workloads, tuning

the off-chip memory latency tends to have a large impact on performance only when there is large

bandwidth demand. It is precisely in this scenario where DRAM timing parameters matter the least

to performance, because overall CPU-to-memory access latency is dominated by queuing delays.

Moreover, a large fraction of round-trip unloaded memory latency on a modern server is due to

on-chip delays, which are not subject to variation-aware tuning.

8.1.4 Performability

X-Mem found additional uses in Chapter 5 (beginning of Part 2), where it was extended to inject

correctable memory errors into the main memory of a real cloud server running live applications. It

was found that even though corrected memory errors do not pose a correctness/reliability problem,

they can cause tremendous slowdowns in application performance, harming system availability.

This was previously found to be a major issue in the field, where memory variability often results in

increased susceptibility to both hard and soft faults. This is because corrected memory errors need

to be reported to the system and datacenter to aid hardware serviceability, but they are implemented

using a slow firmware/software interrupt-based reporting mechanism. Based on these insights, new

analytical models were developed based on queuing theory to predict the impact of memory errors

on theoretical batch and interactive applications. These models can be used to project the benefits

of more efficient memory error-handling schemes for different classes of cloud workloads.

8.1.5 SDECC

Software-Defined ECC (SDECC, Chapter 6) proposed a new class of techniques for heuristically

recovering from detected-but-uncorrectable memory errors. Unlike all known prior work, SDECC

contributed new coding-theoretical results and applied them to a novel architecture that allows

software to recover from rare but severe errors that would otherwise cause machine panics or

time/energy-consuming checkpoint rollbacks. SDECC leveraged side information about data con-

tents of memory to choose the best candidate codeword out of a short list of possibilities that can be

quickly computed in software based on knowledge of the hardware ECC implementation. SDECC
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applies to a wide range of currently-used and practical ECC codes. SDECC requires essentially

no hardware changes or overheads compared to existing implementations. SDECC is a power-

ful, general, and opportunistic methodology to recover from rare yet severe errors that exceed the

correction guarantees of any ECC code by itself. It can be used to dramatically improve the re-

liability and availability of systems in presence of hardware variability, especially those that are

approximation-tolerant.

8.1.6 ViFFTo

Finally, Virtualization-Free Fault Tolerance (ViFFTo, in Chapter 7) proposed a holistic methodol-

ogy to opportunistically deal with both hard and soft faults in software-managed embedded mem-

ories, which are ubiquitous in IoT devices. ViFFTo is comprised of two steps – FaultLink and

Software-Defined Error-Localizing Codes (SDELC) – that deal with hard faults at link-time and

soft faults at run-time, respectively. It does this without expensive hardware overheads, which

is important to the cost-sensitive IoT device market. In ViFFTo, each manufactured chip is first

characterized for hard faults that arise from manufacturing defects or voltage-scaling in presence

of parametric process variation, similar to the method used in DPCS. Unlike DPCS, however, the

fault map is not stored on the device; rather, it is provided to the application/system developer

who purchases the chip. The software application is compiled once, but linked separately and in-

dependently in a fault-aware manner for each distinct chip at software deployment time. In this

way, the application is guaranteed to operate correctly in presence of known hard fault locations in

the memory and can be used to safely scale the voltage below the minimum non-faulty VDD. At

run-time, random single-bit soft faults are recovered heuristically using SDELC; it is much sim-

pler and lower-overhead than a Hamming code, while more powerful than a simple single-parity

detection bit. Similar to the approach taken by SDECC in Chapter 6, SDELC recovers soft faults

heuristically using an embedded SDELC C library that supports application-defined rules for cor-

rect recovery. ViFFTo is a low-cost opportunistic technique that is well suited to saving energy and

improving longevity of IoT devices that will inevitably experience faults as a result of hardware

variability.
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8.2 Directions for Future Work

There are many future possibilities for Opportunistic Memory Systems. In the short term, they

include Software-Defined ECC with support for fault models; application-specific fault-tolerance

for hardware accelerators; and adapting techniques in this dissertation to emerging non-volatile

memory devices. In the long term, possible directions include joint abstractions for heterogene-

ity and variability, and a Checkerboard Architecture. These potential directions are summarized

below.

8.2.1 Software-Defined ECC with Fault Models

There is much room for future work on SDECC, which has opened a new area for research that

spans both coding theory and computer architecture. The recovery policies for SDECC thus far

only take into account side information about data messages in memory; fault model side infor-

mation is currently ignored. There are many coding-theoretic works that have developed ECCs

for specific fault models, and many computer architecture studies that use fault maps or adaptive-

strength conventional ECCs to exploit fault side information. However, no known prior works

exploit fault side information and message side information simultaneously to recover from errors.

In a system where the primary fault model is random radiation-induced bit flips, the current

policies are well suited. But suppose the primary source of faults is due to DRAM refresh failure

(i.e., the refresh period is too long in presence of process and temperature variation). In this case,

the faults are likely to be asymmetric and/or data-dependent [328], i.e, 1→ 0 could be more likely

than 0 → 1 if a charged DRAM cell represents a logical 1. If the only permitted fault mode

is 1→ 0, then on average, SDECC with SECDED would reduce the number of candidates by

4×. Therefore, SDECC could choose a better recovery candidate in light of updated posterior

probabilities that account for independent message probabilities and fault probabilities.

It is also important for future work to evaluate SDECC in context of realistic fault models.

Large-granularity memory faults [403] often cause an avalanche of CEs (like those observed in

Chapter 5) but they could cause avalanches of DUEs as well. If preventative action (e.g., page

retirement) is not taken immediately after SDECC recovery of a DUE caused by a hard fault, it
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is likely that future DUEs will overwhelm SDECC either by causing an accidental MCE or by

dramatically slowing down the system, much like CEs do today.

8.2.2 Application-Specific Fault-Tolerance for Hardware Accelerators

SDECC and SDELC are intended to improve the reliability and availability of software appli-

cations running on hardware that occasionally has memory faults. The concept of heuristically

recovering detected-but-uncorrectable ECC errors could also be extended to application-specific

hardware accelerators.

Typically, accelerators are designed to speed up a core part of an application that is computation

and memory intensive. They are often dataflow-oriented, so data is likely to be typed and organized

in a regular manner. Relatively little is understood about the reliability of hardware accelerators

and how memory errors may affect them. Given that accelerators are often approximation-tolerant

and are likely to need high memory bandwidth and low access latency, having a low-overhead ECC

mechanism could improve energy efficiency and performance. Detected-but-uncorrectable errors

could be recovered using an application-defined heuristic in either hardware or firmware, which

would allow the ECC code to be weaker (with lower overheads) than otherwise needed.

8.2.3 Adapting Techniques to Non-Volatile Memory Devices

This dissertation was primarily concerned with exploiting and coping with variability in commod-

ity memory technologies like SRAM and DRAM. In the future, it is likely that emerging random-

access non-volatile memories (NVMs) such as STT-MRAM, MeRAM, ReRAM/memristors, etc.,

will find mainstream use in systems. However, it is unlikely that any one NVM technology will

become a universal replacement for current devices.

Although much prior work has explored new circuits, micro-architectures, hybrid architectures,

and software support for NVMs, few studies have focused on opportunistic non-volatile memory

systems that exploit and cope with variability. This is a ripe area for exploration because current

NVMs typically suffer from susceptibility to process variations and poor scalability that currently

limit their mass-market adoption. Moreover, it is a common fallacy that NVMs are immune to soft
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faults: while it is true that they are less susceptible to radiation-induced soft faults, they introduce

other types. For instance, STT-MRAMs are susceptible to random self-induced bit flips due to

thermal instability; reducing this fault probability requires considerably more write energy and/or

latency. Many NVMs also suffer from aging and wear-out problems that volatile memories like

SRAM and DRAM do not have.

For instance, DPCS could be extended to NVM-based cache architectures. Unlike DPCS for

SRAM, which uses fault-tolerant voltage scaling as its low-level mechanism for power/capacity

scaling, DPCS for STT-MRAM could leverage block-level variations in write latency and pulse

current, as well as data retention time. In low-energy mode with reduced write pulse width, any

STT-MRAM cells that fail to write correctly, consume too much write energy or fail to retain

data sufficiently could be considered temporarily faulty. Blocks that contain faulty bits could be

disabled at the cache level, thereby reducing usable cache capacity in exchange for lower power

and faster operation. With a working DPCS mechanism for SRAM and NVM, one would have

the necessary tools to build a much more energy-proportional cache architecture consisting of

heterogeneous memories. The exposed power/capacity knobs to the system software would be the

same regardless of the underlying memory technology, while the circuit-level reliability impact

would be abstracted by the cache fault-tolerant architecture.

8.2.4 Joint Abstractions for Hardware Heterogeneity and Variability

Many techniques have been proposed to deal with hardware variability, while there exists a sep-

arate body of work on heterogeneous computer architectures. Interestingly, both variation-aware

and heterogeneous architectures typically require system or application software support to exploit

differences in the underlying hardware. The principal difference between them is that design-based

heterogeneity is intentional variability, whereas the process and environmental variability consid-

ered in this dissertation is unintentional variability. One could design computer architectures that

combine support for heterogeneity and variability under joint abstractions.
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Figure 8.1: Proposed heterogeneous 2D Checkerboard Architecture for future work.
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Figure 8.2: Proposed heterogeneous 3D Checkerboard Architecture for future work.

8.2.5 Putting it all Together: Many-Core Checkerboard Architecture for the Cloud

Many-core processors are increasingly finding use in datacenters and supercomputers. Typically,

a uniform tiled architecture with a mesh or ring interconnect is used to scale out a design. In a

cloud setting, many-core chips often run a set of independent virtual machines, but current tiled

architectures are designed for a flat and universally addressable memory system. This feature is

unnecessary and possibly inefficient for cloud workloads.
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Figure 8.3: Possible virtual machine mapping on a proposed 2D Checkerboard Architecture for
future work.

For task and/or data-parallel cloud applications, one could design a Checkerboard Architec-

ture. In such a system, a regular 2D or 3D-integrated (die-stacked) layout of alternating processor

and memory tiles (a floorplan that resembles a checkerboard) would spread the computation power

evenly across the chip area and ensure local memory is available to each processor tile. To im-

prove scalability to many tiles and to achieve high energy efficiency and virtual machine isolation,

each processor tile would only be able to access memory tiles that are physically adjacent; simi-

larly, memory tiles would only be able to be accessed by its neighboring processor tiles. In a 2D

Checkerboard Architecture, this would mean up to four compute tiles (which could be a heteroge-

neous mix of conventional cores and accelerators) can access a memory tile (which could also be a

heterogeneous mix of volatile and non-volatile memories). The concept is illustrated in Fig. 8.1. In

a 3D architecture, each memory/compute tile would have six neighbors (North, South, East, West,

Up, and Down). This concept is illustrated in Fig. 8.2.

In either the 2D or 3D Checkerboard Architecture, the memory tiles would only be accessable

through local and relative addressing, while virtual memory would deliberately be unsupported.

This would enable simpler and more energy-efficient interconnects and tiles. However, it would
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be problematic whenever remote memory tile access is required. For example, many compute tiles

might need to access a single piece of data on one tile, or a single compute tile needs to access

a larger working set than is available on adjacent memory tiles. This problem could be solved as

follows.

• Instead of remote memory access, hardware supports migration of lightweight thread con-

texts.

• Instead of virtual memory, fully relocatable programs should be built, and each memory tile

receives a base address offset. In addition, each memory tile should implement basic access

control (e.g., forbid accesses from the Northern adjacent tile, which belongs to a different

virtual machine).

• Instead of compute threads allocating memory, virtual machines are allocated memory tiles,

which automatically include their adjacent computation tiles. In other words, the computa-

tion to memory ratio is fixed by the architecture; a large working set uses a large number of

cores.

A possible mapping of two virtual machines onto the Checkerboard Architecture is shown in

Fig. 8.3.

The Checkerboard Architecture could allow for lightweight or no cache coherence, reduced

global communication, and greater many-core scalability. To achieve such a large “datacenter-on-

chip,” the memory system will likely need to be heterogeneous and variation-tolerant. Opportunis-

tic Memory Systems provides a useful suite of techniques to help address this challenge.

8.3 Outlook

Moving forward, there is significant potential for Opportunistic Memory Systems to be a valuable

solution to the problem of hardware variability. Meanwhile, it is likely that Opportunistic Memory

Systems will continue to become more relevant as increasing data creates more demand for high-

density memory that has low random-access latency, high bandwidth, high reliability, and low
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cost. The trend of hardware specialization will increase the pressure on memory system design

even faster than logic has done before.

As variability continues to worsen in the nanoscale process nodes, adaptive system-level tech-

niques can be used to reduce design and runtime guardbands to save energy and improve reliability.

Without such advances, the memory bottleneck will become an even greater challenge to resolve

and will limit the future scalability of systems in both the embedded and warehouse-scale com-

puting domains. Even if variability stabilizes at the end of Moore’s Law, Opportunistic Memory

Systems can still improve system energy efficiency, reliability, and cost, especially if low-overhead

techniques are used (like those in this dissertation).

The completed projects in this dissertation do not represent the complete scope of what is

possible for Opportunistic Memory Systems in Presence of Hardware Variability. Future work

should continue to explore this area of research.
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